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1
Introduction
Deferred delivery happens when user A try to send information to user B even when user B is offline. There are many reasons causing user B offline, such as battery flat, out of service region, etc. Therefore this situation rules out all key management schemes that are based on some type of negotiation between the two end-points. 

Because user B is offline, the only way is to use store/forward method. The media sent from user A is stored in user B’s media mailbox, which is managed by a mailbox AS. 

The problem is that how media key is generated to protect the media and how user B gets the media key to retrieve the media from mailbox AS when it is online later. Here a solution is proposed.

Technically there are two parts for this solution. The first part: when user B is offline, user A talk with mailbox AS with the help of KMS to get the media key K. The second part: Once user B is online, it first get security parameters stored in mailbox AS and then using those security parameters to retrieve the media key from KMS and finally fetches encrypted media from its mailbox.

The solution provides two methods to generate media key: one method is to reuse the media key used by the previous session between user A and user B. The advantage of this method is, if user B can keep the previous media master key with user A, User B can directly go to its mailbox to fetch the media without another SIP roundtrip to retrieve the media key from KMS. Another method is KMS generates a new media key to protect the media. But once user B is online, it needs to retrieve media key from KMS before it fetch the media. This method can be used between two users who never contact each other before.   

2. pCR to TR33.828-v1.2.0

7.4.3.3
Deferred delivery 

The following diagram shows the procedure of the deferred delivery solution. For sake of simplicity the random number used in each message to prevent replay attack is omitted in the message diagram.
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1a. User A bootstraps with KMS to establish a shared key Ka. If GBA is not support, User A can use other authentication method to get shared key Ka

1as. Mailbox AS can establish a secure connection with KMS by IPsec, TLS, GBA, etc by which KMS and mailbox AS can have a shared secret Kas.

2. User A sends an INVITE message which includes the following parameters: plain identity of user A, ID-A, plain identity of user B, ID-B and Ea (ID-A, ID-B) (encrypted ID-A, ID-B with key Ka) to IMS network. 
3. IMS network forward INVITE message to User B’s mailbox server.

4. Once receive the INVITE message from user A, User B’s mailbox server sends a request message, which includes the following parameters: plain ID-A, plain ID-B, Ea (ID-A, ID-B) and Eas(ID-A,ID-B) to the KMS to request media key K. 
5. KMS use Ka, Kas to get decrypted ID-A, ID-B from Ea (ID-A, ID-B) and Eas(ID-A,ID-B), and compare the decrypted ID-A, ID-B with plain ID-A , ID-B to make sure they are same. Then KMS generate the media key K either by reusing the previous media master key or generating the new one.
NOTE: The KMS needs to maintain state in order to keep keys per user pair.

Editor Note: Some more information is needed to describe how policies regarding key re-use are handled.
6. KMS encrypts the K using Ka to get the Ea(K), and then sends the Ea(K) to user B’s mailbox server in the response message. 

7. User B’s mailbox server send the Ea(K) to IMS network in the response message to user A.
8. IMS network forward the response message to user A.
After the above-mentioned procedure, user A gets the media key K while user B’s mailbox server has no way to get the media key K. So the UE-B’s mailbox server cannot access the plaintext of the media.

Once the user B gets online, it first gets security parameters including ID-A, ID-B, Ea(ID-A, ID-B) from user B’s mailbox server. From those security parameters, UE-B get to know there is a deferred media for him/her from user A. If UE-B keeps the previous media key K with user A, then UE-B can go directly to its media mailbox to retrieve the deferred media. If user B doesn’t keep the media key K with user A or user B never contact user A before, user B should use those security parameters to request KMS to fetch the media key K first, and then retrieve the deferred media from mailbox. The following message diagram is the procedure that UE-B fetches the media key from KMS if it doesn’t have the previous media key.
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Figure 2 Message flow when UE-B is online
1b.  User B bootstraps with KMS to establish a shared key Kb. If GBA is not support, user B can use other authentication method to get shared key Kb
2 User B sends a request including its identity ID-B to its mailbox server.
3 User B’s mailbox server response to user B with the messing including following security parameters: ID-A, ID-B, Ea(ID-A,ID-B). 
4 User B send a request message to KMS including ID-A, ID-B, Ea(ID-A,ID-B), Eb(ID-A,ID-B). 

5 KMS using Ka, Kb to decrypt the Ea(ID-A,ID-B) and Eb(ID-A,ID-B) and compare the decrypted ID-A, ID-B with plain ID-A , ID-B to make sure they are same. Then KMS retrieve the media key K already generated in step 5 in the previous procedure.
6 KMS encrypts the K using Kb to get the Eb(K), and then sends the Eb(K) to user B in the response message. 

After the procedure user B also gets the media key K, then user B can retrieve the deferred media from mailbox server. 
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