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1. Introduction

IDCC proposed a CR (090787) which contained conclusions regarding Semi-autonomous Validation (SAV). This was commented on by Airvana. Nokia and Nokia-Siemens Networks (091037) and those comments were embodied in a CR (091036). The present document responds to the comments in 091037 and proposes altered text for 091036.

This contribution presents the topic of device integrity validation in the H(e)NB.  It is our recommendation that SAV for  the H(e)NB be made mandatory for Rel-9 since SAV builds upon AV with substantial benefit in trustworthiness with minimal additional change over AV on the H(e)NB and minimal effort by the network. 

Given the above, we propose modifications to NSN’s original text in S3-091036 and S3-091037, and propose that the comments and changes be approved.
2. InterDigital’s commenting part begins here.
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1. Introduction

This contribution comments on S3-090787 as submitted by IDC.

2. Background
Contribution S3-090787 proposes text for the conclusion section of TR 33.820.

We appreciate the approach of this contribution not to recommend one single solution at the time being, as the implications of the different solutions are not finally clarified.

By looking at the description of the two proposed variants (autonomous and semi-autonomous validation) existing in the TR one can see that the semi-autonomous variant makes use of nearly all steps which are also needed for autonomous validation. In fact one can argue that semi-autonomous validation just adds additional steps on top of autonomous validation.
[InterDigital Comment] The additional step for SAV proposed in 090785 is minimal and provides a significant level of security over AV.  The main benefit of SAV over AV is that even in the most basic form that is proposed in 090785, it allows the Operator to manage a black list of devices, which provides a significant capability to assess trustworthiness of the H(e)NB. 
Thus it is proposed to mention both variants in the conclusions section, same as given by the IDC contribution. As alternative approach to the recommendations we propose to structure the conclusion for validation differently in the following way:

· Autonomous validation is recommended to be made mandatory for all deployments of H(e)NBs. This only affects the implementation of the H(e)NB devices, and has no effect on the network. As such it has the following properties:

· Straight-forward solution with provides a high level of security.

· Feasible to be specified and implemented in Rel-9 time frame.

· Applicable to both backhaul link to SeGW and OAM connection directly to HMS accessible over the Internet.

· Provides inherent interoperability between vendors.

· Does not require any infrastructure and management overhead for MNOs and vendors.

· Is extensible with semi-autonomous validation if the need is seen by SA3.

· Semi-autonomous validation is seen as an extension of autonomous validation, which can be defined on top of autonomous validation. As the full benefits and implications of semi-autonomous validation are not yet clarified, it is proposed to further study semi-autonomous validation. The current discussion on semi-autonomous validation contains many high-level and general statements, which are suited for presentation in a TR. But for normative specification of an open interface in the TS 33.xyz, many details of what may and should be specified are not clear yet. Benefits of semi-autonomous validation and effort for implementation, infrastructure and management depend a lot on these details, thus any final recommendation needs further clarification. This applies in particular to the following topics:

· Which additional security is provided by semi-autonomous validation (attacks not countered by autonomous validation, risk level of such attacks, etc.)?

· Which additional information about boot process can/shall be used in a normative way?

· Which standardised content can be used in the protocol which allows vendor-interoperable implementation of H(e)NBs and involved network elements and does not tie H(e)NB manufacturers to using specific internal architectures?

· Which kind of protocol shall be used for communication with the validation entity (one-way, challenge-response, multi-round-trip), as this has implications of the general message flow over the interfaces?

· What infrastructure is needed (in MNO network only, online servers with 24/7 availability, failure resistance, backup if some vendor goes out of business)?

· How is semi-autonomous validation included into the communication between H(e)NB and HMS (in particular for direct link to HMS accessible on public Internet)?

· What management overhead is incurred by H(e)NB vendor, NE vendor and MNO (additional OPEX)?

· What additional implementation effort is needed (additional CAPEX)?

· Evaluation of the above topics, i.e. trade-off of added security vs. feasibility and effort for semi-autonomous validation.

3. Conclusion

Based on the above arguments, it is proposed that the accompanying CR to TR 33.820 (S3-091037) is agreed by SA3.

The accompanying CR shows revision marks against the original contribution S3-090787, but only for the new proposed clause on device validation.
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It is recommended that Semi autonomous validation shall be the preferred option for integrity validation of H(e)NBs from Rel-9 onward.  SAV provides Operators significant capability to assess the trustworthiness of the H(e)NB.  It represents the optimal split of functionality between the H(e)NB and CN for measurement reporting, verification and enforcement.  Furthermore, it allows the MNOs to establish fine grained access control schemes based on other information they get during the validation cycle.
This recommendation does not preempt any concrete architectural realization thereof on the part of the network, nor any implementation option on the part of the device. 
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