3GPP TSG-SA3 (Security)
S3-091035
SA3#55, 11-15 May 2009, Shanghai, China


Source:




Airvana
Title:
Comments on Pseudo-CR on TS 33.xyz: Access Control Mechanisms for non CSG UE
Document for:
Discussion and Approval
Agenda Item:
6.11
Work Item / Release:
Work Item on H(e)NB security
3GPP TSG-SA3 (Security)
S3-090900
SA3#55, 11-15 May 2009, Shanghai, China


Source:
Huawei
Title:
Pseudo-CR on TS 33.xyz: Access Control Mechanisms for non CSG UE
Document for:
Discussion and Approval
Agenda Item:
6.11
Work Item / Release:
Work Item on H(e)NB security
1. Introduction

This contribution proposes some content for the current empty subsection 8.2.1 “Non-CSG Method” of the TS 33.xyz V0.0.1. It provides the ACL based access control mechanism for a non CSG UE accessing the HNB. 
It is proposed that SA3 agree with the text in the following pCR against the TS. 
2. Proposed pCR

************************************ start of first change ************************************
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************************************ end of first change ************************************
************************************ start of second change ************************************
5.4 Other security features


The communication between time server and H(e)NB shall be provided adequate protection

Access control shall be performed when UE accesses the H(e)NB. 
<Airvana>  The above statement is too general.  Since in most cases, CSG access control is provided by the CN, we believe that the above statement is too general; should be specific to non CSG UEs.  
The following cases are summarized from 25.467.
1. If UE is CSG capable, access control is at the CN (the MME).  See sec 5.1.3. 
2.a If UE is non CSG capable, then access control is provided at the HNB-GW.

2.b If UE is non CSG capable, optionally access control can be peformed at the H(e)NB.  See sec 5.1.2 step 6. 
Thus we propose that the above line be changed as:

Upon access by a non CSG UE the H(e)NB may optionally provide access control. 
************************************ end of second change ************************************
************************************ start of third change ************************************
8.2


Access Control Mechanisms for H(e)NB 

8.2.1 Non-CSG Method

The ACL (Access Control List) based access control mechanism for a non CSG UE accessing the HNB is handled in [X]. The ACL shall be securely stored in and integrity protected by the TrE of the HNB if the HNB perform access control.
8.2.2 CSG Method
************************************ end of third change ************************************



