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8
Summary and conclusions

Editor's note:
This chapter contains summary and conclusions on the feasibility of realising  the remote management of a MCIM application on the M2M equipment or on the UICC. The conclusions take into account potential requirements on system functionality, including secure provisioning, remote management and operational aspects.
8.1
Summary of the report methodology and solutions presented

8.1.1
General

This technical report presents a study of the feasibility of securely and remotely managing USIM/ISIM/MCIM applications for M2M equipment within a 3GPP system. 
Security aspects of a fewsome  M2M use cases  are analysed. A number of security and other requirements are derived from this analysis, and evaluation criteria are givenderived from these security requirements. A variety of solutions for securely and remotely managing USIM/ISIM/MCIM applications for M2M equipment are then presented, these are:

· Alternative 1a: TRE-based solution with remote subscription provisioning and change

· Alternative 1b: Future UICC-based solution with remote subscription provisioning and change
· Alternative 2: UICC-based solution with no remote subscription provisioning and change
· Alternative 3a: UICC-based solution with remote subscription change; Ki transfer between operators
· Alternative 3a: UICC-based solution with remote subscription change; Pre-configured Ki list on UICC
A threat analysis methodology is described and applied to each of the proposed solutions. Both general threats which apply to any potential solution as well as threats specific to the proposed alternatives are considered. Each alternative is then evaluated according to the criteria given earlier.

Many key aspects of this report, such as the requirements and evaluation criteria, already exist in a compact form and therefore need not be repeated here. The descriptions of the proposed solutions themselves can be quite long, however, so each of them is briefly summarized below.

8.1.2
Alternative 1a: TRE based solution with remote subscription provisioning and change

This solution relies on a trusted environment (TRE) within the M2M equipment. A TRE is a logically separate area which is assumed to provide secure storage and execution. Among other features, a TRE should also be able to validate the M2M equipment and perform user authentication. A TRE hosts one or more MCIMs, which are remotely provisioned over the air. MCIMs can exist in one of several lifecycle states. A TRE will manage the transitions between these states and enforce security controls on the MCIMs.

The solution also includes a network architecture which defines a variety of functions, roles and services. A role performs one or more functions. The mapping of functions to roles is not specified, though some natural groupings are evident. Services are provided by one or more functions to the M2M equipment and/or subscriber.

The basic services described are initial and operational connectivity, application, and M2ME supply. The goal of initial connectivity is to provide an IP connection over which the M2ME can be provisioned with credentials and other data required to access the operational network, which may provide any standard 3GPP connectivity. Application services are concerned with supplying the required MCIMs to the M2ME, while the goal of M2ME supply is to physically deploy a functional M2ME to the subscriber. 

Several functions form a part of this solution. The Connectivity Credential Issuing Function (CCIF) is responsible for generating credentials required for initial network access. The Discovery and Registration Function (DRF) helps the M2ME to discover and register with the SHO. The MCIM Download and Provisioning Function (DPF) manages the downloading and provisioning of MCIMs to the M2ME. The Initial Connectivity Function (ICF) provides IP connectivity to allow the M2ME to discover the SHO. 

These functions are performed by one of the following roles: M2ME subscriber; M2ME supplier; Registration, Visited Network, and Selected Home Operators; Non-3GPP Initial Connectivity Service Provider; Platform Validation Authority (PVA); and Regulator. Most of these roles are self-explanatory. The registration operator provides initial connectivity as well as registration and provisioning functions to the M2ME. Non-3GPP Initial Connectivity Service Providers provide non-3GPP access to activation and registration services for the M2ME. The PVA is the authority responsible for validation of credentials used to verify the M2ME as a trusted platform based on a platform credential supplied by the M2ME before downloading of the MCIM takes place. A Regulator may governs the operation of the M2MEs and networks in a country or region.

The solution provides examples of the interactions among the defined roles that are necessary for an M2ME to be remotely provisioned with an MCIM application and credentials. This Technical Report assumes that the M2ME is served by a 3GPP access network. 
The process of changing to a new SHO is also detailed. Two variants are presented: moving directly from one SHO to another and using the intermediate step of reverting to the original, or pristine, state.

Lastly, the solution presents a trust model describing the tasks that each role is expected and trusted to do by the others.
8.1.3
Alternative 1b: Future UICC-based solution with remote subscription provisioning and change
Editor's Note: 
Content should be added to this clause when this alternative has been described. 

8.1.4
Alternative 2: UICC-based solution with no remote subscription provisioning and change
This solution simply consists of providing a removable UICC to each deployed M2M equipment. Either a standard UICC or one having an M2M-specific form factor may be used. Initial provisioning consists of simply inserting into the device a UICC from the operator selected by the M2M subscriber. The same process is also employed to change a subscription to a different operator. This alternative reflects the solution currenlty in place to address the existing 3GPP M2M business.  
8.1.5
Alternative 3a: UICC-based solution with remote subscription change; Ki transfer between operators

This alternative presents a mechanism which allows an over-the-air change of MNO in a deployed M2M equipment. Initial provisioning is not explicitly explained by this solution as it may simply consist in inserting a UICC (of the first MNO chosen by the M2M subscriber) in the M2ME. The solution was described with focus on the change mechanism, that comprises the following steps:

· The new operator B provides a list of IMSIs of M2MEs to be changed.

· The current operator A uses standardised over-the-air procedures to change the IMSIs as requested.

· Operator A provides operator B with a list of the new IMSIs along with associated subscriber keys Ki and OTA keys.

The alternative describes the following requirements:

· Each operator must trust that the others will protect the Ki and OTA key pairs and not use them to compromise the M2M communications.

· All involved operators must also support a common Milenage profile and specified OTA procedures.

8.1.6
Alternative 3b: UICC-based solution with remote subscription change; Pre-configured Ki list on UICC

This solution also provides a mechanism to allow over-the-air change of MNO in a deployed M2M equipment. Initial provisioning is not explicitly explained by this solution as it may simply consist in inserting a UICC (of the first MNO chosen by the M2M suscriber) in the M2ME. An M2M equipment is provided with a UICC containing an initial IMSI and an indexed list of Ki/OTA key pairs. The first such pair is associated with the initial IMSI, while the others are kept secret by the UICC manufacturer. The process of changing operators is similar to that of Alternative 3a:

· The new operator B provides a list of IMSIs of M2MEs to be changed.

· The current operator A uses standardised over-the-air procedures to change the IMSIs as requested. During these procedures, the new IMSI is associated with the next Ki/OTA pair stored in the UICC.

· Operator A provides operator B with a list of the new IMSIs along with the index values of the new Ki/OTA key pairs.

· Operator B uses these index values to obtain the next Ki/OTA pair from the UICC manufacturer.

The alternative describes a few requirements. Each operator must trust the UICC manufacturer to protect the Ki/OTA pairs, however this kind of trust relationship, between MNOs and smartcard manufacturers, is standard practice in a 3GPP context. Use of a common Milenage profile and specified OTA procedures might be advantageous. 

Two variants are also mentioned, where Ki/OTA pairs are managed by an entity other than the UICC manufacturer and where the OTA procedures are performed by an entity other than an involved operator.

8.2
Summary of the solution evaluations against the use cases and against the evaluation criteria

8.2.1
Summary of the solutions evaluated against the use cases

The use cases in section 4.1 were developed in order to derive security requirements and in turn, evaluation criteria for the candidate solutions - they were not developed to directly assess the candidate solutions.  Nonetheless, as the use cases were considered sufficiently representative to be used as a source of security requirements, they can also be considered sufficiently representative for there to be some value in assessing how the candidate scenarios could be used to implement them. However it is recognized that this is a Study Item and that a real list of requirements to be fulfilled does not exist.  
The four use cases in section 4.1 are (see section 4.1 for full descriptions):

· Use Case 1: Traffic Cameras

· Use Case 2: Metering

· Use Case 3: Vending

· Use Case 4: Asset / Cargo Tracking
8.2.1.1
Alternative 1a: TRE based solution with remote subscription provisioning and change
In principle, alternative 1a could be used to implement the 4 use cases, including choice of initial operator after the M2ME has been deployed..  However security concern with the use of an integrated Trusted Environment rather than a separate UICC, and also with the need for significant amounts of new infrastructure for remote provisioning of subscriptions have already been expressed by several 3GPP MNOs and also by the GSMA (see Annex A.1). This new infrastructure may be too expensive for some use cases.  The security concern might be particularly present for use case 2, Metering, where the owner of the property in which the M2ME used for metering is situated has unlimited access to the M2ME and a strong incentive to tamper with its operation.  For use cases 1 and 4, where the M2ME may be in locations that are difficult and/or expensive to access, the over the air change or update of subscription credentials can be seen as particularly advantageous by some Companies.
8.2.1.2
Alternative 1b: Future UICC-based solution with remote subscription provisioning and change
TBC if we get some content for this scenario.  Summary likely to be similar to that for 1a but would flag up that the use of the UICC would meet security concerns for some but its potential replacement or removal also introduces other security concerns
.
8.2.1.3
Alternative 2: UICC-based solution with no remote subscription provisioning and change
Alternative 2 can meet all four use cases,  except that it does not allow for remote choice of initial operator after the M2ME has been deployed (though the operator can be chosen after M2ME deployment if physical insertion of a UICC is acceptable). The existing 3GPP M2M business relies on this solution and there are implementations of this solution in the market already for use cases 1, 3 and 4 at least.
However, TR22.868 notes that for use case 4, use of the existing UICC-based solution makes subscription change “practically impossible".  . 
· .
·   .  .  ”.

· .
· .

8.2.1.4
Alternative 3a: UICC-based solution with remote subscription change; Ki transfer between operators

Alternative 3a can be used to implement all four use cases, except that it does not allow for remote choice of initial operator after the M2ME has been deployed. As M2MEs operate in exposed environments, the unauthorised removal of the UICC can become an issue.  Also, especially in the context of alternative 3a, where operators are required to exchange Ki/OTA key pairs, a large infrastructure for the establishment of trust relationships has to be established. This can lead to further security concerns and requirements.  Since a UICC is used, there may be concerns with UICC removal for some use cases. However, this alternative provides for remote change of subscription, which means that the UICC can be physically attached to the M2ME so that it is very difficult or impossible to remove.

The requirement to have a UICC may also mean that M2MEs cannot be below a certain size, which may lead to devices/modules that are too big for variants of the use cases where very small embedded M2MEs are required.

8.2.1.5
Alternative 3b: UICC-based solution with remote subscription change; Pre-configured Ki list on UICC

Alternative 3b can be used to implement all four use cases, except that it does not allow for remote choice of initial operator after the M2ME has been deployed.  Since a UICC is used, there may be concerns with unauthorised UICC removal for some use cases. However this alternative provides for remote change of subscription, which means that the UICC can be physically attached to the M2ME so that it is very difficult or impossible to remove.

The requirement to have a UICC may also mean that M2MEs cannot be below a certain size, which may lead to devices/modules that are too big for variants of the use cases where very small embedded M2MEs are required.

Implementations of alternative 3b would have to ensure that the number of different operators to which the UICC can be assigned during its lifetime was high enough to cover the operator change requirements required by some variants of the use cases.
8.2.2
Summary of the solutions evaluated against the criteria

In this section a summary of the evaluations of each alternative against the evaluations given in section 7 is given.
	EVALUATION CRITERION
	Alternative 1a
	Alternative 1b
	Alternative 2
	Alternative 3a
	Alternative 3b

	1 Security
	Protection against hardware and software attacks relies on implementation security of the TRE, and the interfaces between the TRE and the rest of the M2ME.

There are concerns that the overall security provided by the TRE will not meet the levels of internal security provided by current UICCs nor that actually required for M2M services.

Integrated USIM removes risk of UICC removal and does not expose a vulnerable ME-UICC interface.
	
	Can leverage reputation of the current UICC





	Operators would have to trust other operators to provide Ki/OTA key pairs for whole populations of devices, which exceeds the current trust model.

Requires the new operator to trust the UICCs of the old operator.
	UICC manufacturers would have to provide a long-term key escrow, which exceeds the current trust model

Increase in current levels of inter-operator trust

UICCs would have to support OTA reconfiguration of IMSI/KI to be used which is new functionality and the potential for implementation vulnerabilities

	2 Initial choice of operator
	Allows the owner/subscriber to remotely select the operator of choice after the M2ME has been deployed. 
	
	The initial choice of operator is performed  by physically inserting a UICC of the chosen  MNO in the M2ME. This applies even if the choice occurs after the devices are installed in the field. The existing M2M business shows that possible technical and logistic issues deriving from this step do not seem to be a major issue from a MNO perspective, for many use cases: the initial insertion of the selected UICC may be carried over by properly trained people.  
	The initial choice of operator has to be made by physically installing a UICC, even if that choice occurs after the devices are installed in the field
	The initial choice of operator has to be made by physically installing a UICC, even if that choice occurs after the devices are installed in the field

	3 Operator change
	Allows the owner to remotely change the subscription of the M2ME from one operator to another operator. 
	
	It can be performed by physically replacing the UICC in the M2ME.. This procedure uses existing process and does not impact on M2ME manufacturers. 
	Allows the owner to remotely change the subscription of the M2ME from one operator to another operator.
	Allows the owner to remotely change the subscription of the M2ME from one operator to another operator.

	4 Remote management
	This is provided for using OTA protocols
	
	Some limited functionality (but not operator change) is provided for using existing OTA protocols

No specific functionality specified and relies on direct human interaction with device   
	This is provided for using OTA protocols
	This is provided for using OTA protocols

	5 Legal and regulatory impact
	Some impact on legal / regulations due to new architecture is anticipated. 

Regulators may require that it be demonstrated or otherwise attested that the security of this alternative be equal or equivalent to UICC-based approaches. 

Regulator may find to be of public benefit and endorse this alternative’s feature of giving the owner/subscribers an easy way to perform initial provisioning and re-provisioning/re-subscribing. 
	
	Due to the vast M2M business, the appropriate  rotection against unauthorised removal, of the UICC are defined and implemented case by case, taking also into account of possible applicable regulatory requirements (e.g. on fair competition). 
It   helps MNO’s to fulfil their obligations towards regulatory and other governments to guarantee secure authentication and billingif  
   
	U: no information
	U: no information

	6 Flexibility to adapt to new requirements
	Flexibility of M2MEs in the field is limited by their potential for secure OTA update.

Flexibility of overall architecture is good 
	
	This solution can be applied with traditional UICC (as currently shown by the existing M2M market) and also with UICCs with a new Form Factor, specifically designed to take in possible M2M peculiarity and/or requirements. 
	Requirement to support existing UICCs will limit flexibility
	Flexibility to the future is as good as that of the new UICCs used

	7 Viability of trust model
	Much greater trust required in UE (M2ME) manufacturers than at present
	
	Trust model unchanged from current model for consumer terminals. 

The currently existing M2M market relies on this solution. 
	Goes beyond current inter-operator trust models
	Goes beyond current inter-operator trust models

	8 Suitability to mass market deployment
	Very suitable with all required functions possibly remotely
	
	Suitable: the need of replacing the UICC to perform a possible change of subscription is part of the initial investment required to the new MNO to increase its M2M customer base
.   
	The need to choose initial operator at time of device manufacture could be an issue
	The need to chose initial operator at time of device manufacture could be an issue

	9 Impact on subscription management systems
	Significant impact

Operators will need to deploy new functions (e.g. DRF, DPF, and PVA)
	
	No impact
	Minimal impact
	Minimal impact

	10 Impact on network infrastructure
	Significant impact

Operators will need to deploy new functions (e.g. DRF, DPF, and PVA)
	
	No impact
	Minimal impact
	Minimal impact

	11  Impact on terminal
	Security requirements on terminals significantly increased.

Removal of the UICC and its interface allows for smaller terminals and greater design freedom 
	
	No impact unless measures used to remove threat of unauthorised UICC removal are implemented. 
	No impact unless measures used to remove threat of unauthorised UICC removal are implemented
	No impact unless measures used to remove threat of unauthorised UICC removal are implemented

	12  Impact on 3GPP specifications
	Medium amount of additional specification required
	
	No impact: the exiting M2M market relies on this solution.  The appropriate implementation-dependent measures that may be needed to implement (depending on the specific M2M use case) to avoid possible unauthorised UICC removal are out of the scope of 3GPP. 
	Specification of method for inter-operator IMSI/Ki sharing may be needed
	Changes will be required to UICC specifications to enable the key indexing features


8.3 Conclusions

The Scope of this TR is given in section 1 of this document, extracts of which are given below for convenience.

The aim of this TR is to study “how to make it possible for the network to provision remote management of USIM/ISIM application in an M2M equipment in a secure way in a 3GPP system” and by implication to assess whether this is feasible or not
Edtor's Note: This sentence has to be revised once the contentious issue about the "Scope" is solved.  .

Three basic candidate solutions (numbered) for remote provisioning and management of subscriptions in M2MEs have been developed and evaluated within this TR, with solutions 1 and 3 having two variants each (1a, 1b, 3a and 3b) giving 5 candidate solutions in all.  See section 8.1 above for a summary of each of these solutions.

These solutions are evaluated against the criteria developed within this TR in section 7 of this report, and against the use cases in section 4.1 (from which the evaluation criteria were ultimately derived) in section 8.2.1. 
Based on the evaluations against the criteria and the use cases, the main conclusion of this TR is that it is technically possible to develop architectures and methods that allow the remote provisioning and management of subscriptions in M2MEs in a 3GPP system in a secure manner.  This conclusion applies both for M2MEs that have the USIM application on a UICC and M2MEs that have the USIM application integrated within the M2ME.

However, the conclusion above has attendant requirements and concerns though. These can be grouped under the following three main headings:

· Security

· Complexity of associated network architecture and similarity/difference with existing methods of subscription management

· Capability to meet the intended M2M use cases as described in TR22.868
Each candidate solution differs in the degree to which each of these 3 requirements/concerns apply to the candidate solution, but in all 5 cases, the concerns are not sufficient to judge that the candidate solution is not feasible.  

In principle Alternative 1a would be best on meeting the intended M2M uses cases but has the most complicated network architecture and greatest difference with existing subscription management methods. It also gives rise to the greatest security concerns, as the USIM is integrated within the M2ME and not on a UICC (but is the best against the threat of unauthroised UICC removal for the same reason). Concerns about this approach have already been expressed by several 3GPP MNOs and also by the GSMA (see Annex A.1).
Alternative 2 represents the solution used by the existing M2M market, with the least impact on existing subscription management methods and network infrastructure and greatest security. Possible M2M change of subscription imply the physical replacement of the UICC in the M2ME, however this aspect needs to be consdered together with the above-mentioned minimal impacts on existing subscription management methods and network infrastructure. Regarding the potential issue related to possible unauthorised UICC removal from the M2ME, the existing M2M market shows that it can be prevented/discouraged in an adequate and effective way by appropriate implementation-dependent measures that are out of the scope of 3GPP. This approach does not require any new specific 3GPP standardization work. .

Alternative 3a and 3b are in the middle of 1 and 2 in terms of the trade-offs within the 3 main headings.

.




.
�This sentences assumes that the very contentious issue about the Scope does not exist. This does not seem to be true, since a discussion cannot last several meetings for a pure "matter of wording". 


�If this is not the case, then the TR needs to be revisited accordingly as the Group did not agree to study the "Common M2M". 


�We propose to delete this text as it is premature to assume whatever conclusion prior having the solution described.  


�As already explained Clause 5.3.3. this is not perceived as a real issue by the MNOs. No MNOs can realistically hope to be able to offer M2M service to  a large number of new M2M subscribers without any investment. For instance, we assume that Vendors will not provide the required extra network capacity to the new MNO for free, but this cost oes not seem to be an issue to be worried about. Why? Shortly, from a MNO perspective the possible expense for the new MNO to get new M2MEs to serve can easily be seen as a form of initial investment, exactly like overdimensioning the core network is and then this cannot be considerd as an issue. This is way we cannot accept this addition. 


�In a MNO perspective, this is not an issue, as the previous one and for this reason we do not agree on it. 


�We do not have any official list of Regulatory requirements to fulfill in this study.  


�The existing M2M business demonstrated that this sentence is not really true. 


�Moved up


�We do not believe that this alleged issue is real. If a "traditional" UICC would be too big for certain M2M use cases (and this claim need to be demonstrated by some MNO), then we should remember that Alternative 2 is proposed also with the new Form Factor UICC that is going to be specified to fulfill all relevant M2M requirements. In particular, the new form factor UICC is expected to be as small as 25-30 squared millimiters, to also cover possible M2M use cases where the traditional UICC is deemed as not suitable due to its physical size.   


�As explained in clause 5.3, the existing M2M business clearly shows that when deemed needed/appropriate by the MNO (i.e. depending on the M2M use case) appropriate techniques (including physical countermeasures, for instance,) can be applied to discourage/invalidate the unauthorized UICC removal in an effective way. This sentence hints to an issue that is not confirmed by the existing M2M business. 


�This specific issue of possible unauthorized removal of the UICC is addressed in clause 5.3.5: the existing M2M business shows that appropriate implementation-dependent measures can be put in place to physically prevent, in an adequate and effective way, any unauthorized removal of the UICC from the M2ME. The definition of the above-mentioned implementation-dependent measures is out of the scope of 3GPP. 


�This potential issue is not specific to M2M and there are millions of handsets around the world that migh be affected, potentially, every day, since years, but this does not seem to be a major problem, IN PRACTICE. Moreover, it is not clear why this issue should be more critical for the M2M business. Finally, if it is demonstrated that the M2M market is more exposed to such kind of attack than handsets, then it should also be taken into account that, for the M2M market, the appropriate implementation-dependent measures put in place to prevent unhautorized removal of the UICC can also prevent the physical access to the interface UICC.   


�the existing M2M business shows that the security concerns listed in 1 can be adressed in an effective way. 


Usually MNOs do not expect to start offering new services for free. In the M2M business, as a minimum the new MNO will have to increase its network capacity  to take into account of the (possibly also huge) number of M2MEs to serve. Surprisingly, this extra cost (for the new MNO) does not seem to be relevant whereas the cost required by simply replacing the UICC is claimed as too expensive. We believe that �assuming that the new MNO has to be able to get new M2M subscriber without appropriate investments is not realistic, nor fair with the old MNO. Moreover, even if possible migrations of M2M subscribers are absolutely fine, we believe that it is not reasonable to assume that a solution has to be designed on pourpose to facilitate/encourage the migration of M2M subscribers from one MNO to its competitors. 


�Moved above, in practice


�We oppose giving whatever recommendation about starting a specification work on this topic, regardless of the solution. We strogly believe that the further standardization work on this topic, if any, will be started regardless of our recommandations, if and when asked by SA/SA1.  





