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1. Introduction 

We propose to modify the text of clause 7.2.4 ‘Access security set-up with key mixing’ of TR 33.828 v120 as follows:
Ericsson comments:

A man in the middle may certainly modify the K_ep and he could by this try to launch a replay attack. The success of the attack will however depend on exactly how the key is derived and utilized. The description above was only pointing at the principle did leave out any required replay mechanisms needed. It is straightforward to design in the replay protection by letting the key derivation also depend on random information from both ends and in particular from the end sending media. The random information could be the K_ep's, which in SDES applications will be generated independently for both directions.
It is proposed to approve the pCR modified as given below.
2. pCR on TR 33.828 v120
7.2.4 
Access security set-up with key mixing

A further enhancement of the methods described in clause 7.2 is the following method of key mixing.
The security of e2m media plane protection is under current assumptions in the TBS (unprotected ticket) and SDES solutions based on that SIP signaling between terminal and P-CSCF is secure. This means that media plane security cannot be guaranteed if this link is only integrity protected; confidentiality protection is thus required.  

Note that it would be possible to combine the use of end-point generated keys as described for TBS and SDES with a shared secret as describe here in clause 7.2 by mixing the two keys together. If we do this, the requirement on having SIP signaling confidentiality protected over the access link would go away when a shared secret exists and the security would in general be improved. Building a solution including such key mixing would mean that the solution would be able to cope with both the situation that a shared secret exists and the situation that there is no shared secret. 

To have a straightforward solution it could be considered to use key-mixing only when user authentication is based on ISIM and AKA. In this case the Ck, Ik will be available in the P-CSCF and a key which could be combined with an end-point generated key could, as indicated in clause 7.2.1, easily be derived. Note that there is no requirement that the initiating end requests that such key mixing takes place as both ends will a priori know when ISIM and AKA is used for authentication.

Assume that an initiating terminal generates a key K_ep and that the terminal and the P-CSCF share Ck and Ik, the key to be used for media protection could in principle be derived as K = PRF(Ck, Ik,  K_ep). It is straightforward to design in the replay protection by letting the derived key depend on random information from both ends and in particular from the end sending media. The random information could e.g. be the K_ep's, which in SDES applications will be generated independently by both ends.
NOTE: 
This approach is only applicable when media needs to be encrypted, but signaling does not need to be encrypted. 
End of pCR
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