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1. Introduction

In S3-090978 a new section is introduced to the TR on PUCI. An alternative method to override the white list is presented. The approach makes use of a new service (IN) which allows the caller who is not yet on the white list to bypass it by paying a small service fee.
The claim is that the service fees will be low enough that important calls from legitimate users can still be accomplished, but high enough to make commercial SPIT unattractive.

However this approach has some drawbacks, e.g. it does not contribute to help solve the problem of identifying UC and providing this information across multiple operators. Also, regulatory issue may arise out of the proposed two-price service/pricing scheme. InterDigital would like to make these points as comments in the current document S3-0901021. 
2. InterDigital’s commenting part begins here.
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1. Introduction 

We propose to include the following text into the existing clause 7.4.3 of TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. Clause 7.4.3 is entitled “SPIT/UC Prevention Scenarios with Supplementary Services”. It is proposed to insert the new sub-clause ‘White List Consent Achievement by IN Server’ between the already existing sub-clauses 7.4.3.4 ‘Sophisticated SPIT/UC Prevention Profile with Audio CAPTCHA’ and 7.4.3.5 ‘SPIT/UC Feedback by User Based on Key Pad Entries in the Phone’, now becoming 7.4.3.6.

Additionally the new chapter 7.4.3.6 shall be enhanced by one statement.
2. pCR on TR 33.837 v0.3.0
------------------- START CHANGES ----------------------------
7.4.3.5
White List Consent Achievement by IN Server
An alternative method to override the White List (e.g. realized by means of Incoming Call Barring) and to achieve consent, compared to the PIN-based approach as explained in chapter 7.4.3.4, draws on classical Intelligent Network (IN) services. The method is based on the setup of a (potentially temporary) second identity for the callee by an IN server and the charging of a small service fee. The idea of the service fee is that it is sufficiently high to deter SPITters sending bulk UC, but sufficiently low so as not to encumber legitimate users who are not yet on the white list.
Below only the basic method of consent achievement by IN server is explained, but the scenario could as well be enhanced by further elements as explained in chapter 7.4.3.4 to achieve a more sophisticated SPIT/UC prevention profile. It is as well imaginable that consent achievement by PIN (see 7.4.3.4) and consent achievement by IN server could be used in one SPIT/UC prevention profile in parallel, e.g. selectable by the caller via an announcement and speech feedback. This makes sense if for example a member of the family, knowing the PIN, calls from a public phone box and wants to avoid an extra-charge by the IN server.
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Figure 7.4-6: White List Consent Achievement by IN Server 
Figure 7.4-6 shows the procedure to achieve consent by overriding the White List of B, supported by an IN server: Assume that a callee with number B has a second number B* with IN prefix. Callers matching the White List are directly put through to subscriber B. If the caller doesn’t match the White List, but the called number B* contains the IN prefix, then he is forwarded to a White List bypass function in the IN server. The IN Server translates B* to B, bypasses the White List and the caller is put through to B, but is charged a small service charge. 

If the caller does not know the number B* and simply dials B, the caller is nevertheless forwarded to the IN server to a function block that provides a second identity for the callee B by setting up an alternative number B*. This alternative number B* can be either assigned in a fixed systematic way or in a fixed but non-systematic way or it can be assigned dynamically. Now an announcement is played to the caller that he can reach subscriber B by calling the alternative number B*, if he is willing to accept a small service charge.

Assumed that the caller accepts the small service charge, he now calls the alternative number B*. Still not being on the white list of subscriber B, he is again forwarded to the IN server, but now to the function block with the white list bypass because the alternative number B* contains an IN prefix. In the IN server B* is translated to B and the caller is now put through to subscriber B. Additionally, in case of dynamic assignment of B*, it may be controlled by the IN server whether the caller ID (A) is the same as the one the number was given to at the first call attempt.

From a technical point of view it is more difficult, but not impossible for a SPITter or a bulk UC system to bypass the white list of subscriber B. But at least under commercial aspects this attempt is not paying for bulk UC applications as SPITters calculate with costs in the order of micro-cents (and not in the order of cents) to achieve some gainings. However for a legal user a small service fee in the order of cents will be no hurdle if he is really willing to reach subscriber B.
[InterDigital comments] This approach requires more modifications to the infrastructure of every provider, due to the need for the IN service and all associated efforts ( the supply of second identities, additional charging processes). No rating/marking of communications as UC is possible. As with all white list approaches, this is a very intrusive method and no reliable UC reports can be generated. The operator cannot provide any information to others e.g. listing known UC sources. Another concern is regulatory approval, since regulator may consider the two-price (free and fee-based) service and pricing structure as discriminatory and may require, instead, that service providers should ensure UC-detecting/resistant services for all callers regardless of whether they agree to pay or not for such services.
7.4.3.6
SPIT/UC Feedback by User Based on Key Pad Entries in the Phone
Similar to what was said at the beginning of the preceding sub-clause, the features described here have to be carefully balanced against usability requirements, and should be optional.

For this feature, the user gives feedback to the network by entering digits on the key pad of his phone. In analogue telephones, this feature is realized using key press signaling. But also mobile or SIP phones provide features emulating the key press feedback.
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Figure 7.4-7: Key Press Based SPIT/UC Feedback
Figure 7.4-7 shows how key press-based signaling can be used to provide a SPIT/UC user feedback.

Either a new Supplementary Service or the enhancement of existing Supplementary Services could be used to provide a SPIT/UC feedback possibility, based on the use of the phone’s key pad. It should be noted that all SPIT/UC Prevention scenarios as described in chapter 7.4.3.1 to chapter 7.4.3.5 can be enhanced by such a feedback possibility. The SPIT/UC victim indicates by a specific key sequence either during or after the call that he/she perceived nuisance by SPIT/UC.

This SPIT/UC feedback can be used in two ways:

1. Automated Personal Black Listing
Key press based SPIT/UC feedback provides an easy solution for a user to put the number of a caller, perceived as SPIT/UC, on the personal Black List. In case of network supported user self protection the personal Black List is located inside the network.
If a signaling based feedback solution is not available, then the feedback for the user is more troublesome. Other feedback channels, partly also used today are e.g.
  - calling the customer care center
  - writing a SMS or a mail to the customer care center
  - self administration of the personal Black List via an operator web interface

2. Input for a Reputation System
The SPIT/UC related feedback can additionally be provided as input for a network based reputation system. Only a system, gathering the SPIT/UC feedback from multiple users, is able to create an aggregated view of a caller’s behavior regarding SPIT/UC. 
Note 1: It should be noted that there are lot of complexities in implementing reputation systems.
------------------- END OF CHANGES ----------------------------
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