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Many comments and changes to the text of 090776, as per the Vodafone document 091012, have been incorporated. The new changes are shown as originating from “Mike Meyerstein #2”.
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Candidate solution 3b “Pre-Configured Ki List on UICC” is evaluated according to the evaluation criteria in version 1.3.0 of TR33 812. A method of classifying the evaluation comments (“+”, “-“ or “U”) is also included.
**** Start of changes ****

7.4
Candidate SolutionAlternative 3b: Pre-configured Ki list on UICC 


“+”      means a positive comment

“-“Means a negative comment

“U” means that it was impossible to evaluate the solution, due to insufficient information in the description of the solution
	EVALUATION CRITERION
	COMMENTS

	1 Security
	- Complying with some of the security requirements in section 4.3.1, that apply to UICC-based solutions, could be a problem, as follows:

- unauthorised removal of the UICC may be possible, since 3b does not explicitly prevent that. However, if UICC removal does need to be prevented for security reasons, then mechanical or logical binding of the UICC to the M2ME is feasible using existing techniques such as the ETSI secure channel standard.
- there may be a problem in meeting the requirement “Exposure of subscriber authentication keys to unauthorised 3rd parties would have severe consequences….”. The UICC supplier, or another central authority, is required to act as a long-term key-escrow for sequences of key-pairs for future operator-changes, whereas currently keys can be destoyed very soon after batches of UICCs are personalised and the corresponding keys sent to the recipient operator.
+ meets the other security requirements listed in section 4.3.1, that apply to UICC-based solutions

- Requires all involved operators to trust the installed UICC and UICC supplier to provide a secure environment for storing authentication credentials.

- 

	2 Initial choice of operator
	+ The choice of SHO can be made after deployment of the M2ME.

-  The choice of initial connectivity operator (ICO) has to be made at the time that the UICC is personalised. For equipment with an MFF (M2M Form Factor) UICC , it is not feasible to install that UICC into the M2ME  after deployment of the M2ME, unless a dedicated slot is provided for a second plug-in form factor (or a socket for the MFF) UICC. For such a  UICC, installation of the UICC could be done after deployment of the M2ME but that could be expensive and difficult to achieve in some use cases.

	3  Operator change
	+ this is provided for using current OTA protocols
-: For the case that subscription change is done by OTA, there could be a problem if the new operator does not have a contract or trust relationship with the UICC supplier or central authority responsible for managing the distribution of Ki/OTA key pairs
+ If OTA based operator change is not possible for the reason above, then operator change by UICC swap may be possible.

-  there is a concern that the background transfer of ownership of a population of M2MEs from an old operator to a new operator  could be performed when some of those M2MEs are not network-attached. In that case, those M2MEs would then be unable to attach to any network..



	4 Remote management
	+ This is provided for, using OTA protocols
+ Supports a finite number of operator changes limited by the number of Ki/OTA key pairs initially loaded onto the UICC (the number can be large enough to satisfy all practical operator change scenarios)
U: understanding of the details of 3b would be improved if the role of M2M Operator were to be better defined


	5 Legal and regulatory impact
	- There is some potential for a non-removable UICC approach to "lock out" new operators that are e.g. not willing to trust the central authority or invest in the new infrastructure needed to manage the functionality associated with the preconfigured Ki list.

U: in general, UICC based solutions are well understood and accepted by regulators but it is not yet known if alternative 3b would require any further re-assessment

	6 Flexibility to adapt to new requirements
	- use of standard OTA is a limitation, as it is likely to be replaced by IP-based mechanisms
+ Subscription management does not depend on M2MEs’ capabilities – it only impacts the UICC. New subscription management requirements may require new UICC capabilities not available in already deployed UICCs. This would require UICC replacement. However, UICC replacement is lower cost than replacement of entire M2ME.
- However, the use of field-replaceable UICCs could be a security issue, due to unauthorised replacement.


	7 Viability of trust model
	- Requires all involved operators to have trust in a central authority which, in this case, may be a UICC supplier. This is, in principle, a viable trust model, although it exceeds the current trust model, as described under “security”. The general need to trust a central authority seems to be a common requirement of any solution which supports remote operator change.

	8 Suitability to mass market deployment
	+ Mostly suitable (assuming the need to trust a central authority is not a constraint)

- the need to chose initial connectivity operator at time of device manufacture could be an issue

	9 Impact on subscription management systems
	+ Moderate impact: new technical capabilities and business processes would be needed to support remote subscription management. However, these can be based on extension/adaptation of existing systems

	10 Impact on network infrastructure
	+ as per “Impact on subscription management systems”

	11  Impact on terminal
	+ No significant impact is foreseen

	12  Impact on 3GPP specifications
	- Some changes will be required to UICC specifications to enable the key indexing features to be activated remotely and securely.


