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Candidate solution 3b “Pre-Configured Ki List on UICC” is evaluated according to the evaluation criteria in version 1.3.0 of TR33 812. A method of classifying the evaluation comments (“+”, “-“ or “U”) is also included.
**** Start of changes ****

7.4
Candidate SolutionAlternative 3b: Pre-configured Ki list on UICC 


“+”      means a positive comment

“-“Means a negative comment

“U” means that it was impossible to evaluate the solution, due to insufficient information in the description of the solution
	EVALUATION CRITERION
	COMMENTS

	1 Security
	+ Uses a well-defined dedicated security module (UICC) rather than a broadly defined embedded trusted environment. This makes it easier to assess the level of security provided.
+ Based on proven and established UICC security technology offering a very high level of security including protection against side-channel attacks.

- Complying with some of the security requirements in section 4.3.1, that apply to UICC-based solutions, could be a problem, as follows:

- unauthorised removal of the UICC may be a problem; 
(the term “mechanically attached” allows for removability, according to ETSI SCP)
- “Exposure of subscriber authentication keys to unauthorised 3rd parties would have severe consequences….”. Problems are  (a) the UICC supplier acts as a long-term key-escrow; 
(b) operators would have to trust other (possibly unknown) operators to obtain Ki/OTA key pairs from the UICC manufacturers for whole populations of device. These functions exceed the limits of current trust models.

+ Meets the other security requirements listed in section 4.3.1, that apply to UICC-based solutions


- It requires all involved operators to trust the installed UICC and UICC supplier to provide a secure environment for storing authentication credentials.






	2 Initial choice of operator
	-  The initial choice of operator is made at the time that the UICC is personalised. For a equipment with an MFF UICC, it is not feasible to install a new UICC into the M2ME after deployment of the M2ME unless a dedicated slot is provided for a second plug-in form factor UICC. For a plug-in UICC, installation of the UICC could be done after deployment of the M2ME, but that could be expensive and difficult to achieve in some use cases.

	3  Operator change
	+ This is provided for using current OTA protocols


- For the case that subscription change is done by OTA, there could be a problem if the new operator does not have a contract or trust relationship with the UICC supplier or central authority responsible for managing the distribution of Ki/OTA key pairs




- Supports a finite number of operator changes limited by the number of Ki/OTA key pairs initially loaded onto the UICC (the number can be large enough to satisfy all practical operator change scenarios)

	4 Remote management
	+ This is provided for using OTA protocols
- See comment in operator change section re finite number of key-pairs 




	5 Legal and regulatory impact
	U: no information

	6 Flexibility to adapt to new requirements
	- Use of standard OTA is a limitation, as it is likely to be replaced by IP-based mechanisms
+ Subscription management does not depend on M2MES capabilities – it only impacts UICC. New subscription management requirements may require new UICC capabilities not available in already deployed UICCs. This would require UICC replacement. However, UICC replacement is lower cost than replacement of entire M2ME.



	7 Viability of trust model
	

- Requires all involved operators to have trust in a central authority. This is certainly a viable trust model, but it has obvious limitations. The need to trust a central authority seems to be a common requirement of any solution which supports remote operator change.

	8 Suitability to mass market deployment
	+ Mostly suitable (providing the need to trust a central authority is not a constraint)

- The need to choose initial operator at time of device manufacture could be an issue

	9 Impact on subscription management systems
	+ Moderate impact: new technical capabilities and business processes needed to support remote subscription management. However, these can be based on extension/adaptation of existing systems.

	10 Impact on network infrastructure
	See above

	11  Impact on terminal
	+ No significant impact is foreseen

	12  Impact on 3GPP specifications
	- Some changes will be required to UICC specifications to enable the key indexing features to be activated remotely and securely.


�It is not clear why removal of the UICC may be a problem. The security threats relating to UICC removal should be clarified.


�This requires a similar level of trust to that already required of UIC suppliers today, so we don’t see a big issue.


�This is a misunderstanding of solution 3b. In solution 3b operators do not have to trust each other – instead involved operators must trust the central authority. See modified bullet below which reads: “Requires all involved operators to trust…” (Note that in solution 3a operator must trust each other.)


�Seems to duplicate an earlier point


�Again, this is a misunderstanding of solution 3b. In solution 3b the new operator does not need to trust the old operator. Instead all involved operators need to have trust in the central authority which issues the UICCs and manages the distribution of Ki/OTA key pairs. They also need to trust the UICC platform itself.  I have modified the text accordingly.


�This is certainly feasible. Also, if this were indeed a disadvantage, then it should not be included in the security section of the evaluation table. For these reasons, I have deleted this point.


�This is not a security disadvantage. I moved this to the operator change section and reworded the text (new text reads “supports a finite number of…”).


�Replaced with text below.


�This should not be a problem if the operator change procedure is carried out with appropriate acknowledged OTA message flows etc.


�This duplicates the second point.


�It is unclear why current role definitions in section 5.4.3 are not sufficient to perform the evaluation against this criteria. 


�Covered by second point in operator change section


�I suggest replacing with text below.





