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1. Introduction

In S3-090973 Airvana, Nokia Seimens Networks and Qualcomm have proposed adding security features for clock protection by use of a trusted real time clock (RTC) in the H(e)NB. If the H(e)NB is not equipped with a real-time clock, then S3-090973 proposes to store the latest point of time at which the H(e)NB was active in the TrE. Further it is proposed that to prevent any attacker to set the internal RTC to a wrong value, an update shall only be performed based on a secured clock signal from the network.

This pCR proposes enhancements to the RTC requirements by requiring the TrE to protect the integrity of the RTC and also to synchronize the time by using procedures such as NTP from within the TrE. It also requires that the RTC should prevent counter roll back.
Note that the trk change marks due to the original text in S3-090973 were in pale-green colors, while InterDigital’s revision of the text proposed in S3-090973 are in different colors. We also inserted comment boxes (to be deleted later by the Editor/Rapporteur if 1003 is accepted) to indicate which parts of 973 were revised. 
2. InterDigital’s commenting part begins here.
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1. Introduction

This contribution proposes content for sections 5 and 6 of the TS.

2. Background
The following proposal suggests content and modifications for sections 5 and 6.

Correct time is essential for the validation of certificates. There are two possible reasons for incorrect time setting in the H(e)NB:

· If the H(e)NB is not equipped with a permanently running (e.g. battery-backed) real-time clock, then on power-up the time setting is not well defined.

· Attackers could try to turn back the clock in the H(e)NB in order to authenticate with expired certificates.

In clause 6.4, security features for clock protection are proposed. A solution to prevent such attacks is the use of a trusted
 real-time clock in the H(e)NB. If the H(e)NB is not equipped with a trusted real-time clock, attacks can be prevented or at least complicated if the latest point of time at which the H(e)NB was active is recorded and stored in the TrE. 
Note that currently NTP supports 32 bits of seconds and 32 bits of fractional seconds which maps to 132 years of time between time rollover. Thus wraparounds are invisible as long as the timestamps are within 68years of each other. Future versions of NTP will support 64 bits of seconds which maps to about 585 billion years.
To prevent any attacker to set the internal real-time clock or the stored “last-active time” to a wrong value, an update shall only be performed based on secured clock signal.

In clause 3.3 the abbreviation RTC is added.

In clause 5.4, an editorial change is suggested.

3. pCR


The following pCR is against 3GPP TS 33.xyz V0.0.1 (2009-03).
************************************ start of first change ************************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ASME
Access Security Management Entity 
RTC
Real-Time Clock

************************************ end of first change ************************************
5.4
Other security features
The communication between time server and H(e)NB shall be provided with adequate protection.
************************************ start of second change ************************************
6.4 Measures for Clock Protection

6.4.1 Clock Synchronization Security Mechanism for H(e)NB

The H(e)NB requires time synchronization with a clock server.  The communication between clock server and H(e)NB shall be protected by the secure backhaul link between H(e)NB and the SeGW. Synchronization procedures such as NTP shall be executed from within the TrE.

The availability of the correct current time is important for certificate validation and thus for the establishment of secure links (IKEv2 and/or TLS). The following alternative requirements on local time arise from certificate handling, applying to operation of the H(e)NB before the secure backhaul link or the secure OAM connection is established and thus before secured clock information is available from the clock server:
-
The H(e)NB shall be equipped with a trusted real-time clock (RTC), which is active also during power-down of the H(e)NB. On availability of a secured clock signal from the network the RTC shall be synchronised accordingly.
-      The integrity of the RTC shall be protected by the TrE.

-      The RTC shall prevent rollback of the clock counters.

-
If the H(e)NB is not equipped with a trusted real-time clock active during power-down of the H(e)NB, the latest point of time at which the H(e)NB was active before the current power-up shall be recorded and stored in the TrE. Upon restoration of power, the RTC will resume counting from the last saved time.
 For certificate validation, this restored RTC 
shall be used. On availability of a secured clock signal from the network, the RTC time shall be updated accordingly.


************************************ end of second change ************************************
�(InterDigital Comment) We propose that the integrity of the RTC should be verified / protected by the TrE. Otherwise, one cannot assume an RTC can be ‘trusted’. Please see our proposed modifications in the pCR part below. 


�(InterDigital Comment) This sentence is added. 


�(InterDigital Comment) This sentence is added.


�(InterDigital Comment) This sentence is added.


�(InterDigital Comment) This sentence is added.


�(InterDigital Comment) This sentence is modified. 






