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1. Introduction

In S3-090903, Huawei proposed a CR to section 7.5.2. of the TR 33.820 v8.0.0, that attempts to describe a new mechanism, called Hybrid Validation (HV), for H(e)NB validation. The initial integrity checking and thus validation of the H(e)NB should be carried out with a secure boot operation which is validated locally.
Given the above, we (InterDigital) propose modifications to Huawei’s original text from S3-090486, and propose that these modified text to be approved to insert a new section 7.5.2.x (number to be appropriately corrected by the editor).  

2. InterDigital’s commenting part begins here.

3GPP TSG-SA3 
S3-090903
Meeting SA3#55, 11-15 May 2009, Shanghai, China
revision of S3-09xyzw
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.820
	CR
	22
	(

rev
	-
	(

Current version:
	8.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(

	CR to TR33.820 H(e)NB validation

	
	

	Source to WG:
(

	Huawei Technologies

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	FS_HNB_Sec
	
	Date: (

	27/04/2009

	
	
	
	
	

	Category:
(

	C
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	As for the platform validation, some issues still remain. Since each validation method has its own merits and pitfalls we would like to propose an improvement that can be used to take advantages of the methods and to avoid the pitfalls. A new integrity validation method is introduced, and comparison between this method and SAV is also included.

	
	

	Summary of change:
(

	This contribution provides a new validation method, and comparison between this method and SAV is also included.

	
	

	Consequences if 
(

not approved:
	The TR will be incomplete if not approved.

	
	

	Clauses affected:
(

	7.5.2.
7.5.3

	
	

	
	Y
	N
	
	

	Other specs
(

	
	N
	 Other core specifications
(

	

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


1
Detailed proposal and CR 

	1st Modified Section


7.5.2. x Hybrid validation 

This section describes a mechanism that takes advantage of both trusted start-up and secure start-up with adequate consideration on how the operator’s rule applies. Note that this is a separate method of performing the H(e)NB validation.
The network verifier should be the PVE (which could be implemented in the SeGW or AAA server depending on the operator’s implementation). If the SeGW receives the HeNB validation messages, it can handle them itself or forward the messages to the PVE as an entity that has the ability to verify the integrity of H(e)NB.

In the HV method，the reference metrics used in the integrity validation process are divided into three categories, and are stored in three locations respectively:

a) Inside TrE in H(e)NB protected by higher security level mechanism (high security core), like hardware storage; 
b) Inside TrE in H(e)NB but protected by cryptographical methods (ordinary security environment),like secure software storage. 

c) Inside PVE protected by secure method chosen by operator.

The reference metrics are all produced by the vendor of the component or software. 
As for a), they are provided before the H(e)NB is delivered to the operator, the operator does not need to manage nor update them.

As for b), they are provided before the H(e)NB is delivered to the operator. But they could and shall be updated by CN, possibly by OAM operation.

As for c), they are provided when the H(e)NB is delivered to the operator and before H(e)NB implemention
. 

Depending on the hardware design and operator policies, a suitable category can be chosen. This policy is securely stored in the TrE locally. If the operator requires it to be changeable, it shall be renewed from CN. In that case, content of the two later categories could be exchangeable with each other, and the reference metrics should be re-obtained.The source of the reference metrics for both are from CN, probably HMS server.
The reference metrics held in PVE are provided by the H(e)NB vendor and they should have already been configured before the H(e)NB powers on . So when H(e)NB is requested to access network, the reference metrics need not be conveyed to PVE to verify the OS/upper layer software/configuration data that potentially need to be upgraded. If and when these components are upgraded, the matching reference metrics come from the CN, so that there is no need to convey the reference metrics to the PVE.
The process of performing HV is described below:

Stage 1. Execute a secure boot process STEP by STEP according to the locally pre-configured rule.

E.g. the critical core code needs to be checked with the expected value. Only those definitely necessary checks take place at this time, e.g. BIOS, OS loader. (Except for those influence the flexibility
). 

Stage 2. H(e)NB executes the local part of the trusted boot process. Additional components are loaded one by one according to the locally pre-configured rule. 
Based on the locally stored policy the measurement items are classified to two types: 1) Type 1, for local validation. 2) Type 2, for network validation. 

For the type 1 measurements, TrE uses pre-stored reference metrics to validate integrity in the H(e)NB and obtains the local validation result.Then it validates the secure boot locally and only if it passes does it progress to the next step. 
For the Type 2 measurements, TrE collects and gets ready (i.e. TrE signs the data) for sending to PVE 
for further validation.
Stage 3. Network executes remote validation to complete the trusted boot process. 

· At the end of secure boot procedure, the TrE sends a signed status message to the network, including the Type 2 measurements.In the IKE_AUTH request during device authentication, the device certificate 
contains an N field with one of the following properties:
· Validation information (e.g. device manufacturer, type and build of TrE, type 2 measurements etc) are included in the N field

· A pointer to a second validation-information certificate 
NOTE: an indicator in the N field or the message code can be used to differentiate the type of information contained in the N field
· The SeGW extracts the validation information or the pointer to the validation-information certificate from the N field and forwards this information to the PVE.
· The PVE analyzes and assesses the received data. It compares the received measurement values with the expected reference metrics stored in the network and obtains a remote validation result; 

· Network makes a H(e)NB access control decision according to the validation results. Based on the assessment result, the core network determines whether H(e)NB is allowed to continue the access procedure, or whether H(e)NB is compromised and needs to be isolated or needs to be repaired by OAM. 
	End of modifications


	2nd Modified Section


7.5.3
Analysis of Device Integrity Validation

Two variants for performing device validation are analyzed, namely autonomous and remote validation.

The following properties of the two variants are relevant for a selection:

-
Root of trust: Both variants require an immutable root of trust (SW and possibly data) to exist in the device.
-
Execution of validation check:

-
The remote validation variant requires the existence of an attestation server within the operator network, which must be provided with device type and SW version specific validation check data. This results in considerable management effort for this server including push of new version validation check data from the manufacturer to the operator.
In addition a remote attestation protocol has to be specified, which is either 3GPP specific, or gives a close binding to a specific validation and attestation method, if taken from some other standardisation body.
-
The autonomous validation variant requires the provisioning of the device itself with validation check data, e.g. together with the SW downloaded. This requires the device to be able to check the integrity of the validation check data, which can be accomplished by signing this data by the manufacturer, and including the root certificate of the manufacturer into the root of trust of the device.
-
Handling of multiple backhaul links: If more than one backhaul link is established, then for remote validation the successful validation has to be ensured for every link establishment (cf. sub-clause 7.7.1).
-
In case of remote validation this can be achieved either by some information infrastructure in the network keeping track of the validation state of each device, or by performing the remote validation separately for each link establishment.
-
In case of autonomous validation, the successful establishment of the link, which includes successful authentication of the device, is by itself proof of the passed validation check.
Editor’s Note: It needs to be clarified why the claim in the above that a successful establishment of a secure backhaul link itself should be treated by itself proof of the passed validation check.
From the above it is seen that the security level of both variants is not very different, as both rely on an immutable root of trust in the device. 

Editor’s Note:  It needs to be clarified why the security level of the autonomous validation and a remote validation should be considered as not very different from each other;.
But the required management is different, requiring for the remote validation case an additional server, specification of an additional attestation protocol, and more complex management procedures for manufacturer and operator.
Editor’s Note:  It needs to be verified if any real or perceived disadvantage of remote validation, such as the added complexity, would outweighs its merits on balance.

Editor’s Note:  A semi-autonomous validation, with some signaling about the outcome of local device integrity check sent from the H(e)NB to the SeGW, may also need to be considered. 
Both AV and RV method have their own merits and pitfalls. HV method can be used to take advantages of the two methods and to avoid the pitfalls.
HV has the equivalent network traffic load and complexity with the SAV. In SAV and HV The PVE can use fine-grained information about the H(e)NB configuration and hence access control decisions can correspondingly be fine-grained too. 

	End of modifications
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�(InterDigital Comment) PVE takes all validation tasks on the network side. The operator can still decide to implement this role in the SeGW or AAA server. A clear and consistent definition of roles should be applied here.


�(InterDigital Comment) It’s not clear what this “implementation” means exactly? Is it deployment, first-use, first connection?


�(InterDigital Comment) Not sure what this comment means?


�(InterDigital Comment) It is necessary for the local secure boot process to be validated locally before the H(e)NB can move to the next step. If this step fails then the H(e)NB should be prevented from attaching to the network.


�(InterDigital Comment) This requires the TrE to send possibly large amounts of measurement data to the PVE and so is similar to remote validation.


�(InterDigital Comment) The H(e)NB would not be able to communicate to the CN until the secure boot passes its local validation checks so it is implicit in the communication that the secure boot passed.


�(InterDigital Comment) HV and SAV offer similar features in terms of low messaging overhead with the ability to obtain concrete information about the trustworthiness of the H(e)NB.
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