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1. Introduction

This contribution S3-090894 from ZTE proposes a method that autonomous and semi-autonomous validation can use to do local hardware integrity verification using Reference Integrity Metrics (RIM).
ZTE’s proposal provides two solutions, using either symmetric or asymmetric encryption. The HMS calculates the reference integrity metrics and sends them to the PVE. Since device integrity validation plays a central role in H(e)NB scenarios, we support the approach for the establishment of RIMs. However we think it is necessary to have clearly defined roles and thus all validation tasks should be handled by the PVE.

With respect to the fact that the group already agreed on the PVE as validation entity, we propose modifications to ZTE’s original text from S3-090894, and propose that the comments be approved. Change-marks are used to mark Interdigital’s comments and proposals for modifications.
Note that ZTE had not used trk change marks on their proposed text since their proposed section was new for the TS. Therefore, in the current document S3-090998, the only trk marks are from InterDigital due to our suggested revisions of ZTE’s text. 
2. InterDigital’s commenting part begins here.
3GPP TSG-SA3 (Security)
S3-090894
Meeting SA3#55, 11-15 May 2009, Shanghai, China
revision of S3-09xyzw
Source:
ZTE Corporation
Title:
Two methods to protect hardware integrity
Document for:
Discussion & Approval 

Agenda Item:
6.11
1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.

In this contribution, we put forward two methods to protect the hardware integrity of HNB. We kindly hope that SA3 can accept it and use it as a candidate solution for protecting the hardware integrity of HNB.

2
References

(Reference - in list form - should be made to previous SA3/3GPP/etc. documents.)

3
Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

The hardware information integrity of HNB is very important, however, there is no solution for it now.

The two solutions given here uses symmetrical and unsymmetrical cryptogram to protect the hardware integrity of HNB, it supposes that there is a root K sharing between the TrE in H(e)NB and the HLR/HSS, or a private key in the TRE in H(e)NB and a public key in the HLR/HSS. HMS saves the hardware information and calculates the RIM of them,  HMS save the computing order list (Hard_info_List). PVE cryptographically protect RIM. HNB computes RIM’ from local hardware information according to the  Hard_info_List. HNB compares the RIM and RIM’ to verify its hardware information integrity.
4
Detailed proposal

4.1 Verifying the hardware information integrity by share root K
The following gives a method to verify the hardware information integrity, this method supposes that there is a root K sharing between the TrE in H(e)NB and the HLR/HSS, it can be the root K for EAP-AKA for H(e)NB authentication.

The following are the steps:
1. The H(e)NB send  hardware information integrity request to the HMS.
2. The HMS computes the RIM (Reference Integrity Metric) of the hardware information of the H(e)NB, the HMS keep the computing order list (Hard_info_List).

3. The HMS sends the RIM and the H(e)NB ID (IDh)to the PVE. 

4. PVE sends the IDh to HLR/HSS

5. HLR/HSS generate a random R and calculate a session key CK by the R and the root K. 
6. HLR/HSS sends the (IDh, R, CK) to the PVE.
7. PVE cryptographically protect RIM(e.g. digital signature /or confidentiality) by CK. Suppose the result of digital signature for RIM is Sr, the result of confidentiality RIM is Cr. ie. Sr=Sig(CK, RIM), Cr=En(CK, RIM), Sig is a digital signature algorithm, En is a encryption algorithm.
8. PVE send (IDh, R, RIM, Sr) /or (IDh, R, Cr) to the HMS.
9. The HMS send hardware information integrity reponse to the H(e)NB, during which the HMS sent the (IDh, R, Hard_info_List, RIM, Sr) /or (IDh, Hard_info_List, R, Cr) to the H(e)NB.

10. The TrE in the H(e)NB calculate session key CK’ by the recieved R and the root K in the TrE, and get local hardware information according to the order list Hard_info_List, and then compute the RIM’ by the local hardware information, and then compute Sr’/ or Cr’ by RIM’ and CK’.

11. The TrE compares the Sr and Sr’/ or the Cr and Cr’. if they are equal then TrE save the Sr(/or Cr).

Note: If the H(e)NB is rebooted and there is a saved Sr(/or Cr), the TRE can check its integrity locally.
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4.2 Verifying the hardware information integrity by unsymmetrical key
The following gives a method to verify the hardware information integrity, this method supposes that there is a private key in the TREin H(e)NB and a public key in ht HLR/HSS, they can be the certificate for H(e)NB authentication.

The following are the steps:
1. The H(e)NB send  hardware information integrity request to the HMS.
2. The HMS computes the RIM (Reference Integrity Metric) of the hardware information of the H(e)NB, the HMS keep the computing order list (Hard_info_List).

3. The HMS sends the RIM and the H(e)NB ID (IDh)to the PVE. 

4. PVE sends the IDh to HLR/HSS

5. HLR/HSS generate a random CK and encrypt it by the public key Kpub, the result is En(CK). 
6. HLR/HSS sends the (IDh, CK, En(CK)) to the PVE.
7. PVE cryptographically protect RIM(e.g. digital signature /or confidentiality) by CK. Suppose the result of digital signature for RIM is Sr, the result of confidentiality RIM is Cr. ie. Sr=Sig(CK, RIM), Cr=En(CK, RIM), Sig is a digital signature algorithm, En is a encryption algorithm.
8. PVE send (IDh, En(CK), RIM, Sr) /or (IDh, En(CK), Cr) to the HMS.
9. The HMS send hardware information integrity reponse to the H(e)NB, during which the HMS sent the (IDh, En(CK), Hard_info_List, RIM, Sr) /or (IDh, Hard_info_List, En(CK), Cr) to the H(e)NB.

10. The TrE in the H(e)NB calculate session key CK’ by the recieved En(CK) and the private Key Kpri in the TrE, and get local hardware information according to the order list Hard_info_List, and then compute the RIM’ by the local hardware information, and then compute Sr’/ or Cr’ by RIM’ and CK’.

11. The TrE compares the Sr and Sr’/ or the Cr and Cr’. if they are equal then TrE save the Sr(/or Cr).

Note: If the H(e)NB is rebooted and there is a saved Sr(/or Cr), the TRE can check its integrity locally.
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Conclusion

In this contribution, we provide two solutions to protect the hardware integrity for HNB , we kindly propose accept it as a candidate method and add it to 33.820

Detailed proposal : pCR to TS 33.820
	Start of  Modification


The following 

A.3 Verifying the hardware information integrity by share root K
The following gives a method to verify the hardware information integrity, this method supposes that there is a root K sharing between the TrE in H(e)NB and the HLR/HSS, it can be the root K for EAP-AKA for H(e)NB authentication.

The following are the steps:
1. 
2. 
3. 
4. The Reference Integrity Metric (RIM) is either computed by the PVE itself or by a trusted third party (e.g. vendor or in case of software updates, the OAM) and made available to the PVE. 
NOTE: in order to protect the integrity of RIMs if provided by third parties, measures such as storing the RIM data in certificates could apply.
5. 
The PVE sends the H(e)NB ID IDh to HLR/HSS

6. HLR/HSS generate a random R and calculate a session key CK by the R and the root K. 
7. HLR/HSS sends the (IDh, R, CK) to the PVE.
8. PVE cryptographically protect RIM(e.g. digital signature /or confidentiality) by CK. Suppose the result of digital signature for RIM is Sr, the result of confidentiality RIM is Cr. ie. Sr=Sig(CK, RIM), Cr=En(CK, RIM), Sig is a digital signature algorithm, En is a encryption algorithm.
9. PVE sends (IDh, R, RIM, Sr) /or (IDh, R, Cr) to the H(e)NB.
10. 

11. The TrE in the H(e)NB calculates the session key CK’ with help of the recieved R and the root K in the TrE. Using CK’, the TrE can decrypt the RIM from received Cr or verify the signature Sr on the RIM. After successful verification/decryption the TrE securely stores the RIM.
12. NOTE: Before stroing the RIM, the TrE could  compute the local RIM’, and then compute Sr’/ or Cr’ by RIM’ and CK’. The TrE then compares the Sr and Sr’/ or the Cr and Cr’. If they are equal, the TrE securely stores the RIM. This way, the TrE can make sure to only store RIMs matching the current integrity state. 

13. 
14. The TrE uses the stored RIM for local integrity checks during secure start-up in autonomous or semi-autonomous validation.
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A.4 Verifying the hardware information integrity by asymmetrical key
The following gives a method to verify the hardware information integrity, this method supposes that there is a private key stored securely in the TRE in H(e)NB and a public key in ht HLR/HSS. It is ffs if the key from the certificate for H(e)NB authentication could be used for this purpose, or a new keypair has to be created.

The following are the steps:
1. 
2. 
3. 


4. The Reference Integrity Metric (RIM) is either computed by the PVE itself or by a trusted third party (e.g. vendor or in case of software updates, the OAM) and made available to the PVE. 

NOTE: in order to protect the integrity of RIMs if provided by third parties, measures such as storing the RIM data in certificates could apply.

5. PVE sends the H(e)NB IDh to HLR/HSS

6. HLR/HSS generate a random CK and encrypt it by the public key Kpub, the result is En(CK). 
7. HLR/HSS sends the (IDh, CK, En(CK)) to the PVE.
8. PVE cryptographically protect RIM(e.g. digital signature /or confidentiality) by CK. Suppose the result of digital signature for RIM is Sr, the result of confidentiality RIM is Cr. ie. Sr=Sig(CK, RIM), Cr=En(CK, RIM), Sig is a digital signature algorithm, En is a encryption algorithm.
9. PVE sends (IDh, En(CK), RIM, Sr) /or (IDh, En(CK), Cr) to the H(e)NB.
10. 
11. The TrE in the H(e)NB calculates the session key CK by the recieved En(CK) and the private Key Kpri in the TrE. Using CK, the TrE can decrypt the RIM from received Cr or verify the signature Sr on the RIM. After successful verification/decryption, the TrE securely stores the RIM. 
NOTE: Before storing the received RIM, the TrE could compute the local RIM’, and then compute Sr’/ or Cr’ by RIM’ and CK’. The TrE then compares the Sr and Sr’/ or the Cr and Cr’. If they are equal, the TrE securely stores the RIM. This way, the TrE can make sure to only store RIMs matching the current integrity state.

12. The TrE uses the stored RIM for local integrity checks during secure start-up in autonomous or semi-autonomous validation. 
13. 
14. 
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	End of modifications





























































































































�(InterDigital comments) Since PVE is the validation entity, all tasks related to validation shall be handled by PVE


�(InterDigital comments) We think it is not necessary to send data through HMS, since PVE handles all validation tasks itself. The role of the Hard_Info_List is unclear. We therefore propose to delete this sentence.


�(InterDigital comments) We propose to include this NOTE for the optional use of local integrity verification before storing the new RIM


�Re-written as Step 9 above


�(InterDigital comments) We propose to change the figure according to the modified text above.


�(InterDigital comments) See above comments, since PVE is the validation entity, all tasks related to validation shall be handled by PVE


�(InterDigital comments) We think it is not necessary to send data through HMS, since PVE handles all validation tasks itself. The role of the Hard_Info_List is unclear. We therefore propose to delete this sentence.


�(InterDigital comments) We propose to include this NOTE for the optional use of local integrity verification before storing the new RIM


�(InterDigital comments) We propose to change the figure according to the modified text above.
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