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*** BEGIN CHANGES ***
Annex X:
DoS aspects of emergency calls
X.1
General
The emergency call function is a highly important service that is required to work under almost all circumstances. This clause looks at DoS threats against the EC function and possibilities to protect against the threats and log attacks for post-fact analysis.
General DoS threats that are targeted at the GERAN/UTRAN/E-UTRAN and IMS subsystems are of course threats against the EC function, but this annex does not focus on the general case. Threats which are generally applicable are only mentioned in the context of EC.
Subclause X.2 looks at the threats from the perspective of the involved nodes.

Subclause X.3 looks at how network configuration and architecture can be used to limit the effects of DDoS attacks, in particular attacks from the Internet (compared to attacks originating from the access network).

Subclause X.4 looks at UE implementation aspects that could limit the possibilities for malware to be used for DDoS attacks from the UEs.

X.2
DoS threats against EC function
X.2.1
Threats against IMS nodes

IMS user agent (UE):
· According to clause 7.4 of TS 23.167 a UE shall not attempt to set up an anonymous emergency session to the same network again if it receives an error indication from the P-CSCF on the first try. This applies in the case the UE tries the emergency session setup without a prior emergency registration. The P-CSCF may send such an error based on local policy. This can be used by an attacker to send such an error to a UE, and the UE would not be able to establish the call.
· Spatial scope: local to UE Temporal scope: persistent

· Protection: Strict configuration of (emergency) PDN to ensure that IP layer attacks can not be achieved such as IP spoofing etc. Much harder to protect against attacks at the users premises in case the UE is not directly connected to EPS but, e.g., through a home GW (this might however be out of scope). 
· Detection: If the attack happens from the core network, normal logging procedures in different nodes can detect any attack attempts.  If the attack happens in the users premises, it will not be easily detectable. 

· Logging possibilities: Possible in the core network.

P-CSCF:

· Overload P-CSCF with valid (emergency) registrations. This can be achieved by using dedicated emergency registrations or regular registrations. The attack can be launched as a DDoS from malicious software installed on legitimate UEs.

· Spatial scope: local to serving NW Temporal scope: semi-persistent

· Protection: Rate limiting on number of registrations allowed from a UE. Requiring dedicated emergency registration over emergency PDN only.
· Detection: Counting number of registrations within a time period from a specific UE.

· Logging possibilities: Log identities of registering UEs.

· Overload P-CSCF with emergency session requests. This can be achieved either when being registered as a regular emergency request, or be an unauthenticated emergency session request when UE is in limited service mode (if local regulations allow this). The attack can be launched as a DDoS from malicious software installed on legitimate UEs.

· Spatial scope: local to serving NW Temporal scope: semi-persistent

· Protection: Rate limiting on number of emergency session requests allowed from a UE (note that as no supplementary services are used, the current requirement is that a user will only have one active emergency session at time). 
· Detection: Counting number of (successful) emergency session requests within a time period from a specific UE.

· Logging possibilities: Log identities and sessions of UEs.

S-CSCF:

· Overload S-CSCF with valid emergency registrations. The attack can be launched as a DDoS from malicious software installed on legitimate UEs.

· Spatial scope: local to S-CSCF Temporal scope: semi-persistent

· Protection: Rate limiting on number of registrations allowed from a UE. Should be coupled with rate limiting in P-CSCF as well.

· Detection: See protection.

· Logging possibilities: Log identities of registering UEs (not so helpful for anonymous registrations).

E-CSCF:

· Overload E-CSCF with emergency session requests. This can be achieved by using anonymous emergency session requests or regular ones. The attack can be launched as a DDoS from malicious software installed on legitimate UEs.

· Spatial scope: local to serving NW Temporal scope: Semi-persistent

· Protection: Rate limiting on number of emergency requests allowed from a UE (note that as no supplementary services are used, the current requirement is that a user will only have one active emergency session at time).
· Detection Counting number of (successful) emergency requests within a time period from a specific UE.
· Logging possibilities: Counting number of (successful) emergency requests within a time period from a specific UE.
LRF:

· Overload LRF with requests for UE locations. The LRF interface would probably only be accessible to a restricted set of trusted nodes (e.g., E-CSCF, PSAP), so this does not seem like a dangerous threat.  

· Spatial scope: Global Temporal scope: non-persistent

· Protection: Restrict access to LRF to a limited set of trusted nodes.
· Detection: Overload.

· Logging possibilities: Log sources of requests.

X.2.2
Threats against EPS nodes

eNB:

· Crude radio jamming.

· Spatial scope: local to eNB Temporal scope: non-persistent

· Protection: Not possible

· Detection: Severe radio disturbance.

· Logging possibilities: Logging of time of attack.
MME:
· Overload MME with emergency bearer establishment requests.

· Spatial scope: local to MME Temporal scope: semi-persistent

· Protection: Rate limiting on number of emergency APNs per UE. For UEs which cannot be authenticated they could lie about their ID and make multiple requests. However, if the UE ID in the set up signaling is not possible to change via software, only physically hacked UEs can be used in a DDoS, i.e., malware is not sufficient. See UE implementation considerations below.
· Detection: Overload.

· Logging possibilities: Logging of times and sources of requests. In case of unauthenticated requests, request source logging is of limited value.
· Crude overload of MME with any type of NAS requests (e.g., Attach requests, bogus NAS messages). 

· Spatial scope: local to MME Temporal scope: semi-persistent.

· Protection: Rate limiting/filtering of NAS messages from one UE. An attacker rapidly changing the UE ID and trying to overload the MME with NAS messages will probably first overload the eNB (needs to use one RRC connection per new UE ID, since the MME could filter out NAS messages with different UE IDs on the same S1 UE-connection). Again, a carefully implemented UE with limited access for applications to the radio APIs would limit the threat of a malware attack.

· Detection: Overload.
· Logging possibilities: Logging of times and sources of requests. In case of unauthenticated requests, request source logging is of limited value.
S-GW:

· Attacker injects bogus traffic on the Uu or S1-U interfaces.
· Spatial scope: local to eNB/S-GW Temporal scope: non-persistent.

· Protection: In case of existence of emergency calls, the eNB can make sure to carefully schedule traffic and not grant more traffic than it can handle for the emergency calls (the data rate required for emergency calls is not great). The same form of rate limiting can be performed by the S-GW if the attack is coming from the S1-U interface.

· Detection: Overload.
· Logging possibilities: Logging of times and sources of requests. In case of unauthenticated requests, request source logging is of limited value.
X.3
Protection via network configuration

None of the network nodes is immediately accessible from the Internet, save for the PDN gateway.  This implies that DoS threats can be assumed to come from the access network. To protect the part of the EC function residing in the PDN gateway, the PDN gateway should be implemented in such a way that sufficient resources to handle the EC function are set aside. The PDN gateway is assumed to be connected to the PSAPs over a dedicated, trusted network.

In general, all nodes in the network must be provisioned to be able to cater for emergency call sessions from all connected UEs.  Since there will be no more than one EC call session per UE, any additional EC call session set ups can be rejected by the network.

X.4
UE implementation considerations

The possibility to launch a DDoS attack by installing malicious software on the UEs is much dependent on the access to lower layer functions the UE makes accessible to applications.

To be able to setup a PS emergency call the UE must establish an emergency bearer with the network. If the UE does not export functions for emergency bearer establishment in the APIs visible to general applications, the risk of DDoS is severely reduced.

In general the more restricted the APIs to the lower layer radio functions are, the more risk is reduced.

If the UE implementation does not allow for setting the UE identity used in authentication etc from general purpose applications or only from a limited set of trusted applications, then masquerading during a DDoS will require a hardware modification of the UE. This seriously limits the effects that a malware DDoS can achieve.

*** END OF CHANGES ***
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