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1. Introduction 

We propose to modify the text of clause 6.2.1 ‘Preferred endpoints for end-to-middle protection of TR 33.828 v120 as follows:

2. pCR on TR 33.828 v120

6.2.1
Preferred endpoints for end-to-middle protection

A schematic diagram of an IMS system with controlling and media handling entities is depicted in Figure 3.
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Figure 3: IMS signalling and media plane entities
The media plane traffic may be routed in different ways depending on required network supported functionality and in which type of system the terminating device is present. Traffic between two terminals in the same IMS domain could be routed without involvement of any media node. The media can however be anchored in the access edge via the IMS Access GW (e.g., for NAT traversal or transcoding purposes), while at the same time ensuring that media traffic is only routed locally (which may be a requirement for local breakout). Traffic may also be routed via the home network to a MRFP for conferencing, transcoding or other media handling functions. When the traffic is intended for a subscriber in another domain/network, the media traffic is routed to an interworking gateway (CS-MGW, IM-MGW or TrGW). 

From a security point of view it would be preferable to terminate the media plane security as far into the network as possible. This would mean that when traffic is between an IMS domain and e.g. a legacy system, media plane security should be terminated in the IM-MGW and when traffic is between terminals in the same domain the media plane security should be terminated in the IMS Access GW. Such dynamic behaviour may, however, be problematic and may incur a lot of complexities and added new functionality. 

The discussion below takes a call initiated by the UE in Figure 3 as a starting point. Similar considerations hold when analysing handling of media coming into the domain via an interworking gateway.

Looking at how a call is set-up, we first note that resource allocation for media handling in SIP-proxies is performed when an INVITE is processed. This means that when e.g. the P-CSCF/ALG, or another SIP proxy in the IMS signalling path, handles an INVITE it has to decide if it should initiate termination of the media plane security or if it should let the secured media pass further into the network. This means that this SIP proxy will have to apply a policy on whether to terminate media plane security or not do this. 
If e2m protection is to be potentially performed in an IMS network then, in a particular IMS network deployment, there shall be one dedicated SIP proxy in the IMS signalling path, which is capable of  handling e2m protection. It can be determined by network configuration which SIP proxy shall take this role, e.g. the P-CSCF or the S-CSCF or an MRFC. In cases where an IMS Access GW is part of the media path anyhow it would seem natural to assign this role to the P-CSCF, which controls the IMS Access GW.
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