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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This Technical Report is part of the 3GPP study item on SPAM [1]. Spamming is an ongoing problem for several years now in the fixed internet with unsolicited emails sent by thousands every day, but also in the mobile network with unsolicited SMS and MMS. This has then bad side effects on the annoyed customer, on the used network resources and on corporate image of the service provider.
This TR studies existing and new mechanisms to enable to limit the effects of the SPAM. The following services are considered into the scope of this TR: SMS, MMS and other messaging services like IMS messaging/presence/call services and emails. The scope is indeed large and ambitious, but as the trend is to converge all media, the anti SPAM solution has to be adapted to this concept. 
Section 4 provides a classification of the different approaches to fight SPAM. Section 5 provides an overview of the existing standardization work on SPAM. Section 6 describes new solutions, and section 7 performs an evaluation of existing and proposed solutions.
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Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1 Definitions

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

4 Classification of the different approaches to fight SPAM
This section provides a classification of the different approaches against spam. The ITU-T has made the fight against spam one of its priorities [4]. We distinguish the measures that aim at preventing SPAM from the ones that aim at controlling it.
4.1 Preventing SPAM
This section describes the different techniques that aim at preventing SPAM. The prevention techniques try generally to make it more difficult for spammers to send unsolicited messages to a large of recipients. We differentiate the techniques that increase the difficulty of sending unsolicited messages from the ones that increase the cost of sending spam to many recipients.
(1) Making it difficult to send unsolicited messages. The aim of those solutions is to increase the difficulty of sending unsolicited messages.  We distinguish the techniques that prevent spammers from usurpating the identity from the solutions that request the consent of the message recipient. 
a. Avoiding identiy usurpation. The idea is to prevent the spammer to usurpate the identity of other users. The general approach is to authenticate the message sender. OECD, MAWWG and the IETF have produced several guidelines for email service providers [5-8]. 3GPP has developed a standard called TCAPSec to avoid malicious parties usurping the identity of innocent network equipment at the SS7 level [9].
b. Requesting the consent of the message recipient.  The objective is to ensure that recipients only receive messages they approved. The IETF have a proposal to request the consent of the recipient for SIP based applications [17].
(2) Increasing the cost of mass mailing. The aim is to reduce the attractiveness of using a new communication service to spam by increasing the amount of resources required to spam [10].

a. Charging for the communication. The idea is to charge for the communication to ensure a high cost for mass mailing.
b. Increasing the computational cost. The idea is to require a large computational effort for mass mailing for example by requiring the resolution of challenges or puzzles [10].
4.2 Controlling SPAM
The goal of this set of measures is to avoid an existing communication service being plagued by spam. The idea is to limit the amount of spam by implementing the following measures.
(1) Detecting spam. The goal of this set of measures is to detect spam in a timely way in order to block it.

a. Analysing the message.  The idea is to detect spam by analysing the message and/or its content [14, 15]. One approach is to rate the message based on a number of criteria [10, 11]. Yet another approach is to ask users which categories of content they wish to receive and analyse the message content based on those categories [16].
b. Allowing the user to flag SPAM.  The idea is to detect spam by allowing the user to report it to the network. We distinguish two different techniques for reporting it to the network: “out-of-band” where a dedicated signaling channel is used for different types of messages [26] and “in-band” where spam are flagged using the protocol for transmitting the message.
(2) Blocking spam. The goal of this set of measures is to avoid the user being annoyed by SPAM.

a. Allowing the network to mark the SPAM messages
b. Dropping the SPAM at the network level. 

c. Letting the user equipment hide the SPAM. 

(3) Identifying the spammers. Another approach is to rate the network from where the message originates [13]. The idea is to work with other operators in order to be able to block the spam where it originates. [http://www.etis.org]
5 Overview of standardization work
This section provides a high-level description of the different solutions to fight SPAM devised by the 3GPP, OMA and IETF standardizations bodies. 
5.1 Anti-SPAM mechanisms defined by 3GPP
This section describes the different anti-SPAM solutions devised by the 3GPP standardization body.
5.1.1 TCAP User Security 
This proposal is described in [9].
5.1.2 Prevention of unsolicited communications in the NGN

This proposal is described in [9].

5.1.3 Protection against unsolicited communications in IMS

This proposal is described in [27]. This document aims at identifying SPAM threats in IMS networks and introduces technical solutions to prevent and control SPAM inside IMS (SPIT).
5.2 Anti-SPAM mechanisms defined by OMA

This section describes the different anti-SPAM solutions devised by the OMA standardization body.
5.2.1 Client-Side Content Screening Framework

This proposal is described in [15].
5.2.2 Categorization-based Content Screening Framework
This proposal is described in [16]. The document presents an architectural model for a two-tier solution of a CBCS Enabler. The CBCS Enabler evaluates and/or enforces Screening Rules.
5.3 Anti-SPAM mechanisms defined by IETF
This section describes the different anti-SPAM solutions devised by the IETF standardization body.
5.3.1 Email filtering using SIEVE

This proposal is described in [11, 12].
5.3.2 Consent-based communications in SIP

This proposal is described in [17].
5.4 Anti-SPAM mechanisms defined by ITU-T

This section describes the different anti-SPAM solutions devised by the IETF standardization body.
5.4.1 Countering IP multimedia SPAM
This recommendation will specify general architecture of countering spam system on IP multimedia applications such as IP Telephony, instant messaging, multimedia conference, etc. It will provide functional blocks of necessary network entities to counter spam and their functionalities, and describe interfaces among the entities. To build secure session against spam attack, User Terminals and Edge Service Entities such as proxy server or application servers will be extended to have spam control functions. We will also show interfaces between these extended peer entities, and interfaces with other network entities which can involve for countering spam.
6 New anti-SPAM solutions
This section provides a description of how the new proposed mechanisms work and their impact on the existing protocols and infrastructure. The evaluation against other mechanisms will be done in Section 7. The proposed mechanisms aim at better controlling SPAM by improving its visibility and control to the user. We distinguish three groups of solutions that are independent and can be combined together: solutions for the user to refuse receiving SPAM messages described in section 6.1, solutions for the user to flag SPAM messages to the network described in section 6.2 and the solutions for the network to mark SPAM messages sent to user equipment (UE) described in section 6.3. The described solutions apply to SMS, MMS, IMS messaging, IMS calling, IMS presence and Email services.
6.1 The anti-SPAM server function
The solutions introduce a network function that we call anti-SPAM server. The role of the anti-SPAM server is to implement all the network anti-SPAM functions. We consider two scenarios for implementing the anti-SPAM server. First, the anti-SPAM server can be implemented by the communication server. By communication server, we mean the SMSC in case of SMS, MMS server in case of MMS, the list server in case of IMS messaging, the S-CSCF in case of IMS calling, the presence server in case of  IMS presence and mail server in case of Email services. Second, the anti-SPAM server may be implemented as a proxy to the communication server as shown in Figure 1. 

[image: image3]
Figure 1. The solution introduces a network function called anti-SPAM server that can be implemented by the communication server or as a proxy.

The solutions presented in this section apply to both implementation scenarios of the anti-SPAM server but we describe the scenarios using the proxy implementation. We distinguish two different implementation approaches when describing each solution: using out-of-band or in-band signaling. By out-of-band, we mean that the solution uses a signaling channel different from the one used by the communication service. For example, we use HTTPS as a signaling channel when describing the out-of-band solutions for the different communication services. By in-band, we mean that the solution signaling uses the communication service channel. For example, we use the SMS header as a signaling channel when describing the in-band solutions for SMS. 
The solutions presented in this section are independent from the SPAM detection mechanisms in the UE or in the network.
6.2 User refusing to receive SPAM messages

This section describes mechanisms to allow the user to refuse receiving SPAM messages. By refusing to receive SPAM, we mean that the user indicates to the UE that it should not receive the messages detected as SPAM. These mechanisms are based on the anti-SPAM server function described in 6.1.
6.2.1 Refusing SPAM using an out-of-band channel

This section describes how the user can refuse receiving SPAM using out-of-band signaling between the UE and the anti-SPAM server. We also describe the potential impact of this solution. The communication between the UE and the anti-SPAM server must be secured using GBA [28]. We assume that the UE is GBA compatible although the solution could work with alternative authentication mechanisms. We suppose that the network has an anti-SPAM server which implements a NAF function. We also suppose that the UE and the BSF function have already derived a GBA session key Ks.
6.2.1.1 Description of the solution
We describe the scenario where the user refuses to receive SPAM messages using an HTTPS session between the UE and the anti-SPAM server for signaling as shown in Figure 2. We assume in this scenario that the UE is able to establish an HTTPS session with the anti-SPAM server. The anti-SPAM server receives a message submission from the spammer. The anti-SPAM server detects that the message is a SPAM and forwards it to the communication server who delivers it to the UE. Upon receiving the message, the user clicks on a SPAM button on the UE. The UE then sends a HTTPS POST message to the anti-SPAM server containing the B-TID, the command to block SPAM and a MAC of the command computed using the Ks. The anti-SPAM server sends to the BSF a GBA authentication request indicating the B-TID. The anti-SPAM server receives in reply Ks and uses it to verify the MAC of the command. The anti-SPAM server then starts blocking SPAM for this user. The anti-SPAM server receives a message for the user, detects that it is SPAM and blocks it.
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Figure 2. Example of a user who refuses receiving SPAM using an HTTPS session between the UE and the anti-SPAM server. 
In the case of SMS messaging, the anti-SPAM server acts as a proxy to the SMSC by filtering the SMS sent to the home SMSC. The anti-SPAM server receives and forwards SMS-submit messages. The SMSC sends an SMS-deliver message to the UE. The anti-SPAM server can also act as a proxy to the SMS-GMSC by filtering the SMS sent by foreign SMSCs. In this case, the anti-SPAM server receives and forward SMS-deliver messages and the SMS-GMSC would send an SMS-deliver message to the UE as shown in Table 1.

In the case of MMS messaging, the anti-SPAM server acts as a relay to the MMS server. The anti-SPAM server receives and forwards MM4_forward.REQ messages. The MMS server sends a MM1_retrieve.RES to the UE. 
In the case of IMS messaging, the anti-SPAM server acts as a proxy to the list server. The anti-SPAM server receives and forwards message requests. The list server sends a message request to the UE.

In the case of IMS calling, the anti-SPAM server acts as a proxy to the S-CSCF. The anti-SPAM server receives and forwards SIP invite requests. The S-CSCF sends a SIP invite request to the UE.

In the case of IMS presence, the anti-SPAM server acts as a proxy to the presence server. The anti-SPAM server receives and forwards subscribe request messages. The presence server sends a subscribe request to the UE.

In the case of email, the anti-SPAM server acts as an SMTP relay to the mail server. The anti-SPAM server receives and forwards mail using the SMTP MAIL command. The UE retrieves the mail from the mail server using the POP3 RETR or IMAP4 FETCH commands.
	service
	message submission
	message forward
	message delivery

	SMS
	SMS-Submit (to SMSC)
	SMS-Submit (to SMSC)
	SMS-Deliver (from SMSC)

	
	SMS-Deliver (to SMS-GMSC)
	SMS-Deliver (to SMS-GMSC)
	SMS-Deliver (from SMS-GMSC)

	MMS
	MM4_forward.REQ
	MM4_forward.REQ
	MM1_retrieve.RES

	IMS messaging
	message request
	message request
	message request

	IMS calling
	invite request
	invite request
	invite request

	IMS presence
	subscribe request
	subscribe request
	subscribe request

	Email
	SMTP MAIL
	SMTP MAIL
	response to POP3 RETR

	
	
	
	response to IMAP4 FETCH 



Table 1. Messages and commands used by each service to submit, forward and deliver a message.
6.2.1.2 Impact of the solution

From a user perspective, the use of an out-of-band channel could incur a cost for the user, in particular if the user is roaming abroad on a partner network. The cost for the user would depend on the signaling channel used for refusing to receive SPAM and on the user tariff plan for this particular channel. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for the user to request the activation or deactivation of the blocking of SPAM messages.

· support of GPRS and GBA 

From a network perspective, the solution has no impact on the communication server function. The anti-SPAM server would need to provide the following functions:

· ability to detect and block SPAM messages.
· implement a NAF function.
Other out-of-band channels may be considered for activating or deactivating the SPAM blocking such as calls to the customer care or via the customer account on the operator’s website.
6.2.2 Refusing SPAM using an in-band channel

This section describes how the user can refuse receiving SPAM using in-band signaling between the UE and the communication server. We also describe the potential impact of this solution.
6.2.2.1 Description of the solution
We describe the scenario where the user refuses to receive SPAM messages using the message signaling protocol as shown in Figure 3. The anti-SPAM server receives a message submission from the spammer and forwards it to the communication server that delivers it to the UE. After reading the message, the user realizes that the message is SPAM and clicks on SPAM button on the UE, which moves the message to a SPAM message folder and stores the identity of the message sender in a spammers list.
The UE receives another message from the spammer, detects that the message sender is in the spammers list, stores the header in the spam folder and sends a delivery error message with a new error cause to the communication server. The communication server treats the new error cause received as an unspecified error.
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Figure 3. Example of user who refuse receiving SPAM using an in-band channel.

In the case of SMS messaging, the UE can send to the SMSC a new TP-Failure-Cause value in the SMS-Deliver-Report to indicate the delivery error of a SPAM SMS as shown in Table 1.

In the case of MMS messaging, the UE can send to the MMSC a new MM-Status value in the MM1_notification.RES message to indicate the delivery error of a SPAM MMS. 
In the case of IMS messaging, IMS calling and IMS presence, the UE can indicate a 403 status code with an “unsolicited” cause value in, respectively, the message response, the invite response and subscribe response to indicate the delivery error of a SPAM IMS message, IMS call and IMS presence subscription, respectively.
In the case of email, the UE can send an XPAM command to the POP3 or IMAP4 server to indicate the delivery of a SPAM email.
	service
	delivery error message
	standard change required

	SMS
	SMS-Deliver-Report[TP-Failure-Cause = “unsolicited”]
	3GPP 23-040: use one of the TP-Failure-Cause reserved values for the “unsolicited” cause

	MMS
	MM1_notification.RES[MM-Status =  “unsolicited”]
	3GPP 23-140: add  MM-Status-Code  “unsolicited” to existing list

	IMS messaging
	message response[status code=403, cause = “unsolicited”]
	none

	SIP calling
	invite response[status code=403, cause=“unsolicited”]
	none

	IMS presence
	subscribe response[status code=403, cause=“unsolicited”]
	none

	Email
	POP3: XTND XSPAM

IMAP4: XSPAM
	none required but an IETF internet draft should document the use of XSPAM.



Table 2. Example of delivery error messages in response to a SPAM message
Legacy communication servers should treat the new error cause as an unspecified error. New communication servers could flag the spam to the anti-SPAM server as described in Section 6.2.1.

Some optimizations of this scenario can be considered. For example, the communication server can segment the message if it suspects that the message will be considered as SPAM by the user thus avoiding that the full message be delivered to the user.
6.2.2.2 Impact of the solution

From a user perspective, the use of in-of-band signaling does not incur a cost for the user since the unsolicited messages failed to be delivered to the user. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for a message recipient to indicate that the sender is a spammer and ability to unflag any of the previously flagged senders.

· ability for the user to visualize the sender identity and the reception date and time of the messages that were refused by the UE.

· ability to send an error message with a specific error cause to the communication server when receiving a message from a known spammer. The error messages corresponding to the different services are provided in Table 2 also indicating whether the specific error cause requires a standard change or not.

From a network perspective, the solution should not require any change in legacy equipment and does not introduce any additional traffic between the UE and the network.
6.3 User flagging SPAM messages 
This section is based on the anti-SPAM server function described in 6.1. It describes mechanisms to allow the user to flag the SPAM messages to the network. By flagging, we mean that the user indicates to the anti-SPAM server that they consider a particular message as being SPAM. The techniques for flagging SPAM messages are independent of the mechanism used for detecting SPAM. 
6.3.1 Flagging using an out-of-band channel
This section describes how the user can flag SPAM to the network using out-of-band signaling. We also describe the potential impact of this solution. The communication between the UE and the anti-SPAM server must be secured using GBA [28]. We assume that the UE is GBA compatible although the solution could work with alternative authentication mechanisms. We suppose that the network has an anti-SPAM server which implements a NAF function. We also suppose that the UE and the BSF function have already derived a GBA session key Ks.
6.3.1.1 Description of the solution
We describe the scenario where the user flags SPAM messages using an HTTPS session between the UE and the anti-SPAM server for signaling as shown in Figure 4. We assume in this scenario that the UE is able to establish an HTTPS session with the anti-SPAM server and that the user has already requested the network to block SPAM messages using the mechanisms described in Section 6.1.1. The anti-SPAM server receives a message submission from the spammer. The anti-SPAM server and forwards it to the communication server who delivers it to the UE. Upon receiving the message, the user clicks on a SPAM button on the UE. The UE then sends a HTTPS POST message to the anti-SPAM server containing the B-TID, the received message and a MAC of the received message computed using the Ks. The anti-SPAM server sends to the BSF a GBA authentication request indicating the B-TID. The anti-SPAM server receives in reply Ks and uses it to verify the MAC of the command. The anti-SPAM server anonymizes and stores the message. The anti-SPAM server receives a message from the spammer, detects that it is SPAM and blocks it.
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Figure 4. Example of spam flagging using out-of-band signaling where the anti-spam server successfully authenticates the UE using GBA
6.3.1.2 Impact of the solution
From a user perspective, the use of an out-of-band channel could incur a cost for the user, in particular if the user is roaming abroad on a partner network. The cost for the user would depend on the signaling channel used for flagging SPAM and on the user tariff plan for this particular channel. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for a message recipient to flag the sender as a spammer and ability to unflag any of the previously flagged senders.

· support of GPRS and GBA 

From a network perspective, the solution has no impact on the communication server function. The anti-SPAM server would need to provide the following functions:

· ability to anonymize and stores messages flagged as SPAM by a user

· ability to unflag a message previously flagged as SPAM by a user

· implementation of a NAF function.

Other out-of-band channels may be considered for activating or deactivating the SPAM blocking such as calls to the customer care or via the customer account on the operator’s website.

6.3.1 Flagging using an in-band channel

This section describes how the user can flag SPAM messages to the anti-SPAM server using in-band signaling between the UE and the communication server. We also describe the potential impact of this solution.
6.3.1.1 Description of the solution

We describe the scenario where the user flags SPAM messages using the message signaling protocol as shown in Figure 5. The anti-SPAM server receives a message submission from the spammer and forwards it to the communication server that delivers it to the UE. After reading the message, the user realizes that the message is SPAM and clicks on a SPAM button on the UE, which moves the message to a SPAM message folder and stores the identity of the message sender in a spammers list.

The UE receives another message from the spammer, detects that the message sender is in the spammers list, stores the header in the spam folder and sends a delivery error message to the communication server as described in Section 6.1.2.1. The communication server then sends a forward error message with a new error cause to the anti-SPAM server.
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Figure 5. Example of spam flagging using in-band signaling where the user flags a message as being SPAM. 

In the case of SMS messaging, we distinguish two cases as shown in Table 3: first, the SMSC can send to the anti-SPAM server a new TP-Status value in an SMS-Status-Report to indicate the forward error of a SPAM SMS. Second, the SMS-GMSC can send to the anti-SPAM server a new TP-Status value in an SMS-Deliver-Report to indicate the forward error of a SPAM SMS. In both cases, the anti-SPAM server would not forward any message in order to avoid providing information to the spammer.
In the case of MMS messaging, the MMSC can send to the anti-SPAM server a new MM-Status value in an MM4_delivery_report.REQ to indicate the forward error of a SPAM MMS. The anti-SPAM server would not forward the MM4_delivery_report message in order to avoid providing information to the spammer.
In the case of IMS messaging, IMS calling and IMS presence, the communication server can send to the anti-SPAM server a 403 status code with an “unsolicited” cause value in, respectively, the message response, the invite response and subcribe response to indicate the forward error of a SPAM IMS message, IMS call and IMS presence subscription, respectively. The anti-SPAM server would not forward the response message in order to avoid providing information to the spammer.
In the case of email, the server can send to the anti-SPAM server an “X-Spam-Flag: YES” value together with the content of the rejected email using SMTP to indicate the forward error of a SPAM email. The anti-SPAM server would not forward the email in order to avoid providing information to the spammer.
	service
	forward error message
	standard change required

	SMS
	SMS-Status-Report[TP-Status = “unsolicited”] from SMSC
	3GPP 23-040: use one of the TP-Status and TP-Failure-Cause reserved values for the “unsolicited” cause

	
	SMS-Deliver-Report[TP-Failure-Cause = “unsolicited”] from SMS-GMSC
	

	MMS
	MM4_delivery_report.REQ[MM-Status =  “unsolicited”]
	3GPP 23-140: add  MM-Status-Code  “unsolicited” to existing list

	IMS messaging
	message response[status code=403, cause = “unsolicited”]
	none

	SIP calling
	invite response[status code=403, cause=“unsolicited”]
	none

	IMS presence
	subscribe response[status code=403, cause=“unsolicited”]
	none

	Email
	SMTP: Content-Type = “X-Spam-Flag: YES”
	none



Table 3. Example of forward error messages in response to a SPAM message
As an alternative, an out-of-band channel such as HTTPS may be considered only for the communication server to indicate to the anti-SPAM server the message considered as SPAM by the user.
6.3.1.2 Impact of the solution
From a user perspective, the use of in-of-band signaling does not incur a cost for the user since the unsolicited messages failed to be delivered to the user. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for a message recipient to flag the sender as a spammer and ability to unflag any of the previously flagged senders.

· ability for the user to visualize the sender identity and the reception date and time of the messages that were refused by the UE
· ability to send an error message flagging SPAM to the communication server (see Table 2) when receiving a message from a sender previously flagged by the user as being a spammer.

From a network perspective, the solution does not introduce any additional traffic between the UE and the network but requires changes in the communication server and the anti-SPAM server. The communication server would need to provide the following functions:
· ability to recognize the new error cause in the delivery error message and to send a forward error message to the anti-SPAM server.
The anti-SPAM server would need to provide the following functions:

· ability to anonymize and store messages flagged as SPAM by a user

· ability to unflag a message previously flagged as SPAM by a user
6.4 Network marking SPAM messages 

This section is based on the anti-SPAM server function described in 6.1. It describes mechanisms to allow the network to mark the SPAM messages to the end user. By marking, we mean that the network indicates to the UE that it detected a particular message as being SPAM. We assume that the anti-SPAM server detects and marks the SPAM messages. The techniques for marking SPAM messages are independent of the mechanism used for detecting SPAM in the network. Nevertheless, the anti-SPAM server could take advantage of the information obtained by the SPAM flagging techniques described in Section 6.2 for detecting SPAM.

6.4.1 Marking using an out-of-band channel

This section describes a solution for the network to mark SPAM messages using an out-of-band channel and analyses its impact. We assume that the different messaging services share the same HTTPS session between the UE and the anti-SPAM server and that the UE and anti-SPAM server support GBA [28].
6.4.1.1 Description of the solution

We describe the scenario where the network marks a message sent by a spammer using HTTPS as shown in Figure 6. We assume in this scenario that the UE is able to establish an HTTPS session with the anti-SPAM server. The anti-SPAM server receives a message submission from the spammer, forwards it to the communication server that delivers it to the UE.  Upon receiving the message, the user clicks on a SPAM button on the UE. The UE then sends a HTTPS POST message to the anti-SPAM server containing the B-TID, the received message and a MAC of the received message computed using the Ks. The anti-SPAM server sends to the BSF a GBA authentication request indicating the B-TID. The anti-SPAM server receives in reply Ks and uses it to verify the MAC of the command. The anti-SPAM server anonymizes and stores the message. The anti-SPAM server receives another message submission from the spammer. The anti-SPAM server detects that the message is a SPAM, anonymizes it, stores it and forwards it to the communication server. The communication server then delivers the message to the UE. Upon receiving the message, the UE sends an HTTPS GET command to the anti-SPAM server containing the message. The anti-SPAM server sends back a response to the UE indicating that the message is SPAM. The UE automatically stores the message in the SPAM folder. 
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Figure 6. Example of SPAM marking using the HTTPS channel

6.4.1.2 Impact of the solution

From a user perspective, the use of an out-of-band channel could incur a cost for the user, in particular if the user is roaming abroad on a partner network. The cost for the user would depend on the communication channel used for marking SPAM and on the user tariff plan for this particular channel. 

From a terminal equipment perspective, the UE would need to support the following functions:
· ability for a message recipient to flag the sender as a spammer and ability to unflag any of the previously flagged senders.

· ability for the user to visualize in the SPAM folder the messages detected as SPAM by the network 

· support GPRS and GBA

From a network perspective, the solution has no impact on the communication server function. The anti-SPAM server would need to provide the following functions:

· ability to detect a SPAM message, anonymize it and store it.

· ability to receive and respond to a request from the UE to determine if a message is SPAM.

Furthermore the solution adds signaling load between the UE and the anti-SPAM server.

Some optimizations of this scenario can be considered. For example, the UE can only send a hash value of the message in the HTTPS GET command and the anti-SPAM server would return the full content of the message only if it detected a SPAM message with the same hash value previously.

Other out-of-band channels can be considered as an alternative to HTTPS. A particular messaging service such as SMS, MMS, or IMS messaging can be dedicated for marking the SPAM messages. However in this case the UE should be able to authenticate the message marked SPAM as originating from the network to prevent malicious SPAM marking. One possible solution in this case could be to use GBA [28].

6.4.2 Marking using an in-band channel

This section describes a solution for the network to mark SPAM messages using an in-band channel and analyses its impact. 

6.4.2.1 Description of the solution

We describe the scenario where the network marks a message sent by a spammer using the message signaling protocol as shown in Figure 7. The anti-SPAM server receives a message submission from the spammer and forwards it to the communication server that delivers it to the UE. After reading the message, the user realizes that the message is SPAM and clicks on a SPAM button on the UE, which moves the message to a SPAM message folder and stores the identity of the message sender in a spammers list. The UE receives another message from the spammer, detects that the message sender is in the spammers list, stores the header in the spam folder and sends a delivery error message to the communication server as described in Section 6.1.2.1. The communication server then sends a forward error message to the anti-SPAM server as described in Section 6.2.2.1. The anti-SPAM server receives a message submission from the spammer. The anti-SPAM server detects that the message is a SPAM, marks it and forwards it to the communication server. Upon receiving the marked message, the communication server delivers the message with the mark to the UE. The UE automatically stores the header of the marked message in the SPAM folder and sends a delivery error message to the communication server as described in Section 6.1.2.1. The communication server then sends a forward error message to the anti-SPAM server as described in Section 6.2.2.1.
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Figure 7. Example of SPAM marking using the in-band approach

In the case of SMS messaging, the anti-SPAM server acts as a proxy to the SMSC by filtering the SMS sent to the home SMSC. The anti-SPAM server can mark an SMS-Submit sent to the communication server using a new Data Coding Scheme that we call “Message marked by the network as unsolicited” as shown in Table 2. Upon receiving the SMS-Submit, the communication server copies its Data Coding Scheme in the SMS-Deliver sent to the UE. The anti-SPAM server can also act as a proxy to the SMS-GMSC by filtering the SMS sent by foreign SMSCs. In this case, the anti-SPAM server can mark an SMS-Deliver sent to the communication server using the new Data Coding Scheme. Upon receiving the SMS-Deliver, the communication server copies its Data Coding Scheme in the SMS-Deliver sent to the UE.

In the case of MMS messaging, the anti-SPAM server acts as a relay to the MMS server. The anti-SPAM server can mark the MM4_forward.REQ sent to the communication server by adding “X-Spam-Flag: YES” to the Content type information element of the message. After receiving the MM4_forward.REQ, the MMS server copies its Content type in the MM1_retrieve.RES sent to the UE.

In the case of IMS messaging, the anti-SPAM server acts as a proxy to the list server. The anti-SPAM server can mark a message request sent to the list server by appending “X-Spam-Flag: YES” to the Content-Type header field. The list server then forwards the marked message request to the UE.

In the case of IMS calling, the anti-SPAM server acts as a proxy to the S-CSCF. The anti-SPAM server can mark a SIP invite request sent to the S-CSCF by appending “X-Spam-Flag: YES” to the Content-Type header field. The S-CSCF can then forwards the marked invite request to the UE.

In the case of IMS presence, the anti-SPAM server acts as a proxy to the presence server. The anti-SPAM server can mark a subscribe request sent to the presence server by appending “X-Spam-Flag: YES” to the Content-Type header field. The presence server then forwards the marked subscribe request to the UE.
In the case of  email, the anti-SPAM server acts as an SMTP relay to the mail server. The anti-SPAM server can mark a mail sent to the mail server by appending “X-Spam-Flag: YES” to the Content-Type header field. The UE then retrieves the marked mail using the POP3 RETR or IMAP4 FETCH commands.

	service
	message forward marked as SPAM
	standard change required

	SMS
	SMS-Submit[TP-Data-Coding-Scheme = “Message marked by the network as unsolicited”] to SMSC
	3GPP 23-0038: use one of the reserved coding groups in the SMS data coding scheme.

	
	SMS-Deliver[TP-Data-Coding-Scheme = “Message marked by the network as unsolicited”] to SMS-GMSC
	

	MMS
	MM4_forward.REQ[Content type = “X-Spam-Flag: YES”]
	none

	IMS messaging
	message request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS calling
	invite request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS presence
	subscribe request[Content-Type = “X-Spam-Flag: YES”]
	none

	Email
	SMTP: Content-Type = “X-Spam-Flag: YES”
	none



Table 4.  Example of forward messages marked as SPAM
	service
	message delivery marked as SPAM
	standard change required

	SMS
	SMS-Deliver[TP-Data-Coding-Scheme = “Message marked by the network as unsolicited”]
	3GPP 23-0038: use one of the reserved coding groups in the SMS data coding scheme.

	MMS
	MM1_notification.REQ[Element-Descriptor : Content type = “X-Spam-Flag: YES”]
	none

	IMS messaging
	message request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS calling
	invite request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS presence
	subscribe request[Content-Type = “X-Spam-Flag: YES”]
	none

	Email
	POP3, IMAP4: Content-Type = “X-Spam-Flag: YES”
	none



Table 5. Example of delivery messages marked as SPAM

6.4.2.2 Impact of the solution

From a user perspective, the use of in-of-band signaling does not incur a cost for the user since the message mark does not add any additional signaling between the UE and the network.

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability to recognize a message marked as SPAM by the network (see Table 2). 

· ability for a message recipient to distinguish the messages marked as SPAM from the messages not marked as SPAM.

From a network perspective, the solution has an impact on both the communication server and the anti-SPAM server functions. The anti-SPAM server would need to provide the following functions:

· ability to detect a message as SPAM.

· ability to send a message marked as SPAM to the communication server (see Table 2).

The communication server would need to provide the following functions:

· ability to receive a message marked as SPAM from the anti-SPAM server

· ability to send a message marked as SPAM to the UE (see Table 2).

Marking messages using in-band signaling requires a change in the standards to support the SMS service. One of the reserved coding groups in the SMS data coding scheme could be used to define the new “Message marked by the network as unsolicited” data coding scheme. An alternative for marking SMS would be to add information in the user data header of the SMS. However it could happen using such technique that users may by mistake mark their own SMS as SPAM.
7  Evaluation of the anti-SPAM solutions 

Editor's Note:   This section intends to provide the advantages/disadvantages of each of the mechanisms against existing and other competing proposals. 

Annex A:
Change history

It is usual to include an annex (usually the final annex of the document) for reports under TSG change control which details the change history of the report using a table as follows:

	Change history

	Date
	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	2009-05
	
	
	
	
	Creation of the document
	
	0.1

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Anti-SPAM


Server





Communication


Server





Spammer





UE









_1259063446.doc


[image: image1]

 SHAPE  \* MERGEFORMAT 
[image: image2]
[image: image3]

UE







delivery error [“unsolicited”]







message submission







UE stores sender identity in spammers list







message submission







message forward







UE







 message delivery 







Message Server







Anti-SPAM Server







Anti-SPAM Server







 message delivery 







message submission







User clicks on the SPAM button







Spammer







message forward







Anti-SPAM Server







Spammer







message forward







 message delivery 







UE stores sender identity in spammers list







message forward







UE







Communication Server







 message delivery 







Message Server







Spammer







Server treats delivery error as unspecified error







message forward







User clicks on the SPAM button







UE stores sender identity in spammers list







message forward







User clicks on the SPAM button







 message delivery 







 message delivery 







message submission







delivery error [“unsolicited”]







message submission







message submission







delivery error [“unsolicited”]







UE moves message to SPAM folder







UE recognizes SPAM and stores header in SPAM folder












_1259074082.doc


[image: image1]









User clicks on SPAM button







 message delivery 















UE







Server verifies successfully the MAC using Ks







Communication Server











Anti-SPAM Server











message forward



















Server detects SPAM but does not block it



























GBA: auth request[B-TID]















message submission







Spammer











BSF







Server detects a SPAM and blocks it for the user











HTTPS: POST / B-TID, “block SPAM”, MAC















message submission























GBA: auth response[Ks]












_1262607738.doc


[image: image1]

 SHAPE  \* MERGEFORMAT 
[image: image2]
[image: image3]

UE







delivery error [“unsolicited”]







message submission







UE stores sender identity in spammers list







message submission







message forward







UE







 message delivery 







Message Server







Anti-SPAM Server







Anti-SPAM Server







 message delivery 







message submission







User clicks on the SPAM button







Spammer







message forward







Anti-SPAM Server







Spammer







message forward







 message delivery 







UE stores sender identity in spammers list







message forward







UE







Communication Server







 message delivery 







Message Server







Spammer











message forward







User clicks on the SPAM button







UE stores sender identity in spammers list







message forward







User clicks on the SPAM button







 message delivery 







 message delivery 







message submission







delivery error [“unsolicited”]







message submission







message submission







delivery error [“unsolicited”]







UE moves message to SPAM folder







UE recognizes SPAM and stores header in SPAM folder







forward error [“unsolicited”]







Server anonymizes and stores message
















_1262607474.doc


[image: image1]

 SHAPE  \* MERGEFORMAT 
[image: image2]
[image: image3]

UE







delivery error [“unsolicited”]







message submission







UE stores sender identity in spammers list







message submission







message forward







UE







 message delivery 







Message Server







Anti-SPAM Server







Anti-SPAM Server







 message delivery 







message submission







User clicks on the SPAM button







Spammer







message forward







Anti-SPAM Server







Spammer







message forward







 message delivery 







UE stores sender identity in spammers list







message forward







UE







Communication Server







 message delivery 







Message Server







Spammer







message submission







message forward







User clicks on the SPAM button







UE stores sender identity in spammers list







message forward







User clicks on the SPAM button







 message delivery 







 message delivery 







message submission







delivery error [“unsolicited”]







message submission







message submission







delivery error [“unsolicited”]







UE moves message to SPAM folder







UE recognizes SPAM and stores header in SPAM folder







forward error [“unsolicited”]







Server anonymizes and stores message







Server detects that message is SPAM







message forward [“SPAM”]







 message delivery [“SPAM”]







forward error [“unsolicited”]







UE recognizes SPAM and stores header in SPAM folder







delivery error [“unsolicited”]












_1259063472.doc


[image: image1]









User clicks on the SPAM button







 message delivery 















UE







Server verifies successfully the MAC using Ks







Communication Server











Anti-SPAM Server











message forward



















UE stores message in SPAM folder



























GBA: auth request[B-TID]















message submission







Spammer











BSF







Server detects  SPAM and blocks it for the user











HTTPS: POST / B-TID, message, MAC















message submission







Server anonymizes and stores message



















GBA: auth response[Ks]












_1259063523.doc


[image: image1]

Server detects  SPAM, anonymizes and stores message







HTTPS: 200 OK “SPAM”







User clicks on the SPAM button







 message delivery 







HTTPS: GET / message











UE







Server verifies successfully the MAC using Ks







Communication Server











Anti-SPAM Server











message forward















UE stores message in   SPAM folder







UE stores message in SPAM folder



























GBA: auth request[B-TID]











message forward







message submission







Spammer











BSF











 message delivery







HTTPS: POST / B-TID, message, MAC















message submission







Server anonymizes and stores message



















GBA: auth response[Ks]












_953458302.unknown

