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1
Introduction
For e2m media plane security clause 7.2.4 in TR 33.828 contains a description of how a key mixing scheme, mixing an end-point generated key and a key derived from IMS AKA, can be used to increase security in e2m media plane protection. This contribution clarifies the intended use of the scheme. 
2
Analysis
Clause 7.2.4 is ended with an Editor's note stating: This approach (i.e. key mixing) is only applicable when media needs to be encryption, but signalling does not need to be encrypted. This statement is only partly correct. It is right in the sense that the effect of the key mixing is most prominent when signalling is not encrypted; the key mixing would guarantee that intercept of the plain signalling wouldn't help a wiretapper in the signalling plane to obtain the media in plaintext. But the note is wrong in stating that the mixing can only be applied in this case. Nothing would prevent the system from always doing the mixing when IMS AKA is used for user authentication and media protection is e2a. Applying key mixing also when the SIP signalling is confidentiality protected would not give any substantial increase in security but would neither be detrimental. It would however help converge procedures and avoid having to handle different security set-up cases, given that a shared key exists. Thus it would from a systems point of view be beneficial to always include key-mixing when IMS AKA is used for user authentication and media protection is e2m. 

For key-mixing to work reliably the terminal has to be able to securely determine if the protection is e2ae or e2e; both the SDES solution and TBS with unprotected tickets would allow setting up security either way. So the issue is how the terminal is informed of where the other termination point is located; the network will of course always have sufficient information. Note here that information about the where the "other" end point is, is not only needed to determine if key-mixing should be performed but also to be able to inform/give the user assurance about the provided scope of the protection. In clause 6.3 on coexistence of e2ae and e2e media protection this type of signalling issues are discussed and procedures are proposed which, possibly with minor extensions, would provide the terminal with the needed information. 
3
Conclusion
It has been shown that key mixing is a mechanism which in a simple and uniform way can help provide strong security for e2m in more IMS deployment cases than when confidentiality protected SIP signaling is required. There is no or only negligible impact on signaling. 
4
Proposal
It is proposed that the pCR below is approved for inclusion in TR 33.828.
pCR

*****  Start of change  *****
7.2.4 
Access security set-up with key mixing

A further enhancement of the methods described in clause 7.2 is the following method of key mixing.

The security of e2m media plane protection is under current assumptions in the TBS (unprotected ticket) and SDES solutions based on that SIP signalling between terminal and P-CSCF is secure. This means that media plane security cannot be guaranteed if this signalling link is unprotected or only integrity protected; confidentiality protection is thus required for the SIP signalling.  

Note that it would be possible to combine the use of end-point generated keys as described for TBS and SDES with a shared secret as describe here in clause 7.2 by mixing the two keys together. If we do this, the requirement on having SIP signalling confidentiality protected over the access link would go away when a shared secret exists and the security would in general be improved. Adopting a solution including such key mixing would mean that the solution would be able to cope with both the situation that a shared secret exists and the situation that there is no shared secret. 
The effect of the key mixing would of course be most prominent when SIP signalling is unencrypted; the key mixing would guarantee that intercept of the plain signalling wouldn't help a wiretapper in obtaining the media key in plaintext. Applying key mixing also when the SIP signalling is confidentiality protected would not give any substantial increase in security but would neither be detrimental. It would however help converge procedures and avoid having to handle different security set-up cases, given that a shared key exists. Thus it would from a systems point of view be beneficial to always include key-mixing when IMS AKA is used for user authentication and media protection is e2a.
To have a straightforward solution it could be considered to use key-mixing only when user authentication is based on ISIM and AKA. In this case the Ck, Ik will be available in the P-CSCF and a key which could be combined with an end-point generated key could, as indicated in clause 7.2.1, easily be derived. Note that there is no requirement that the initiating end requests that such key mixing takes place as both ends will a priori know when ISIM and AKA is used for authentication and the terminal will by signalling know the location of the other media security termination point.

Assume that an initiating terminal generates a key K_ep and that the terminal and the P-CSCF share Ck and Ik, the key to be used for media protection could in principle be derived as K = PRF(Ck, Ik,  K_ep).


*****  End of changes  *****
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