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	The behaviour of the ME w.r.t. storage of EPS NAS security context at power off and power on is unclear and not completely defined.
For handling of EPS security contexts at power off, some clarifications are needed. 

1) It is not clear that the handling of EPS security contexts during power-off, the description ‘…the ME does not have a native EPS NAS security contexts…’ conflicts with ‘any existing native EPS NAS security context stored …in non-volatile memory of the ME’. In this scenario, the context that case (a) described should be clarified
2) The description about storage of native EPS NAS security context during UE powers off is NOT clear. Since the ME may have more than one native NAS security context, it is suggested to store the current native one and delete other native ones if any in order to simply following processes.

When UE transits from ECM-CONNECTED to ECM-IDLE, it is specified the EPS NAS security context in USIM or non-volatile memory of ME shall be updated with the native EPS NAS security context, but the case current EPS NAS security context is a mapped one is missed.

	
	

	Summary of change:
(

	· 6.4: It is defined that the native EPS NAS security context that was last activated is stored on the UICC or non-volatile ME memory. This is in line with UMTS (See NOTE 3 in clause 8.3.6.3 of TS 25.331).

· 6.4: Definition of the behaviour of the UE if no native EPS NAS security context can be found either on the USIM or in non-volatile memory at power on.
· 6.4: Clarification that it is only the native EPS NAS security context that can be stored; never the mapped one.
·  Make it clear that if the ME does not have a native EPS NAS security context in volatile memory, any existing native EPS NAS security context stored on the UICC or in non-volatile memory of the ME shall be marked as invalid.
· Make it clear that if ME has more than one native EPS NAS security contexts during power off, only the current EPS NAS security context shall be stored.

· When UE transits from CONNECTED to IDLE state, the current EPS NAS security context shall be stored no matter it is a native one or mapped one.
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	· Undefined which EPS NAS security context shall be stored at power-off; storage of EPS NAS security context will not work as intended.

· Undefined behaviour of the UE in case it cannot find a stored EPS NAS security context at power on.

· Unclearity wheter a mapped EPS NAS security context can be stored in the EMM parameters file or non-volatile ME memory.
· Amphibolous and incomplete spec. It will lead to misunderstanding about the handling of EPS NAS security context.
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*** BEGIN 1st CHANGE ***
6.4
Handling of EPS security contexts

Any EPS security context shall be deleted from the ME if:

a) the UICC is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that a UICC different from the one which was used to create the EPS security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no UICC has been inserted to the ME.

KASME shall never be transferred from the EPC to an entity outside the EPC.

Storage of the EPS NAS security context in the UE during power-off: 

a) If the ME does not have a native EPS NAS security context in volatile memory, any existing native EPS NAS security context stored on the UICC or in non-volatile memory of the ME shall be marked as invalid. 
b) If the ME has one or more native EPS NAS security contexts (e.g., one could be current and another could exists due to a recent EPS AKA run), the current EPS NAS security context shall be stored and the other native EPS NAS security contexts shall be deleted if any.
c) If the USIM supports EMM parameters storage, then the ME shall store the native EPS NAS security context parameters on the USIM, mark the native EPS NAS security context on the USIM as valid, and not keep the native EPS NAS security context in non-volatible ME memory. 

d) If the USIM does not support EMM parameters storage, then the ME shall store the native EPS NAS security context in a non-volatible part of its memory, and mark the native EPS NAS security context in its non-volatile memory as valid.

After power-on of the ME, the ME shall retrieve native EPS NAS security context stored on the USIM if the USIM supports EMM parameters storage and if the stored native EPS NAS security context on the USIM is marked as valid. If the USIM does not support EMM parameters storage the ME shall retrieve the stored native EPS NAS security context from its non-volatile memory if the native EPS NAS security context is marked as valid. If the ME cannot retrieve native EPS NAS security context from any of these two places, the ME shall signal "no key available" in the Attach Request.

NOTE: Only native EPS NAS security context is stored in the EMM parameters file on the USIM or in non-volatile ME memory. A mapped EPS NAS security context is never stored in these two places.

BEGIN 2nd CHANGE ***
7.2.6.3
ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the corresponding UE. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions:

· The eNB and the UE shall delete the AS security context

· MME and the UE shall keep the EPS NAS security context stored. MME shall delete NH and NCC.

If the USIM supports EMM parameters storage, then the ME shall update the EPS NAS security context parameters on the USIM with its current EPS NAS security context and mark the EPS NAS security context on the USIM as valid. Otherwise, the ME shall update the EPS NAS security context in its non-volatile memory with the current EPS NAS security context and mark the EPS NAS security context in its non-volatile memory as valid.
*** END CHANGES ***
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