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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
It is proposed that SA3 should consider other possible measures to deal with security between LTE and HRPD which is different from the interworking between LTE and untrusted non-3GPP access. 
2
References

(Reference - in list form - should be made to previous SA5/3GPP/etc. documents.)
[1] 3GPP TS 23.402

3
Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

3.1 Introduction

In Rel-8, two handover mechanisms have been identified and documented in TS 23.402, handover without optimizations and handover with optimizations. SA3 has decided to perform handover with optimizations, namely authentication during pre-registration for the sake of cutting down the delay of interworking and some secure considerations when performing handover between 3GPP and non-3GPP. There are some problems still exist, such as the insecure AAA client which performs the implicit authentication and the user’s identity management, etc. The insecure AAA client issue indicated that the function of AAA client lies entirely in the WLAN Access Point (AP), for I-WLAN access, it is not secure as MME for LTE access. For the user’s identity management, it is difficult to ensure the “temporary identity format” of the source access network is compatible with that of the target access network. If the authentication is implemented during pre-registration, some problems could also be noticed, such as the issue of EAP-AKA signalling burden and the issue of unsafe transmission of EAP-AKA signalling over the S101 over the air interface when different RAT belongs to different operator.

3.2 Background

In SA3#49, SA3 analysed and discussed in detail why to choose authentication during pre-registration when performing handover between 3GPP and non-3GPP access. There are some reasons as follows, for instance, the derivation of keys from source system to target system is too simple, untrusted non-3GPP access are not considered sufficiently secure, AAA client is in the unprotected environment in WLAN or WIMAX and so on. Therefore, SA3 concluded that authentication shall be used during pre-registration with the protection over S101 interfaces. With no doubt, when performing handover between 3GPP and untrusted non-3GPP access (WLAN), the insecure problems discussed above exist. But HRPD belongs to trusted non-3GPP access, which should be distinguished and handled differently from the untrusted non-3GPP access (WLAN). Additionally, both HRPD and LTE accesses may belong to the same operator. 
This contribution aims to point out that if the authentication during pre-registration procedures is used when performing optimized handover between 3GPP and non-3GPP accesses, it will bring some insecure issues. That is, the conventional authentication during pre-registration method is used when performing handover between 3GPP and untrusted non-3GPP access (WLAN). But another mechanism should be considered when performing handover between LTE and HRPD,
3.3 General
The following aspects should be considered when analyzing security issues for authentication during pre-registration between LTE and HRPD:

a) Secure access and entities security 

b) The possibility of key derivation

c) Privacy and Identity Management

d) Signalling burden 
3.3.1 Secure access and entities security
It is known, HRPD is categorized as a trusted non-3GPP access. The security architecture of HRPD access includes security method over air interface, access authentication, and authentication in core network. Trusted access categorization is based on operator own policy and agreement, however, it is generally well recognized that HRPD is considered a trusted non-3GPP access. This is also evident from the use of non-3GPP access as the authenticator in EAP-AKA. Some security threats in untrusted non-3GPP access network do not exist in the trusted non-3GPP access, for example, the threats come from WLAN. 

Secondly, it is presumed that the operator is the same one when performing the interworking between 3GPP and non-3GPP. Although no secure protection existing in S101 and S103, the transmission over them is regarded secure. But in some country, there is one scenario that different RATs belongs to different operators. Then the security transmission over S101 will not be secure. And the result will bring security threats to the network. If establishing negotiation or agreements upon core network between different operators or different RAT access network which belongs to the same operator, and transferring the signalling that carried security information via the trusted core network security association, it will be a security enhancement than the currently mechanism of singling transmission over air interfaces.
3.3.2 The possibility of key derivation
The authentication mechanism in HRPD may be EAP-AKA’, and CK’/IK’ comes from CK/IK in AKA. In LTE, KASME is derived from the interim key CK/IK too, so the derivation of Key has the consistency to some extent. Although UE is logging in LTE or HRPD, the access network is different. But the security contexts or keys have the similar derivation method. So the more rigorous key derivation method in different system needs to be researched further.

3.3.3 Privacy and Identity Management

During the handover from source system to target system, UE should associate its identity in different system. In LTE, the temporary identity is GUTI, it is associated with IMSI. The privacy of user’s identity can be achieved by GUTI. In HRPD, the pseudonyms are also associated with IMSI. The privacy of user identity can be achieved by pseudonyms. Although UE is logging in LTE or HRPD, the security contexts belong to UE identified with different temporary identities. But both of the temporary identities are related to IMSI. So the different temporary identities can always be associated with each other. And it provides the possibility of the security context transfer between LTE and HRPD.

3.3.4 Signalling burden
Besides fetching the AV from HSS, the full EAP-AKA authentication needs abundant exchanges if we choose to perform authentication during pre-registration when UE hands over from LTE to HRPD. It increases the signalling burden for both UE and network. Reducing the unnecessary EAP-AKA always has a big benefit to the whole system. So we suggest utilizing security context transfer when performing handover between LTE and HRPD to avoid unnecessary EAP-AKA.

4
Detailed proposal

As discussed above, authentication during pre-registration procedures when performing handover between LTE and HRPD interworking in Rel-8 may not be an optimal solution in certain deployments. Another more optimal optional solution should be considered, e.g., security context transfer between LTE and HRPD.
It is proposed that another mechanism other than pre-registration authentication should be considered by SA3 in Rel-9 to address security of LTE and HRPD interworking, such as security context transfer. It is kindly to suggest SA3 to consider the essentiality to study the issue above and specify a secure mechanism.

