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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
This contribution analyzes the continuing lifetime of keys on Inter-RAT mobility and focuses on the backward compatibility issue.
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References

(Reference - in list form - should be made to previous SA5/3GPP/etc. documents.)
[1] TS 33.102

[2] TS 33.401

[3] TS 24.301
[4] S3-090508
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Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

Introduction

In S3-090508 from Huawei, presented at SA3#54bis, the continuation of key lifetime on Inter-RAT mobility was discussed in the SA3. The following issues were pointed out in this meeting:

 1. How to handling the backward compatibility, if the proposed solution in S3-090508 is used.

2. How can MME be aware of the UE’s capability?
This contribution and related CR gives the analysis and proposal on the above issues.
Analysis
3.1 How to hand the backward compatibility
3.1.1 General
There are should be two kinds of ME and MME respectively:
· ME: The ME is a legacy terminal (e.g.Pre- R8）that did not have the START/NAS COUNT transform function and also not aware of the derived START/NAS COUNT value sent from the MME.

· ME+: The ME is an enhanced terminal that having the START/NAS COUNT transform function and is aware of the derived START/NAS COUNT value sent from MME. It also can set its START/NAS COUT capability and indicate it to the MME. 

· MME: The MME is a legacy MME (e.g. Pre-R8 MME) that neither has the START/NAS COUNT transform function nor aware of the START/NAS COUNT transform capability that UE indicates. .

· MME+: The MME is an enhanced MME having the START/NAS COUNT transform function and also aware of the START/NAS COUNT transform capability that UE idicates. 

There are four sets of permutation and combination, including { ME and MME},{ME and MME+}, {ME+ and MME}, {ME+ and MME+}. The following subclauses will disccuss the possible solutions in these four scenarios.

3.1.2 Case 1 (There are ME and MME)
In this case, the handling of START/NAS COUNT on inter-RAT mobility is the same as Release 8, i.e. the SATRT/NAS COUNT value is set to 0.

3.1.3 Case 2 (There are ME and MME+)
In this case, the ME will not indicate its START/NAS COUNT transform capability to network side. Through checking whether UE having indicates its START/NAS COUNT transform capability, the MME+ will know the ME is a legacy terminal and act as a legacy MME and then sets the START/NAS COUNT value to 0.

3.1.4 Case 3 (There are ME+ and MME)
In this case, the ME+ should indicate its START/NAS COUNT capability to network side. The START/NAS COUNT transform capability can be included in UE security capability. After receiving the UE security capability, the MME will ignore the START/NAS COUNT transform capability indication included in UE security capability and act as a legacy MME i.e. set the START/NAS COUNT value to 0 .

3.1.5 Case 4 (There are ME+ and MME+)
In this case, the ME+ should indicate its START/NAS COUNT capability to network side. After receiving the  UE’s START/NAS COUNT transfer capability indication, the MME+ will transform the key lifetime value to proper format to continue the lifetime of the keys. The detailed derivation procedure was described in S3-090508.

3.2 How can MME be aware of the UE’s capability?
This issue is a part of the compatibility issue. As above description, the UE sets its START/NAS COUNT transform capability indication and includes it in UE security capability information. For example, The UE security capability can be sent to the MME included in TAU Request or Forward Relocation Request message as a part of UE’s network capability. This capability indication transfer can be done within LTE network or through interworking (e.g，from UTRAN to eUTRAN). 
Another method is that the ME+ is a later release ME. It can send its version information to MME+, and then MME+ can also find the UE’s START/NAS COUNT transform capability through UE’s version information.
Through above analysis, MME can know whether UE supports the START/NAS COUNT transform function, and set the initial lifetime value of the drived mapping key properly based on this capability information. And the backward compatibility issue can be handled in the same principle.
4
Detailed proposal

It is proposed for SA3 to discuss above in detail and approve the CRxxx.

