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Abstract of the contribution:

This contribution provides the description of integrity validation result inquiring to the MCIM application re-provisioning procedure in TR33.812.
1 Introduction

In the alternative 1a, there is a guiding principle, that the PVA validates the authenticity and integrity of the M2ME before the SHO authorizes provisioning of the MCIM application to the M2ME. When the M2ME changes to a new operator, the new SHO also requests the PVA to validate the authenticity and integrity of the M2ME before authorizing the provisioning of the MCIM application to the M2ME.  
In some cases (e.g. traffic lights), there is fairly low possibility for the M2MEs to be tampered and attacked, and that the validated integrity components mostly are fixed. It means that for each validation of M2ME in these cases, the result of the integrity validation implemented by the PVA is almost the same. 

When a huge number of the M2MEs in the above cases need to change to a new operator at the same time, the NSHO shall request the PVA to validate these M2MEs. Validating all the M2MEs synchronously will result in the heavy loads to the PVA and also to the network. It means some challenge will be brought to the traditional network band and network capability.
This contribution provides an integrity validation result inquiring method, i.e. the PVA issues the integrity validation result of the M2MEs to the IVP (Integrity Validation Publisher), and the NSHO can inquire the integrity validation result from the IVP. In this way, the loads of the PVA will be reduced greatly, and the efficiency of remote subscription provisioning and change will be improved for the time saving.  
2 Proposal
We kindly ask SA3 to agree the following P-CR into TR33.812.
********************************************BEGIN 1st CHANGE******************************************************

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ACL
Access Control List

ADSL
Asymmetric Digital Subscriber Line

AN
Access Network

AV
Authentication Vector 

BOOTP
BOOTstrap Protocol

CCIF
Connectivity Credentials Issuing Function

DdoS
Distributed Denial of Service (attack)

DHCP
Dynamic Host Configuration Protocol

DM
Device Management

DPF
Downloading and Provisioning Function

DRF
Discovery and Registration Function

HO
Home Operator

ICF
Initial Connectivity Function

ICSP
Initial Connectivity Service Provider

IP
Internet Protocol
IVF                    Integrity Validation Function
MCIM
Machine Communication Identity Module

MITM
Man In The Middle (attack)

MMI
Man-Machine Interface

M2M
Machine-to-Machine

M2ME
M2M equipment

NGN
Next Generation Network

OCSP
Online Certificate Status Protocol

OMA
Open Mobile Alliance

PCID
Provisional Connectivity IDentity

PfC
Platform Credential
PKCS
Public Key Cryptography Standard

PKI
Public Key Infrastructure

PN
Personal Network

PNM
Personal Network Management

PS
Packet Switched
PVA
Platform Validation Authority

RAM
Remote Application Management

RFM
Remote File Management
RO
Registration Operator

SHO
Selected Home Operator
TCG
Trusted Computing Group

TRE
Trusted Environment
VNO
Visited Network Operator

WLAN
Wireless Local Area Network
********************************************End of the 1st Change******************************************************
********************************************BEGIN 2nd CHANGE******************************************************
5.1.3.6.8
Platform Validation Authority (PVA)

PVA is the authority responsible for validation of credentials used to verify the M2M equipment as a trusted platform. PVA is also the issuer responsible for the issuing of the M2ME’s integrity validation result (including integrity validation success and a list of validated M2ME components). Platform here refers to an environment of the M2ME that must be protected and secured against compromises and provide secure execution and storage functionality. 
        NOTE:    PVA shall issue the M2ME’s integrity validation result to Integrity Validation Function (IVF). The IVF is a logical function on the PVA. It may also be a logical function on the OSHO or a separate physical entity. The IVF can provide the integrity validation result to the new SHO.
NOTE 1: 
PVA may also issue platform credential (PlC) rather than only validate the PfC. If PVA issues PC, the function/role of the PVA could be performed by one (e.g. OCSP) or more commercial organizations that are trusted to issue and then later validate such credentials.  
The PVA function supports the following:
· Validation of platform credentials (PfC) that assert the authenticity and integrity of the M2ME as a platform to hold the MCIM application and credentials; 

NOTE:  The PfC may be created by the M2MES and obtained by the PVA for future validation when a PfC is presented for a validation-service requesting entity. 

NOTE 2: 
The content and format of a PfC can have, e.g. the following variations. PfC may contain several parts some of which are device-specific and some common to a group of devices. E.g., (1) an M2M ES public key to act as the root of trust for verification (public, common), (2) a device-specific private key stored in the M2ME (secret, device-specific), (3) a certificate issued to the corresponding public key by the M2M ES (public, device-specific) asserting the expected system state of the M2ME.  In this scenario, PfC needs to be obtained by PVA in advance of the manufacture in a secure manner; is embedded or initialized in the M2ME during manufacture; and can be provided along with other information during platform validation . 

· Provides the DPF and SHO with information related to the success or failure of the validation of the M2ME. 
· Issues the integrity validation results to the IVF.
· Provides the NSHO with the integrity validation result of the M2ME. 
In case remote update of the M2M equipment’s SW/FW requires a new PfC, the PVA must be able to obtain the new PfC.  
********************************************End of the 2nd Change******************************************************
********************************************BEGIN 3rd CHANGE******************************************************

5.1.3.7.1
Network Interactions for U/ISIM Provisioning in case of 3GPP Access  

The following steps constitute one set of example procedures whereby the downloading and provisioning of MCIM on the M2ME can take place where the M2ME accesses a 3GPP VNO’s network in its initial network access. Thus, the VNO provides the air interface to the M2ME in this scenario:
1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 

NOTE: 
 In order to be able to perform client authentication for initial attachment to the VNO’s network, the M2ME may need to support an algorithm which is shared by all the M2ME’s and the VO. Such an algorithm could be MILENAGE, with customization parameters that are common. It is not possible to use a proprietary algorithm.

2. The VNO contacts an RO’s (ICF). Note that in some cases the RO may be co-located with the VNO.

3. The RO transfers AVs for the claimed PCID to the VNO.  The VNO uses these to authenticate the PCID/M2ME. 

4. If authentication of the PCID/M2ME by the VNO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at RO and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to RO.
5. The M2ME connects to the RO using IP connectivity provided by the VNO’s network. Internally, the RO forwards the PCID from its ICF to its DRF function. 
6. The RO assists the M2ME in discovering its SHO, or the RO itself discovers the correct SHO for the M2ME. OMA BOOTP could be used, as described elsewhere in the present document.

7. The RO connects to the SHO and registers the M2ME for connection to the SHO’s network.

8. The SHO requests a PVA (or requests the RO to request the PVA) to validate the authenticity and integrity of the M2ME. 

9. The PVA validates the authenticity and integrity of the M2ME.

10. The PVA sends the validation results back to the SHO and issues the integrity validation result to the IVF.

11. The SHO, upon receiving a positive validation, contacts  the RO (DPF function) and authorizes provisioning of the MCIM application to the M2ME.

12. The RO (DPF function) downloads a MCIM object to the M2ME.

13. The M2ME provisions the downloaded MCIM into the TRE and reports the success/failure status of the provisioning to the RO (DPF function). 
14. The RO (DPF function) reports the success/failure status of the provisioning back to the SHO.

Note that the steps described in 1. to 14. above must be further assured of appropriate types and levels of security. For example, the steps 10 to 14, involving the downloading and provisioning of the MCIM, may be secured by use of the OMA DM protocol and the RO (DPF function) (acting as service). In another example, the steps involving the validation of the M2ME (and/or the TRE) may be done by way of using the Online Certificate Status Protocol (OCSP) protocol and the PVA (acting as a server). 

The above steps are depicted in the following figure. Note that in this figure, the dark-green arrows indicate connections between the operators, service providers, and validation authorities, and black solid arrow indicates the air interface for the initial network access from the M2ME to the VNO’s network, and the blue dashed arrows indicate the connections between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network, and the blue dotted arrows indicate the connections between the M2ME and the RO (DRF and DPF functions) and the PVA, over the air interface of the VNO’s network and the IP connectivity provided by the RO (ICF function). 
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Figure 5.1.3.7.1-1: Network authentication and MCIM Provisioning in the M2ME, in the case of 3G authenticated access 
In many real-life situations, there are only two operators physically present to provide access and services for an M2ME. They would be an RO (incorporating ICF, DRF and DPF) and an SHO. In such cases, the RO would also be the VNO that the M2ME initially accesses. 

Further, we can also envision that in some cases the role of the PVA and the DPF may be hosted by the SHO. 

Furthermore, in some cases, the VNO and SHO could be the same physical operator, although they will be logically separate entities until the M2ME has declared the identity of its SHO.

These many alternative sets of network interactions are not shown in this document.
********************************************End of the 3rd Change******************************************************
********************************************BEGIN 4th CHANGE******************************************************

5.1.3.8.4.2 
Re-provisioning using connectivity provided by old SHO
One way of doing this is by conducting the re-provisioning using connectivity provided by the old SHO. In this section, an example of steps for re-provisioning of a new MCIM due to a change of SHO is described as in the following: 

1) The M2ME subscriber contacts the NEW SHO and transfers the M2ME’s parameters.

2) The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning.

3) The new SHO requests the PVA to validate the authenticity of the M2ME and inquires an IVF for the integrity validation result of the M2ME. 
NOTE: If the integrity validation result is not available on the IVF or M2ME’s components need to be validated according to the requirement of the new SHO are different from the old SHO, the new SHO shall request the PVA to validate the integrity of the M2ME.
4) The PVA validates the authenticity of the M2ME and the IVF provides the integrity validation result to the new SHO, if the integrity validation result of the M2ME is available on the IVF. Otherwise, the PVA validation the authenticity and integrity of the M2ME.
5) If the authenticity validation and integrity validation result inquiring is successful, the PVA indicates to the new SHO the successful status of the validation. In the case that the new SHO requests the PVA to validate the integrity of the M2ME, if the authenticity and integrity validation is successful, the PVA indicates the new SHO about the successful validation.
6) The new SHO sends its MCIM to the RO (DPF function).

7) The RO securely sends the new MCIM to the M2ME using the connectivity provided by the old SHO. This should be an atomic step in the sense that the whole MCIM is downloaded before any other steps are initiated. 

8) Before installing the new MCIM originating from the  new SHO, the M2ME discards the current AVs and other MCIM credentials corresponding to the  old SHO

9) The M2ME sends a message to the old SHO indicating that the M2ME has discarded the current AVs and other MCIM credentials corresponding to the old SHO.

10) The old SHO sends an acknowledgment to the M2ME regarding the receipt of the above message. 

11) The M2ME sends the acknowledgement message to the RO (DPF function), which relays it to the new SHO. Some privacy filtering may be applied here, to filter out and shield any sensitive information about the old SHO from the view of the new SHO.

12) The M2ME provisions, with the aid of the RO (DPF function), the new MCIM from the new SHO into the TRE.  

13) The RO (DPF function) reports the success/failure status of the provisioning back to the new SHO.
14) The new SHO sends a message to the RO to register the M2ME as ‘subscribing to’ the new SHO, for future discovery queries. 

In another variant of the above steps, the MCIM credentials for the old SHO and that for the new SHO may be pre-provisioned already in the USIM before the subscription change takes place. In this case, these two separate sets of credentials need to be strictly separated, and neither of the two HO’s involved in the subscription change shall be allowed to obtain each other’s MCIM credentials. Appropriate HW or SW isolation techniques must be used. 

5.1.3.8.4.3 
Going back to the pristine state
In this section we describe how the device could change to a new operator by being rolled back to the pristine state, and then re-do the initial provisioning phase. The basic idea here is that some entity contacts the M2ME and instructs it to perform a re-provisioning. This some entity may be the owner or someone with similar management rights of the device. A description of the method now follows:

1) The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters.

2) The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning.

3) The M2ME removes the old SHO’s MCIM and returns to the pristine state.

4) The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends its PCID to the VNO. 

5) The VNO contacts an RO (ICF function). The RO transfers Authentication Vectors (AV’s) claimed for the PCID to the VNO, which the VNO uses to authenticate the PCID/M2ME. Note that in some cases the ICF may be co-located with the VNO.

6) If authentication of the PCID/M2ME by the VNO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at the ICF and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to the DRF of the RO
7) The M2ME connects to the DRF of the RO. 

8) The RO (DRF function) aids the M2ME to find the new SHO. 



Editor’s note: Exactly how the RO will aid the M2ME to discover the new SHO is FFS.


9) The new SHO requests a PVA to validate the authenticity of the M2ME and inquires an IVF for the integrity validation result of the M2ME.  
NOTE: If the integrity validation result is not available on the IVF or M2ME’s components need to be validated according to the requirement of the new SHO are different from the old SHO, the new SHO shall request the PVA to validate the integrity of the M2ME.
10) The PVA validates the authenticity of the M2ME and the IVF provides the integrity validation result to the new SHO, if the integrity validation result of the M2ME is available on the IVF. Otherwise, the PVA validation the authenticity and integrity of the M2ME.
11) The PVA sends the authenticity validation results back to the new SHO; The IVP sends the inquiring result back to the new SHO, if the integrity validation result of the M2ME is available on the IVP. Otherwise, the PVA sends the authenticity and integrity validation results back to the new SHO.

12) The new SHO, upon receiving a positive authenticity validation and integrity validation result, or validation (in the case the new SHO requests the PVA to validate the integrity of the M2ME), authorises RO (DRF function) to authorize its DPF to provision the MCIM to the M2ME.

13) The RO (DPF function) downloads a MCIM object to the M2ME.

14) The M2ME provisions the downloaded MCIM into the TRE and reports the success/failure status of the provisioning to the RO. 

15) The RO reports the success/failure status of the provisioning back to the new SHO.

For future enhancements, the M2ME may also be able to download, install and use a new credential for the initial network access. Once an M2ME has been provisioned, an updated value for the initial network access credential could be delivered as a MCIM to the M2ME for future use in assisting with a SHO re-provisioning process. This way, the credential would be extracted, stored, and used exclusively in the TRE of the M2ME. 

The initial network access credential could have a lifetime associated with it. When, during a MCIM re-provisioning process due to change of SHO, the M2ME senses that its existing initial network access credential is about to expire, the M2ME may request and receive a new initial network access credential from a network entity (e.g. the DPF function of the RO or the CCI function of a M2MES, etc). Alternatively, an appropriate network entity could initiate the replacement of the initial network access credential. 

********************************************End of the 4 th Change******************************************************
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