Page 1
-


3GPP TSG SA WG3 Security - S3#55
S3-090907
Shanghai, China –11-15 May 2009
Source:
Huawei
Title:
PCR on TR 33.812 section 5.4 Alternative 3 UICC based solution with remote subscription change 
Document for:
Discussion and Approval
Agenda Item:
7.3
Work Item / Release:
M2M/Release 8
Abstract of the contribution:

This contribution provides flow chart of UICC based solution with remote subscription change in Alternative 3a and Alternative 3b in TR33.812.
1 Introduction

In order to enhance the readability of this TR, we propose to add the flow chart of UICC based solution with remote subscription change in Alternative 3a and Alternative 3b. 
2 Proposal
We kindly ask SA3 to agree the following P-CR into TR33.812
**Start of the 1st changes**
5.4.1.2
Principles

Initial provisioning of M2M Equipments is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M operators. The following steps describe the mechanism for change of MNO OTA. Note that the M2M operator in the following may in fact be an M2ME manufacturer if it is the case that this is logistically favourable. 

1) The M2M operator chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed.

2) After initial service has started (or even before it has begun, if agreed in the contract) the M2M operator may decide to swap to another MNO = MNOB. 
3) MNOB delivers a list of IMSI to MNOA, for all M2ME that shall change MNO. 

4) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures.  The last stage of the OTA procedure is to reset the USIM so that on next activation the new IMSI is presented to the M2M device
5)  MNOA delivers a list to MNOB containing all M2ME with their new IMSI, subscriber key K, and the associated OTA key. 

6) MNOB can now offer services to these M2ME.  If it desired MNOB can as an option later also change the subscriber keys OTA.

7) If the M2M operator decides that a further operator change is required (e.g. to MNOC) then the above procedure is repeated.

The procedure of remote subscription change in Alternative 3a is executed as depicted in figure 5.4.1.2-X.
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Figure 5.4.1.2-X  Ki transfer between operators
** end of the 1st changes**
**Start of the 2nd changes**

5.4.2.2
Principles

Initial provisioning of M2M Equipment is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M operators. The following steps describe the mechanism for change of MNO OTA. Note that the M2M operator in the following may in fact be an M2ME manufacturer if it is the case that this is logistically favourable. 

1) The M2M operator chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed.

2) MNOA acquires UICCs for the M2M devices which are preconfigured by the UICC manufacturer with an initial IMSI and an indexed list of Ki/OTA key pairs. The first Ki/OTA key pair in the list is associated with the initial IMSI. The UICC manufacturer reveals the first Ki/OTA key pair to MNOA but keeps the remaining Ki/OTA key pairs secret.

3) After initial service has started (or even before it has begun, if agreed in the contract) the M2M operator may decide to swap to another MNO = MNOB. 
4) MNOB delivers a list of IMSIs to MNOA, for all M2ME that shall change MNO. 

5) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures. The OTA procedure associates the IMSI with the next Ki/OTA key pair in the list stored securely in the UICC. The last stage of the OTA procedure is to reset the UICC so that on next activation the new IMSI is presented to the M2M device.  
6) MNOA delivers a list to MNOB containing all M2ME with the UICC ID, the new IMSI values and the new index values representing the Ki/OTA key pair the IMSI is now associated with. 

7) MNOB uses UICC ID and the index value to securely obtain the Ki/OTA key pair from the UICC manufacturer.

8) MNOB can now offer services to these M2ME.  

9) If the M2M operator decides that a further operator change is required (e.g. to MNOC) then the above procedure is repeated. Further operator changes are possible until the list of unused Ki/OTA key pairs is exhausted.

The procedure of remote subscription change in Alternative 3b is executed as depicted in figure 5.4.1.2-X.


[image: image2]
Figure 5.4.1.2-X  Pre-configured Ki list on UICC
** end of the 2nd changes**
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9. Decides that a further operator change is required then the above procedure is repeated
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2. Deliver the first Ki/OTA key pair in the list which is preconfigured in the UICC
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