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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.

In this contribution, a simple method for binding device authentication and integrity validation of HNB/HeNB together is put forward.
2
References

(Reference - in list form - should be made to previous SA3/3GPP/etc. documents.)

3
Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

There are two methods for device authentication for HNB/HeNB in 7.6.2 in 33.820, however, these two methods are methods for certificate authentication only, not methods for device authentication in deed. The reason is that, after a successful authentication, we can say that the certificate is a legal one, but we can’t say that the HNB/HeNB is really secure. So I think that authenticate the whole device in the authentication procedure is significative. It means that the result of H(e)NB validation is binded in the authentication procedure.
The following is a simple method to implement that.
A pre-requisite assumption in 7.6.2 in 33.820 is that H(e)NB validation and device authentication should be performed sequentially. At power up, the H(e)NB validation should precede device authentication.
In Annex A.2 , it is shown that TRE can verify the validation of H(e)NB software at power up, in contribution S3-090894, a similar method shown that TRE can verify the validation of H(e)NB hardware at power up, so the TRE can get the result of H(e)NB validation.
In the authentication procedure, the TRE responds the authencation request to the SGW or sends the authencation request to the SGWonly when the result of H(e)NB validation is correct. By this way, it is easy to bind the device authentication and integrity validation of HNB/HeNB together.
4
Detailed proposal

	Begin of Modification


7.6.2.2 
EAP-AKA based
This authentication, which represents step a as described in section 7.1, is based on EAP-AKA for H(e)NB. EAP-AKA is run within IKEv2 between H(e)NB and SeGW for mutual authentication of H(e)NB and core network. The IKEv2 EAP-AKA authentication will follow the 3GPP TS 33.234 specification [10].

In order to bind the AKA credential to the device identity, which is essential for device authentication, the AKA credential has to be provisioned in the Trusted Environment (TrE) of the H(e)NB.

The call-flow on Figure 5. shows the EAP-AKA based mutual authentication between the H(e)NB, the SeGW, and the core network.
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Figure 5: EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response.

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. AUTH is omitted to inform the SeGW that the H(e)NB want to perform EAP authentication. Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB also requests a certificate from the SeGW.

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or certificate-EPA-AKA multiple authentication).

4.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH message sent in step 2.
5.
If necessary, the AAA Server should fetch the device profile and authentication vectors from HSS/HLR.
NOTE: It is out of scope of this technical report to decide whether the appropriate platform for device authentication is an HSS/HLR or a different authenticating entity is needed to be defined is FFS.
6.
The AAA Server initiates the authentication challenge.

7.
The SeGW send IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. The SeGW’s identity, a certificate, and the AUTH parameter which is used to protect the previous message it sent to the H(e)NB (in the IKE_SA_INIT exchange) are included in this message in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW.
8.
The TRE check the result of H(e)NB validation, if the result is correct, the H(e)NB responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message. The H(e)NB checks the authentication parameters in case that the H(e)NB need to authenticate the SeGW based on the certificate of the SeGW. Computation of the EAP-AKA RES parameter should be performed within the H(e)NB’s TrE. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE.
9.
The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

10.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process. 

11.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

12.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

13.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The H(e)NB then forwards the AUTH parameter is sent to the SeGW. Verification of the EAP-AKA parameter AUTH should be performed within the H(e)NB’s TrE.

14.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
15.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
7.6.2.3 
Certificate-based
This authentication, which represents step a as described in section 7.1,
 is based on device certificate for H(e)NB and network certificate for the core.

IKEv2 with certificates used for authentication is run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW. 

The IKEv2 certificate-based mutual authentication is executed according to IETF RFC-4306 [11].  The certificate handling and profiles will adhere to 3GPP TS 33.310 [12].  
NOTE: The precise mechanisms which are to be used for verifying the validity of SeGW and H(e)NB certificates (e.g. CRL, OCSP, whitelist) are out of scope of this technical report.
Certificate-based authentication does not require additional measures to ensure the binding between the device identity and the authentication credential. The credential (private key) must be stored in a TrE.

The call-flow on Figure 6. shows the simple certificate based mutual authentication between the H(e)NB and the SeGW. 
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Figure 6: Certificate-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

3.
The TRE check the result of H(e)NB validation, if the result is correct the H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The H(e)NB sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

NOTE: The user profile selected by NAI presented in the IDi payload enforces the choice of authentication (certificate, EAP-AKA, or combined authentication).

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE

NOTE:  It is optional, but not required for the H(e)NB to further validate the SeGW’s certificates, as it is under control of the operator.

7.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
	End of modifications
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