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*** BEGIN CHANGES ***
7.2
IMR-Based Solution Approach
7.2.1
General
The initial step in IMR-based unsolicited communication prevention is to identify that the given communication is unsolicited. Without identification no further action can be taken. Once a given communication is identified as unsolicited it should be marked appropriately.

Marking could be as simple as a means to notify that a given communication is unsolicited. Having identified and marked a communication as unsolicited the next step is to react on it. Depending on condition one could skip the marking step and directly go to react after identifying that a given message is unsolicited.

These three steps, identification, marking and reacting can be done:

· automatically in the network or UE or distributed in the network and UE

· with or without intervention from the user at each or certain steps

· manual setting in the network and/or UE by the operator and/or user
· at the beginning, during, or end of the communication

The details of how these functions will be realised will be dependent on the eventual selection of supporting methods.
7.2.2
IMR Approach





Identification, marking and reaction of UC can be handled in many places, in the network or UE. Moreover, different steps can be centralized or distributed. 
Identification

In 3GPP MCID service enables an incoming communication to be identified and registered. This solution still misses the functionality of automatic UC identification with user involvement and future prevention of calls from the same originator.

UC identification in IMS can be categorized as:

· non intrusive tests: call-signaling gets analyzed by an automatic mechanism to derive a marking;

· intrusive tests: a caller gets tested in an intrusive way with the objective to clearly identify a unsolicited communication attempt before the transaction reached the destination;

· feedback by user of a UC: this is an extension of the MCID where a user can, for example, define in advance a personal black-list, react during a call or give feedback an occurrence of UC to provide his/her personal preferences to prevent the future UC attempts.
Marking

Marking a communication attempt as UC is required to react appropriately. This can be at different granularity level as discussed in previous section.

Reacting

Reacting can be done by blocking the communication or re-routing to, for example, a mailbox or automatic answering service. In order to do this, specific filter rules and personal considerations have to be taken into account. Taking personal routing decisions for handling UC into account involves the previous marking as an indication for handling this specific UC attempt.
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Figure 7.2-2: Relation between different steps in a solution against UCI.
7.2.3
From Requirements to Solution

As usual, problem and requirements give way to solution. Thus we start with PUCI requirements and what it means for IMR based solution as given in Table 7.2-1for there on we develop potential IMR solutions.
Editor’s Note: Contents of the column “details of possible solutions” in Table 7.2-1 is not thoroughly discussed thus it is for further study whether it will be modified or replaced by other text.
Table 7.2-1: Requirements and solution.
	
	Requirements
	Location of Identification (I), Marking (M) and Reacting (R)
	Details of Possible Solutions

	SA3 requirements

	1
	The IMS should provide a means for IMS-users to report communication as a UC.
	I by the user

	Message needed from UE to user PUCI settings in the network

	2
	Reports of UC made by IMS-users should be auditable by the IMS.
	Not dependent on IMR
	Accounting and auditing solution of the network should take care of this

	3
	The IMS should provide the ability for an affected user to request the rating of an UC call
	M should be provided to the user
	Message from UE to user database needed. Based on operator policy and regulatory requirements to provide info.

	4
	The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC by the UC detection system.
	Not dependent on IMR
	This is related to 2nd requirement. Proper auditable information collection in the network will take care of this issue.

	5
	The IMS should provide the ability to the operator to extract information from the signaling and other means to provide an indication of the likelihood whether the communication is unsolicited.
	I and M in network
	Either a centralized identification solution or distributed identification solution is needed. In case of distributed, marking value should be conveyed between the different identification functions. Messages need to be defined to carry M

	6
	The IMS should provide a mechanism to convey the UC indication in the signaling. 
	M conveyed between different entities.
	Messages need to be defined to carry M

	7
	The IMS should provide a mechanism to allow variation in communication handling based on UC likelihood indication.
	Variation in handling can, for example, mean moving the call to voice mailbox, terminating a connection, indicating likelihood that a call is UC to the UE etc. R in network. M sent between elements
	This should be operator policy dependent or user dependent. Messages should provide transfer of M.

	SA1 requirements

	8
	High level requirements

	a
	IMS should provide means to identify and act on unsolicited communication.
	R is required
	User decides whether a communication is UC and Reacts

Network should identify, check user and operator policy, and Reacts

	b
	Solutions for prevention against unsolicited communication shall not have negative impact on the services provided by IMS.
	IMR should take care of this requirement
	Solution should take care of this point from architecture onwards

	c
	PUCI should provide means for cooperation between operator’s networks.
	M should be conveyed between operator networks
	Message carrying M between operators

	d
	IMS should provide means for a user to inform the network of an unsolicited communication.
	R by user
	Message from UE to user PUCI setting

	9
	Detection of Unsolicited Communication 

	a
	Depending on Operator policies IMS should support capabilities that enable IMS to detect that an IMS session is unsolicited and classify as UC. These capabilities should apply to all IMS based services and apply to real-time (e.g. voice, video …) and to non-real-time (e.g. messaging …) IMS traffic.
	I and M in network
	I could use supplementary services or other services. There is no impact on SIP messages.

	b
	IMS should support capabilities that enable a terminating party to report IMS sessions as UC.
	R by user
	Message from UE to user PUCI setting

	c
	The method of reporting UC may be dependent on the IMS service.
	I and M could be service dependent
	M in message could be service dependent

	d
	Reporting should be possible irrespective of whether an originating party has withheld its identity (e.g. by referring to the last call).
	R by user for a communication of which identity was not available
	Network should keep identity of last call. Message from UE to user PUCI setting

	10
	Prevention of Unsolicited Communication to the terminating party

	a
	Depending on Operator policies IMS should support capabilities to indicate to a terminating party that an IMS session has been classified UC.
	I and M in the network.

M sent to the UE.
	M and communication identitiy to be sent to UE in a message saying that communication was terminated by the network

	b
	Depending on Operator policies IMS should support capabilities to protect a terminating party from IMS sessions that have been classified UC.
	R in the network
	Supplementary services and other services should check likelihood of a communication being UC and react based on on user or network settings

	11
	Notification of UC to the originating party

	a
	Depending on Operator policies IMS should support capabilities that allow notifying an originating party that a performed or attempted communication to the terminating party has been classified as UC.
	M to originating party
	Message with M to originating party

	12
	Conveying information on UC to other networks

	a
	Depending on Operator policies IMS should support capabilities that enable the IMS of a network to convey information on detected UC in an IMS session to an other IMS on the path of that IMS session
	M conveyed between networks
	Message with M communicated between networks


7.2.4
IMR Solution Variations

7.2.4.1
General
The requirements and discussion in Table 7.2-2 lead to location of I, M and R as given in Figure 7.2-3. In Figure 7.2-3 I, M and R in the network is located at the PUCI AS and CSCF, this is to signify that the requirements do not lead to a decision whether I, M and R in the network should be distributed or centralized. What is certainly obvious is that the R, i.e., the react part or the part that makes decision about taking action, should be centralized in the network. This leads to four variations on the location on I and M:

1. Centralized

(a) In AS

(b) In CSCF (specifically S-CSCF)
2. Distributed

(a) Among ASs

(b) Between CSCF (specifically S-CSCF) and ASs
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Figure 7.2-3: Requirements represented in figure.
7.2.4.2
IMR Solution Based on Supplementary Services
In this section we outline an IMR-based solution architecture that includes leveraging functionality of existing supplementary services. A high-level illustration of suggested placement of identification, marking, and reaction functions is shown in Figure 7.2-4.
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Figure 7.2-4: Architecture for PUCI solution variant utilizing supplementary services.

As shown in Figure 7.2-4, identification, marking and reaction of a UC could take place in many places, including  CSCF, IBCF, PUCI functionality or UE. Individual steps may be centralized or distributed. However, options such as adding many or most functions to S-CSCF have been excluded to avoid impacting existing functions with already high complexity. Instead a new PUCI-functionality appears preferable that would be able to handle specific marking and identification procedures. Such functionality could then be hosted either together with the Service as such (e.g., TAS in case of MMTEL) or as standalone function. It is however, proposed to leave this outside the scope. 

Communications from UE A may be marked with contextual information about the communication by the network before being routed to PUCI functionality and specific service. The PUCI functionality may use such contextual marking, user feedback, or behavioural information collected to identify UC and either provide a new marking or implement some direct reaction.  
In a solution alternative based on leveraging existing service behaviour, such as MMTEL supplementary services, an existing AS implementing supplementary services may use PUCI specific markings, provided by the PUCI functionality, to react by blocking or diverting the communication. Depending on policy or request by UE B a communication request can, thus, be blocked in the network (by an AS) or at the UE. The feasibility of UC handling at the UE is ffs.  UE B can also provide feedback about UC via the Ut. 
*** END OF CHANGES ***
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