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1. Introduction


This contribution cleans up some content in sections 5.2 and 5.3 of TS 33.xyz.

2. Background

The following changes are proposed in these sections: 

· Removed the references to “hardware based” TrE and the related editor’s note.  Such details of the TrE should be defined under the TrE section, not here. 

· Device validation must be tied to an authentication, which is agreed upon and clear.  The details of device authentication shall be defined under section 7.1.  Thus this editor’s note does not belong here. 

· Added changes to spell out that Hosting Party authentication most follow and depend on a successful Device authentication. 

· Replaced SeGW with operator network as the authentication entity in order to accommodate authentication of traffic outside of the IKE/IPsec access, such as TLS-based TR-069.

3. pCR


The following pCR is against 3GPP TS 33.xyz V0.0.1 (2009-03).

**************************** start of first change *******************************

5.2 Device Authentication

The device authentication is mandatory for H(e)NB; it is the mutual authentication of H(e)NB device and the operator’s network. 

Device authentication shall be based on certificates. The credentials and critical security functions for device authentication shall be protected inside a TRE.


The device authentication shall be securely bound to device integrity validation. 


The certificate-based device authentication shall have the following parts:

-  The H(e)NB shall be provisioned with a device certificate. This device certificate allows the authentication of the H(e)NB by the operator network.
Editor’s note:  A H(e)NB device identity server shall be available in the core network to manage a whitelist holding the information about valid device identities of H(e)NBs.  The method of this checking is FFS.
Editor’s NOTE 3: It is FFS how to handle the certificate management.
-
A globally unique, Fully Qualified Domain Name (FQDN) formatted identifier shall be used for certificate based device authentication. 
5.3 Hosting Party Authentication
The hosting party authentication is optionally performed by the operator’s network following successful Device Authentication.  
An EAP-AKA based method shall be used for hosting party authentication. When Hosting Party Authentication is used, both authentications must be completed successfully before a secure tunnel to the operator network can be established.
The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB.

The EAP-AKA based hosting party authentication shall have the following parts:

-
An AKA credential shall be stored in HPM enabling to use EAP-AKA. The network tunnel endpoint acts as EAP authenticator and forwards the EAP protocol messages to the AAA server to retrieve an authentication vector from AuC via HSS/HLR. 
-
A globally unique identifier in the format of an IMSI shall be used for EAP-AKA based authentication. These IMSIs shall be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes to avoid misuse of these IMSIs for ordinary UEs.

NOTE: The implementation of the related HLR/HSS entry is out of scope of this document.

**************************** end of change ***********************************
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