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1
Decision/action requested

SA3 is requested to agree CRs to 33.102 and 33.401 to specify that NAS messages that remove entries from the Allowed CSG List shall be integrity protected. SA3 is also requested to send a corresponding LS to CT1 asking them to update their specifications accordingly.
2
References

CRs on this topic were presented at CT1#57, San Antonio, February 9 - 19, 2009, but their agreement was postponed pending further guidance from SA3. The latest versions of the CRs are available as C1-091323 and C1-091324.
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Background 

Closed Subscriber Group (CSG) functionality has been introduced in Rel-8 to allow restricted access to a NodeB (UMTS) or eNodeB (EPS) for home cell scenarios. Access to the Home (e)NodeB is controlled by its owner by specifying identities of the terminals that are allowed access. A Home (e)NodeB broadcasts its 'CSG identity', and a terminal compares this identity with an internally maintained list of 'allowed CSGs' which may be stored in the ME or USIM. If the terminal finds a CSG identity that is not in its allowed list, it will not camp on that cell, but if the CSG identity is on its allowed list it will camp on the cell and attempt network access. 
Entries can be added to and removed from the 'allowed CSG list' on the UE using OMA DM or SIM OTA procedures. Entries can also be added to and removed from the 'allowed CSG list' when the terminal performs a CSG cell selection as a result of a manual CSG search. With this approach, CSG ids are added and removed from the allowed list according to the success or failure of NAS signalling procedures defined in TS 24.008 and TS 24.301. In such an approach the MSC/SGSN or MME performs the access control decision. For example, the new reject cause code #25 can cause entries to be removed. This discussion paper describes threats whereby an attacker could cause the allowed CSG list on the UE to be modified in order to disadvantage the user, and that the user might not notice this attack and have difficulty recovering from it. 
4
Rationale

Error scenarios 

	Scenario 
	Cause
	Effects 
	Solution 

	1) A CSG is placed on the list that should not be there 
	a) During manual CSG selection by a UE, a rogue or faulty (e)NodeB transmitting its own CSG id, or the CSG id of another cell, accepts a UE's attempt to access it despite the UE not being on the appropriate access control list in the core network. 

b) A malicious terminal application adds a CSG id to the CSG list on the ME or USIM. 
	UE will camp on the cell which broadcasts the CSG which has been maliciously added to the allowed list on the UE. Since the UE is not on the appropriate access control list in the core network, the UE will be denied service while camped on this cell 
	The user could perform a manual selection of the cell transmitting the maliciously added CSG id. This would result in the core network sending a reject message with the appropriate cause value to remove the CSG id from the CSG list on the UE. Alternatively, the network operator could remove the CSG id using OMA DM or SIM OTA techniques. 

	2) A CSG is not on the list and it should be 
	a) During manual CSG selection by a UE, a rogue or faulty (e)NodeB transmitting its own CSG id, or the CSG id of another cell, rejects a user's attempt to access it despite the UE being on the appropriate access control list in the core network. 

b) A malicious application removes a CSG id from the CSG list on the ME or USIM. 
	UE does not automatically camp on cells to which it should have access. The UE will receive service from the macro network (if within coverage), which might cause the problem to go unnoticed for a significant time. 
	The CSG must be re-added to the list, either by a successful manual attempt to select the CSG. Alternatively, the network operator must re-provision the CSG id using OMA DM or SIM OTA techniques. 


User impact 

In scenario 1), once the CSG id is on the allowed list, the user may be unaware of the problem. Therefore scenario 1) is difficult for the user to recover from. 

In scenario 2), the user will be denied service from the home cell, and must either manually select it or contact the operator. 

Due to the impact on the user and network operator, methods should be introduced to mitigate these attack scenarios.
5
Detailed proposal

It is proposed to ensure that NAS messages used to add and remove CSG ids from the allowed listed stored on the UE are always integrity protected on the radio interface to help protect against a rogue or faulty (e)NodeB carrying out unauthorised modifications to the allowed list on the UE. 

NAS messages, such as LU/attach accept messages, that can add entries to the allowed CSG list are already mandatory to integrity protect according to existing specifications, so attack scenario 1 is already mitigated. However, NAS messages, such as LU/attach reject messages, that can remove entries to the allowed CSG list may not be integrity protected according to existing specifications, so attack scenario 2 is not currently mitigated.
Typically, LU/attach requests may be rejected without performing a security procedure because the security procedure cannot be run or fails (e.g. subscriber is not allowed or not known in the PLMN). However, when the request is rejected because the UE is not permitted to access the CSG, a cause value #25 is used, and there is no scenario where a reject with this cause value would need to be sent unprotected. Therefore, it is proposed to require that the UE only accepts reject messages with cause #25 if they have been successfully integrity checked. This ensures that an attacker with a rogue or faulty (e)NodeB cannot send an unprotected reject message to a UE in order to force it to delete a CSG id from its allowed list.
SA3 is requested to update its specifications based on this proposal. Accordingly, draft CRs to 33.102 and 33.401 are provided in S3-090853 and S3-090854. SA3 is also requested to send a liaison to CT1 to indicate that NAS messages that remove entries from the allowed CSG list shall be integrity protected, and for CT1 to update its specifications accordingly.

Whilst the propose CR to 33.102 is straightforward, some further study on the CR to 33.401 may be needed. In particular, in section 5.1.4.1 of 33.401 reference is made to a list of messages in 24.301 which are not required to be integrity protected. This list is reproduced below:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;

-
DETACH REQUEST;

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

Clearly CT1 would have to modify this list to make it clear that ATTACH REJECT must be integrity protected and checked when it carries a cause #25 value. However, there is also a potential conflict between the CR to 33.401 in S3-090854 and the list of exception messages above. In particular, it is unclear whether there are valid scenarios where DETACT REQUEST, DETACT ACCEPT, TRACKING AREA UPDATE REJECT and SERVICE REJECT cannot be integrity protected, and CT1 should be consulted on this issue in the liaison.
