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1
Decision/action requested

Agreement to incorporate the proposed text into the TS re H(e)NB security
2
References

S3-090623: TS 33.xyz v0.0.1: Technical Specification Group Services and System Aspects; 3GPP Security Aspect of Home NodeB and Home eNodeB;

3
Rationale

This contribution proposes some content for the currently empty subsection 5.1.2 Trusted environment (TrE) of the draft TS on security aspects of H(e)NB.

It provides a stage 2 description of some basic functionality and of some interfaces of the TrE.
Revision marks are not used, since section 5.1.2 is currently empty, i.e. all of the proposed text is new.
4
Detailed proposal
*********************START OF CONTRIBUTION************************

5.1.2 Trusted Environment (TrE) 

The Trusted Environment (TrE) shall be a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data. The TrE shall be HW-based.
All data produced through execution of functions within the TrE shall be unknowable to unauthorized external entities.

The TrE shall be built from a root of trust by way of a secure boot process, which shall occur whenever a H(e)NB is turned on or goes through a hard reset. This process shall include checks of the integrity of every loaded or started component of the TrE. Only successfully verified components shall be loaded or started. The TrE may similarly verify other components of the H(e)NB during the boot process.
The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys) needed to perform H(e)NB device validation as specifically described in clause 7.1.

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys) needed for H(e)NB device authentication with the operator network, as specifically described in clause 7.2.
*********************END OF CONTRIBUTION************************


