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Discussion
The current description of Alternative 1a considers many variants and options. Documenting this flexibility makes the core ideas of the solution harder to understand. This document proposes to move many of those details and options to an Annex and retain a simpler description in the main body of the text.
Proposal
* * * First Change * * * 
5.1
Alternative 1a: TRE based solution with remote subscription provisioning and change 

5.1.1
MCIM

5.1.1.1
Lifecycle of MCIMs

MCIMs should be able to exist in any one of the following lifecycle states: 

Installed: an instance of a MCIM has been created and has an entry in the M2ME's registry 

Activated: an instance of the MCIM is authorised for operational use. 
Selected: this state marks the commencement of a session with a MCIM. Only an activated MCIM can be selected. When the session ends, the MCIM reverts to the Activated state.

Blocked: an instance of a MCIM has been temporarily de-activated and is not available for use. An example of this is when the status of an application-specific PIN becomes "blocked", as described in [8]. Unblocking of a MCIM causes it to be restored to the Activated state.
Retired: an instance of a MCIM is permanently unavailable for use, but is still instantiated in the M2ME. An example of this is where a credential is permanently deleted but some executable components of the MCIM that are used by other applications are still active.
Deleted: a MCIM is permanently removed from the M2ME's memory. Deletion may be applied to a MCIM that is in any of the above lifecycle states except for the Selected state.
NOTE: 
3GPP specifications may place restrictions on the ability of multiple MCIMs to be active simultaneously.
5.1.1.2 
Contents of a Typical Downloadable MCIM

Editor's Note:
 It is FFS what parts of today’s standardized USIM/ISIM application are provisioned as MCIM to the M2M-enabled equipments. 

A typical downloadable MCIM would include credentials, executables (including algorithms and a system of files and access control mechanisms) and data (e.g. file contents, security policy, etc).

It is possible that the sensitive objects within the MCIM package could be encrypted.
The download and provisioning service and M2ME could conduct a protocol conversation prior to provisioning a MCIM, to see which parts of the MCIM are already available in the TRE. This is particularly relevant if MCIMs are to be shared in the TRE.
Some standardisation of MCIM packaging will be necessary, so as to avoid proprietary implementations by different M2ME equipment suppliers and download and provisioning services. Liberty Alliance protocols such as Advanced Client could be suitable candidates.
NOTE : 
The provisioning of the MCIM application to the M2ME, likely requires the existence of
a) a TRE platform key for which the application secrets are sealed
b) A platform credential (issued by the PVA) certifying the public part of the platform key  

5.1.2
Trusted Environment (TRE)



5.1.2.1 
Notes
Some of the functions in this section are described in more detail as security counter measures in the section on threat analysis.

Functions in this section are cross-referenced to the counter-measures that are described in the section on threat analysis. The cross-referencing takes the form [tx cmy], where tx means threat #x and cmy means counter-measure #y.
This section uses the term “stakeholder” to describe a person or entity who has an interest in the correct operation of the MCIM ecosystem. Typical stakeholders include operators, users, and M2M equipment suppliers.
5.1.2.2
General Functions of a TRE

Editor's Note: It is ffs whether all these functions are needed for the purposes of the TR.

A TRE [t1 cm1] should be a logically separate area in the M2M equipment with hardware support for this separation [t1 cm1, 2]. It is not necessarily a removable module, i.e. it can be functions within an IC or functions that are distributed across a group of ICs. A TRE should define logical and physical interfaces to the outside world, including interfaces to specific functions in the M2ME. Such interfaces should be usable only under control of entities which are authorised to communicate directly with a TRE [t4 cm2, t6 cm1]. Such interfaces should not be able to compromise the confidentiality, integrity or availability of MCIMs or of a TRE [t4 cm3, t8 cm5].

A TRE should provide a root of trust for a secure storage and secure execution environment for multiple MCIMs and for certain functions concerned with the provisioning and management of MCIMs [t1 cm1, t2, cm3]. 

A TRE should be pre-provisioned in a secure, out-of-band facility with any required cryptographic keys and other credentials. Other security-critical functions of a TRE are also typically pre-provisioned onto the M2ME in the same way [t5 cm1, 2]. Other functions are typically provisioned by download after the M2ME is issued.

Editor's Note: The definition of which TRE functions may be downloaded after issue of the M2ME is FFS, if it is deemed within the scope of 3GPP to define that.

A TRE should provide a degree of protection against physical and logical attacks [t3 cm1, t4 cm1, 2, 3, 4]. Any tampering with a TRE or with secure functions in the M2ME should be detected and should result in lockdown of the TRE [t4 cm5, t6 cm5].

Editor’s note: The mechanism for rehabilitating a locked-down TRE, e.g. local or remote re-provisioning, is FFS.

Editor's Note: The degree of assurance to be supported is FFS. 

A TRE should support and enforce its own security policy [t6 cm3]. 

A TRE should perform security-related functions to support the DRF in its function of assisting the M2ME to discover and register itself at the SHO [t7 cm6]. Examples of such functions may include, but are not limited to, secure storage, retrieval, and use of the M2ME’s PCID.  

A TRE should perform security-related functions to support the PVA to validate the authenticity and integrity of the M2ME when required. Such validation should occurbefore a MCIM can be downloaded and provisioned into the M2ME [t1 cm4, t3 cm4, t7 cm5]. Computation of cryptographic signatures is one such function. Others are possible.. 

A TRE should be sufficiently secure as to allow the storage and execution of AKA functions that are currently implemented only in UICCs [t3 cm1].

A TRE should securely store the identity of the M2ME platform and should be capable of securely authenticating that identity to the issuing authorities using standardised protocols. The M2ME identity is embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. The TRE may also have its own identity. If it does, the TRE should securely store this identity and may be capable of securely authenticating the TRE identity to the issuing authorities using standardised protocols  [t1 cm3, t5 cm2].

A TRE should be able to perform user authentication and access control for single or multiple users, where relevant to the use case for that type of M2ME [t10 cm 1 - 11]. 

A TRE may provide a secure audit record of its transactions. Typically, these records would be protected against unauthorised access [t8 cm9].

A TRE should be able to be updated remotely by an authorised entity using secure protocols [t6 cm4]. 
NOTE: 
At the time of writing, UICC specifications are not fully capable of supporting the required functionality of a TRE, as described herein. However, if future enhancements are made to UICC specifications, it is possible that a TRE could be implemented on a UICC. See also candidate solution 1b in clause 5.2.
Future enhancements that can be considered for TREs include support for multiple isolated, trusted domains, each with or without MCIMs, and owned by a stakeholder [t8 cm1]. Such domains could be completely isolated from each other, or be isolated against tampering and unauthorized access but could provide inter-domain services. If such domains do provide services to each other, these domains may also provide inter-domain authentication functionality to each other, with the assistance of the TRE itself [t8 cm2, 3]. 

5.1.2.3
TRE Functions Related to the Management of MCIMs

Editor's note: It is ffs whether functions of this complexity are needed for the purposes of the TR.

A TRE should be responsible, on behalf of the M2ME, for enforcing the security of the remote provisioning of MCIMs [t2 cm1, 3]. 

A TRE should check the integrity of MCIMs as part of a secure boot process whenever the TRE is reset. A TRE may also check the integrity of MCIMs at the start of each session with that MCIM. Detection of anomalies should result in that MCIM being placed into the “blocked” lifecycle state [t6 cm5, t8 cm8].
A TRE should allow MCIMs to share MCIM functions, e.g. cryptographic algorithms, but only where authorised by the security policies of the respective MCIMs and only where the MCIMs have been activated [t8 cm2].

The security of the process of transitioning MCIMs through their lifecycle stages shall be assured by a TRE [t3 cm3, t7 cm1, t8 cm6].

A TRE should maintain a registry of the MCIMs that it manages, so that (for example) an authorised entity can discover what MCIMs are supported in the M2ME and their current lifecycle stages and security status [t7 cm6, t8 cm7]. 

A TRE should enable authorised stakeholders to remotely discover the presence and lifecycle stages of supported MCIMs of that stakeholder [t7 cm6].  A TRE should also permit authorised functions within the M2ME to discover or verify the presence and lifecycle status of MCIMs.

A TRE should be able to support and enforce security controls relating to MCIMs.  MCIM-specific security controls may be specified by a stakeholder such as the SHO. Where a security control is a discrete object, e.g, an ACL, it may be provisioned along with the MCIMs. Overall security controls governing the general usage and management of MCIMs may be provided by a stakeholder such as the M2ME equipment supplier [t2 cm4, t7 cm2 - 4, t8 cm3 - 4].
A TRE should support a secure update service for MCIMs and the use of standardised protocols such as OMA-DM or OTA RFM is preferred. Updates should only be accepted from an authorised, authenticated source [t7 cm7].

Editor’s note: The use of such protocols is FFS, subject to considerations such as key management (e.g. the feasibility of using pre-shared keys) and the level of security offered by such protocols.

5.1.2.4
TRE Functions Related to the Remote Provisioning of MCIMs 
A TRE should be sufficiently secure to permit the on-line provisioning of MCIMs whose security is currently assured by provisioning the equivalent applications out-of-band onto UICCs [t3 cm1]. 

A provisioning protocol or suite of protocols is used to securely register a user on-line for service and to securely transport MCIMs from a download and provisioning service in the network to the M2ME [t2 cm1, 2]. Only a TRE should be responsible for enforcing the security aspects of that process [t2 cm3, t3 cm4]. The registration and provisioning phases should be cryptographically bound together [t2 cm5, t5 cm4, t12 cm2].

Where security controls, e.g. ACLs, are discrete objects that are provisioned along with a MCIM, a TRE should treat them as part of the MCIM for security purposes [t2 cm4, t3 cm5].

A TRE should perform all security processing required at the M2ME for remote provisioning and management protocols [t2 cm3, t3 cm4, t7 cm8].



The TRE should support all required functions for MCIM lifecycle management. The TRE should be able to verify that any instructions received as part of MCIM lifecycle management come from a valid, authorised source. This applies whether the instructions are pushed to the M2ME or pulled from the management server. A TRE should enforce the rule that an MCIM required for a given service can only be provisioned to an M2ME that acts on behalf of the M2ME subscriber who registered for that service. This implies that phases of the secure session between the TRE and the download and provisioning service should be bound to each other by some access control key/token [t2 cm5, t5 cm4, t12 cm2]. For instance, Liberty Alliance protocols separate the registration process from the actual provisioning process but bind them together with security tokens and identifiers. 



The download and provisioning service can remotely query the system state of the M2ME to ensure that MCIMs will be stored only in a valid M2ME. This process may require explicit validation of the TRE and a relevant portion of the M2ME platform before the provisioning of MCIMs can proceed. A TRE’s security policy may apply further conditions by specifying which provisioning-related events are permitted to drive a M2ME/TRE authentication [t1 cm4, t5 cm5]. 

Editor's Note: Methods for remotely validating a TRE are FFS.

5.1.3 
Network architecture 



 

5.1.3.1 
Introduction
This network architecture uses a model consisting of services and technical functions that are necessary to build those services. Services are supplied to and consumed directly by the M2ME, for connectivity, provisioning and management of MCIMs, etc. In a typical architecture, it is likely that the various technical functions would be incorporated into a small number of Roles. 

We define Roles as entities that provide services directly to the M2ME and with which the M2ME is able to communicate directly (with the exception of the regulator). Roles may be trading companies such as network operators, equipment suppliers, etc., or sub-divisions thereof. 

Roles may perform one or more technical functions. In this document, where a Role is single-function, that function is described under that Role. Where a Role performs multiple functions, those are described in the technical functions section. The allocation of services and functions to a role can be done in many different ways and is determined by business as well as technical considerations.
NOTE: 
The grouping of technical functions into Roles herein is only one possible example and is not in any way definitive.




· 
· 
· 
· 

5.1.3.2
Principles of the Network Architecture

The following principles characterize the network architecture: 

· Unified architecture to support MCIM provisioning and management for M2M equipments of different types and capabilities

· Separation of the connectivity services and MCIM management services

· Separation of initial and operational connectivity services

· Security of the MCIM management to be independent of the security of the initial connectivity service
· Requirement for IP connectivity for provisioning and management of MCIM credentials and applications

· Use of provisional connectivity IDs to obtain registration of the M2ME with the selected home operator through a secure connection via a visited network operator

· Validation of the authenticity and integrity of the M2ME as a trusted platform before provisioning takes place

· Support for re-provisioning due to change of selected home operators
5.1.3.3
Services

5.1.3.3.1
Summary
Services are used directly by the M2M Equipment (M2ME) and/or M2ME Subscriber for remote management of MCIM functionality on an M2ME. They can be broadly categorized into three groups:
· Connectivity Services, subdivided into:

· Initial network connectivity 
· 
· 
· 
· 
· Operational connectivity (including connectivity activation)

· Application Services, subdivided into

· Discovery and registration 

· MCIM download and provisioning 

· M2ME supply
An optional fourth service, Delayed Activation, is described in Annex x.1.
5.1.3.3.2
Connectivity Services






5.1.3.3.2.1
Initial Network Connectivity Service
The Initial Network Connectivity Service consists of 4 transactions:

-
Initial network connectivity set-up

-
AN-specific address resolution

-
IP connectivity for provisioning and management of MCIMs

- 
IP connectivity for provisioning and management of M2M applications

Initial network connectivity set-up:
Before connection to a provisioning or management service can be achieved for the first time, i.e. before the operational MCIM(s) have been downloaded and activated, initial network connectivity must be achieved to an IP network. The M2ME is required to support bootstrapping functions for this purpose.
 Several different solutions to this problem may be required, depending on the type of equipment and on the type of AN that is available to the equipment for. Examples could include:

· Use of pre-provisioned preliminary credentials to access a visited 3GPP PLMN;

· Use of user-provided or pre-provisioned credentials to access a fixed-network or WLAN.

Other possibilities for equipment types and AN types are described in the use cases in the present document and in [2]. 
Editor's Note: This text below is to be reviewed after the section on Trusted Environment has been finalised. 

The process of providing initial 3GPP network connectivity to a M2ME should not require the VNO to support any new functions related to the acquiring of AVs from an ICO. This requires the ICO to support existing method of providing AVs, e.g. MAP.
 Therefore, standard AKA functions are required in the M2ME for the purpose of obtaining initial connectivity to a VNO's 3GPP network.  Such initial AKA functions in the M2ME would typically include a preliminary credential (e.g. a PCID) as well as shared secret key(s) and cryptographic algorithm(s). 
These objects would typically be exchanged between the equipment supplier and the CCIF and pre-provisioned into the M2ME by the equipment supplier in a secure facility.
The initial AKA functionality (data and executables) may be stored and/or executed within the TRE. Bootstrapping credentials may also be provided for accessing non-3GPP networks, e.g. WLAN, but the precise nature of those credentials is out of scope.
Future enhancements to the M2ME’s AKA functions for initial network connectivity may include the capability to download and replace the existing initial connectivity credential with a new one.
AN-specific address resolution: 
Once initial IP connectivity is set up, the M2M equipment needs to know the address of one or more servers in order to proceed with the provisioning process. These addresses may be provided by any of several commonly used bootstrap mechanisms including 
BOOTP/DHCP for IP networks
 and OMA DM bootstrap for 3G networks.
 These mechanisms are not part of the initial connectivity, but can be used to provide a solution to the address resolution problem in cases where the necessary server address(es) cannot be preconfigured into the M2M equipment. 

IP connectivity for provisioning and management of MCIMs:
Once initial IP connectivity has been established, IP connections to the registration, provisioning and management services can be achieved for the purpose of obtaining the operational network-access credentials and any additional needed configuration, such as security policies and software. The process for provisioning and management of operational credentials is independent of the AN being used.
 Furthermore, there is independence between the AN used for initial connectivity and the networks over which the operational credentials will be used. This allows any AN to be used to provision the operational network credentials and associated algorithms and software. For example, this includes MCIM applications with the needed credentials and parameters. For example, any ANs that provide initial connectivity can be used to provision:

· Credentials for access to the operational network
· Authentication software and algorithms that operate on the afore-mentioned credentials
Examples of these include:

· a USIM application and an associated USIM credential that will be used by the M2M equipment for operational access to 3GPP;
· an ISIM application and an associated ISIM credential that will be used by the M2M equipment for operational access to an IMS, over any available AN.
IP connectivity for provisioning and management of M2M applications:
The provisioning and management of M2M applications may require IP connections to entities that are distinct from those used to provision and manage the operational credentials. The independence of this function from the AN will be as described above.
5.1.3.3.2.2
Operational Connectivity



Operational connectivity is essentially identical to regular CS or PS connectivity provided in GSM, UMTS or EPS. The only difference is that M2M-specific filters may be applied in the M2M equipment and/or the network to restrict the sets of entities with which an M2ME can communicate.
 These filters could be realized by constraining communication to certain APNs in PS service. In a rental car tracking application, for example, the M2M equipment could be restricted to communicating with the M2M server of the car rental company. 
Operational connectivity may also include a separate provisioning activity to set up (3GPP) network connectivity parameters such as SMS service centers and internet connectivity. Connectivity to an IMS may be required using the appropriate layers of the operational AN.

The owner of the M2M equipment should be able to change the IP connectivity subscription from one operator to another without having to go through an initial connectivity state.


5.1.3.3.3
Application Services


· 
· 
5.1.3.3.3.1
Discovery and Registration Service

The discovery and registration service allows the M2ME to discover and securely register with the Selected Home Operator.
5.1.3.3.3.2
MCIM Download and Provisioning Service

This service allows the M2ME to securely obtain the required MCIM application(s) and their parameters.
5.1.3.3.4
M2ME Supply Services

In this service the configured M2MEs are supplied to the M2ME subscriber. The M2MEs supplied should have all necessary root credentials installed and be 


capable of supporting the other services. All M2MEs must meet the relevant requirements and must support a TRE as described in section 5.1.2.




5.1.3.4
Technical Functions (in alphabetical order)

5.1.3.4.1
Connectivity Credential Issuing Function (CCIF)

CCIF is responsible for the generation of credentials required for initial network connectivity as described in clause 5.1.3.3.2.1. This function is required where unauthenticated connectivity may not be available to deployed M2MEs. This function could be provided by a central organisation or the M2MES. 
CCIF supports the following functions:

· Issuing intial network access credentials, e.g. preliminary IMSI numbers and preliminary keys, for each M2ME. 
Editor’s Note: 
The precise nature of these is FFS. 

NOTE: 
Alternatives such as PCID and synthetic credentials could be possible. 

· Helping the M2MES to configure the M2ME with the above credentials. Modes of such configuration may include:

· CCIF generates credentials and sends to M2MES to embed during manufacture time; or

· M2MES generates and embeds them and sends them to CCIF afterwards; or

· M2MES generates and embeds them and they are communicated to CCIF via the M2M subscriber 
· 
5.1.3.4.2
Discovery and Registration Function (DRF)

DRF helps the M2ME to discover and register with the SHO. Address resolution is included within 
DRF. 



5.1.3.4.3
MCIM Download and Provisioning Function (DPF)

This is a function for managing the downloading and provisioning of the MCIM applications and credentials to the M2ME. 

In order to perform the secure provisioning of the MCIM applications and their parameters to the M2ME, the DPF needs to support the following functions:


· Receive some information (e.g. address) from SHO or RO (ICF) in order to access the M2ME, or alternatively rely on OMA-DM bootstrapping for inducing the M2ME to connect to the DPF
· Receive authorisation from the SHO or RO (ICF) to provision the M2ME. This could include a security token for communicating with the M2ME.

· Receive from the SHO the MCIM application and credentials package to be downloaded. Alternatively the DPF could generate this from stored rules and advise the SHO of the credentials that have been downloaded to the M2ME.

· Provision the MCIM application and credentials to the M2ME.
· Update previously downloaded MCIM applications or credentials and provisioning new applications as needed.
· Notify the SHO of the successful or failure of a provisioning event.


In addition to functions required to perform secure provisioning of the MCIM applications and their parameters to the M2ME, the DPF may support options to check the M2ME and/or TRE integrity prior to the provisioning. The DPF can obtain the verification data from the PVA and then, depending on relevant SHO security policies, allow or disallow the provisioning process.
· 
5.1.3.4.4
Initial Connectivity Function (ICF)

This function provides connectivity services (at layers above the basic network access provided by the VNO) to help with the post-purchase discovery of the SHO. 
The ICF:

· 
· Provides IP connectivity for the M2ME to request downloading and provisioning of MCIM credentials and applications from a DPF via a Visited Network Operator (VNO) network.

In order to support this usage, the ICF may also:
· Authenticate the M2ME for connectivity functions, i.e. provide authentication vectors (AVs) to the connected VNO in order to allow the VNO to authenticate the M2ME at initial attach;

· Generate and transmit AVs or complete 3GPP attachment credentials to the M2M ES to allow for pre-configured credentials for temporary access, or;
· Receive AVs or complete 3GPP attachment credentials from either the M2M ES, the SHO or the M2ME subscriber.
5.1.3.5
Roles
5.1.3.5.1
Summary

Examples of roles are given in this document are as follows:
1. M2M Equipment Subscriber 

2. M2M Equipment Supplier (M2MES)

3. Registration Operator (RO)

4. 3GPP Visited Network Operator (VNO)

5. 3GPP Selected Home Operator (SHO)

6. Non 3GPP Initial Connectivity Service Provider 

7. Platform Validation Authority (PVA)

8. Regulator 

The mapping of technical functions onto roles that is used in the present document is described in the table below. It is only one example of a possible mapping and is in no way definitive.

	ROLE
	TECHNICAL FUNCTIONS INVOLVED

	M2ME Subscriber
	Single-function. Description of all functions is done at the Role level

	M2ME Supplier
	CCIF

	Registration Operator
	DPF, DRF, ICF

	3GPP Visited Network Operator
	Single-function. Description of all functions is done at the Role level

	3GPP Selected Home Operator
	Single-function. Description of all functions is done at the Role level

	Non 3GPP Initial Connectivity Service Provider
	Single-function. Description of all functions is done at the Role level

	Platform Validation Authority
	Single-function. Description of all functions is done at the Role level

	Regulator
	Single-function. Description of all functions is done at the Role level


Table 5.1.3.5.1-1: Mapping of Roles to Technical Functions

5.1.3.5.2
M2ME Subscriber

The M2ME subscriber is the person or organization who receives M2M services under contract with an SHO, including services for connectivity and application registration and activation. 


An M2ME subscriber must support selection of a SHO and deliver all the M2M equipment parameters to this SHO.
 An M2ME subscriber may support the following functions: 
· Inform the RO of an impending subscription change from one SHO to another; 
· Contact any relevant activation service provider;

· Provide the PVA with credentials needed for validation of the M2ME platform and/or applications provided by the M2ME, including those supporting MCIM remote management;
· Obtain credentials for the platform and/or applications from a trusted third party (e.g. M2MES or a third party that has a trusted relationship with the manufacturer or the supplier). 
5.1.3.5.3
M2M Equipment Supplier (M2MES)

The M2MES provides the M2M equipment to the subscriber. Typically the M2MES is a manufacturer. A M2MES may also be a business stakeholder in the initial connectivity service or in the application activation service. An M2MES may perform the CCIF to allow a credential for initial network access to be installed and securely stored in the M2ME before downloading and provisioning of the MCIM takes place. 

· 
· 
A M2MES may provide a means for the M2ME subscriber to select the desired SHO, or for this to happen automatically when the equipment is connected to an access network.
NOTE: 
When the M2ME leaves the supplier, it is not normally associated with a SHO. However, some use cases may require the identity of the SHO and a corresponding discovery mechanism to be pre-configured in the equipment.


5.1.3.5.4
Registration Operator

The purpose of this role is to provide initial connectivity to the M2ME and to provide registration and provisioning functions for the M2ME. This typically involves the Initial Connectivity, Discovery and Registration, and MCIM Download and Provisioning Functions.





5.1.3.5.5
3GPP Visited Network Operator (VNO)

A VNO is any 3GPP operator that operates a network that is accessed for the purpose of initial registration and provisioning of the MCIM applications and credentials.
 The VNO and SHO may be the same operator, or they may be distinct operators. 
The VNO supports the following functions:
· Provide temporary 3GPP network access to the M2ME, where authentication using credentials such as a Preliminary IMSI (PIMSI) may be required. A VNO may provide full or restricted connectivity during initial access.
· 
· Provide open network access to the Discovery and Registration Function (DRF) when possible, i.e. where no credentials or authentication are required for this access. This function applies when the VNO will become the SHO after registration and provisioning, for example.
5.1.3.5.6
3GPP Selected Home Operator (SHO)

An SHO operates as follows:  

· Has a subscription contract with the M2ME subscriber to provide operational connectivity services (and application services if it also takes on the role of an application service provider) for the M2ME; 

· Authorises the DPF to provision M2MEs with MCIM parameters generated by, or generated on behalf of, the SHO;
· In case of re-provisioning and while there is an operational connection to an M2ME, provides connectivity services between the M2ME and a DPF for re-provisioning of a MCIM to the M2ME;
· In case of re-provisioning and while there is an operational connection to an M2ME, provides connectivity services for the attestation of the device with the help of the PVA for a re-provisioning of the MCIM application or credentials. 


5.1.3.5.7
Non-3GPP Initial Connectivity Service Provider 

Non-3GPP Initial Connectivity Service Providers (ICSPs) are connectivity service providers such as fixed network service providers, IMS service providers, or WLAN providers that provide non-3GPP access to activation and registration services for the M2M equipment
5.1.3.5.8
Platform Validation Authority (PVA)

The PVA is the authority responsible for validating the credentials used to verify the M2M equipment as a trusted platform. The PVA may also issue these credentials. 

The PVA supports the following:
· Validation of platform credentials  that assert the authenticity and integrity of the M2ME as a platform to hold the MCIM application and credentials;
· Providing the DPF and SHO with information related to the success or failure of the validation of the M2ME.
· Obtaining new platform credentials when required, e.g. after a remote update of the M2ME.

The content and format of a PfC can have, e.g. the following variations. PfC may contain several parts some of which are device-specific and some common to a group of devices. E.g., (1) an M2M ES public key to act as the root of trust for verification (public, common), (2) a device-specific private key stored in the M2ME (secret, device-specific), (3) a certificate issued to the corresponding public key by the M2M ES (public, device-specific) asserting the expected system state of the M2ME.  In this scenario, PfC needs to be obtained by PVA in advance of the manufacture in a secure manner; is embedded or initialized in the M2ME during manufacture; and can be provided along with other information during platform validation. 
· 

5.1.3.5.9
Regulator

This is a governmental body or other legislative or regulatory entity governing the operation of the M2MEs and networks in a country or region.
5.1.3.6
Network Interactions for Remote Provisioning
5.1.3.6.1
General
This section provides examples of the steps required for the M2ME to be remotely provisioned with an MCIM application and credentials. Both 3GPP access and non-3GPP access scenarios are described. Additional details of the network interactions are provided in Annex x.2. 
5.1.3.6.2
Network Interactions for MCIM Provisioning in case of 3GPP Access  


1. The M2ME uses standard GSM/UMTS principles (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 

NOTE: 
 In order to be able to perform client authentication for initial attachment to the VNO’s network, the M2ME may need to support an algorithm which is shared by all the M2ME’s and the VO. Such an algorithm could be MILENAGE, with customization parameters that are common. It is not possible to use a proprietary algorithm.

2. The VNO contacts an RO (ICF). Note that in some cases the RO and VNO may be identical.

3. The RO transfers AVs for the claimed PCID to the VNO.  The VNO uses these to authenticate the PCID/M2ME. 

4. After a successful authentication, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF). This means that the PCID-specific subscription data stored at the RO must allow access to an APN and a corresponding GGSN which allows connectivity to the RO.
5. The M2ME connects to the RO using IP connectivity provided by the VNO’s network. Internally, the RO forwards the PCID from its ICF to its DRF function. 
6. The RO assists the M2ME in discovering its SHO, or the RO itself discovers the correct SHO for the M2ME. OMA BOOTP could be used, as described elsewhere in this document.

7. The RO connects to the SHO and registers the M2ME there.

8. The SHO requests a PVA to validate the authenticity and integrity of the M2ME. This request may also be forwarded via the RO.
9. The PVA validates the authenticity and integrity of the M2ME.

10. The PVA sends the validation results back to the SHO.

11. The SHO, upon receiving a positive validation, contacts the RO (DPF) and authorizes provisioning of the MCIM application to the M2ME.

12. The RO (DPF) downloads a MCIM object to the M2ME.

13. The M2ME provisions the downloaded MCIM into the TRE and reports the success/failure status of the provisioning to the RO (DPF). 
14. The RO (DPF) reports the success/failure status of the provisioning back to the SHO.

Note that the above steps must be further assured of appropriate types and levels of security. For example, steps 10 to 14 may be secured by use of the OMA DM protocol with the RO (DPF) acting as the server. In another example, the steps involving the validation of the M2ME (and/or the TRE) may be done using the Online Certificate Status Protocol (OCSP) with the PVA acting as a server.
The above steps are depicted in the following figure. In this figure, the dark-green arrows indicate connections between the operators, service providers, and validation authorities, while the black solid arrow indicates the air interface for the initial network access from the M2ME to the VNO’s network. The blue dashed arrows indicate the connections between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network, and the blue dotted arrows indicate the connections between the M2ME and the RO (DRF and DPF functions) and the PVA, over the air interface of the VNO’s network and the IP connectivity provided by the RO (ICF function). 
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Figure 5.1.3.6.2-1: Network authentication and MCIM Provisioning in the M2ME, in the case of 3G authenticated access 
In many real-life situations, there are only two operators physically present to provide access and services for an M2ME. They would be an RO (incorporating ICF, DRF and DPF) and an SHO. In such cases, the RO would also serve as the VNO.
 Further, in some cases the role of the PVA and the DPF may be hosted by the SHO. The VNO and SHO may be the same operator
, although they will be logically separate entities until the M2ME has declared the identity of its SHO.
 These many alternative sets of network interactions are not shown in this document.

5.1.3.6.3
Network Interactions for MCIM Provisioning in case of Non-3GPP Access
In this scenario, the M2ME communicates with a non-3GPP access network, which may be WLAN or DSL access (among others).
 The procedure is largely the same as above, with the following differences:
-
The M2ME accesses a non-3GPP network provided by a non-3GPP ICSP.  The M2ME is either authenticated using a non-3G mechanism (which is out of scope of this document), or given unauthenticated access for registration purposes.

-
If unauthenticated access is provided, the RO’s ICF is not needed, as the non-3GPP ICSP provides a direct IP connection to an RO (DRF).

After this stage, and until the M2ME connects to the network using MCIM credentials downloaded and provisioned from the SHO, all communication between the M2ME and the various network entities is done via the IP connectivity provided by the non-3GPP ICSP.




1. 
2. 
















· 
· 





· 

· 

5.1.3.7 
How to change to a new operator

5.1.3.7.1
General

In this section we describe the process used to change from one SHO to another. It is worthwhile to discuss this situation in a little more depth, since the architecture used in this process may be to some degree orthogonal to the architecture presented in the previous section.
 This section first describes the design principles used for the architecture governing operator change. After this an extended role model is described, followed by a set of architecture proposals.

5.1.3.7.2 
Design principles

The following design principles were used to develop the architecture for operator change:
· Reuse as much as possible of initial provisioning architecture

· The new operator should be able to individually verify the integrity of the device just as in the case of initial provisioning

· The architecture should allow the option to have more than one MCIM stored in the device at a single moment. At most one MCIM can be active at any time.

· The owner of the device should control which MCIM in the device is used to provide connectivity.
· Selection of a new SHO should be possible at any time under control of the M2ME subscriber.
Editor’s Note: It is FFS which entity should coordinate the change of operator procedure. Possible options are:

· M2ME subscriber

· Old Selected home Operator ( old SHO)

· New Selected Home Operator 

· RO (DRF function)

5.1.3.7.3 
Additions to role model

The description of Roles in section 5.1.3.5 takes a relatively static viewpoint, since it does not take into account how new and old selected home operators relate to each other, to the M2ME subscriber, and to the other roles. This section will aim to describe these issues by first describing the new roles and then describing the overall relationship.

5.1.3.7.3.1 
Relationship between roles

The M2ME subscriber has a contract with the old SHO in the beginning of the use case and a contract with the new SHO at the end of the use case.

5.1.3.7.4 
Network architecture support for operator change
5.1.3.7.4.1
General

In this section we illustrate how the architecture described in section 5.1.3 can facilitate a secure re-provisioning of MCIM due to a change of SHO. 
5.1.3.7.4.2 
Re-provisioning using connectivity provided by old SHO
Re-provisioning may be performed using connectivity provided by the old SHO. The following is an example sequence of steps to achieve this goal: 

1) The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters.

2) The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning.

3) The new SHO requests the PVA to validate the M2ME.
4) The PVA validates the M2ME.
5) If the validation is successful, the PVA reports the successful status of the validation to the new SHO. 

6) The new SHO sends its MCIM to the RO (DPF).

7) The RO securely sends the new MCIM to the M2ME using the connectivity provided by the old SHO. This step should be atomic in the sense that the MCIM download should be complete before any other steps are initiated. 

8) Before installing the new MCIM originating from the new SHO, the M2ME discards the current AVs and other MCIM credentials corresponding to the old SHO.
9) The M2ME sends a message to the old SHO indicating that the M2ME has discarded the old SHO’s credentials as in the previous step.
10) The old SHO sends an acknowledgment to the M2ME indicating the receipt of the above message. 

11) The M2ME sends the acknowledgment message to the RO (DPF), which relays it to the new SHO. Some privacy filtering may be applied here, to prevent any sensitive information about the old SHO from being seen by the new SHO.

12) With the aid of the RO (DPF), the M2ME provisions the new MCIM from the new SHO into the TRE.  

13) The RO (DPF) reports the success/failure status of the provisioning to the new SHO.
14) The new SHO sends a message to the RO to register the M2ME as ‘subscribing to’ the new SHO, for future discovery queries. 

In another variant of the above steps, the MCIM credentials for the old SHO and those for the new SHO may already be present in the M2ME before the subscription change takes place. In this case, these two separate sets of credentials need to be strictly separated, and neither of the two operators involved in the subscription change shall be allowed to obtain the other’s MCIM credentials. Appropriate HW or SW isolation techniques must be used.
5.1.3.7.4.3 
Reverting to the pristine state

In this section we describe how the device could change to a new operator by first reverting to the pristine state and then performing another initial provisioning phase. The basic idea here is that some entity contacts the M2ME and instructs it to perform a re-provisioning. This entity may be the owner or someone with similar management rights of the device. The method now proceeds as follows:

1) The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters.

2) The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning.

3) The M2ME removes the old SHO’s MCIM and returns to the pristine state.
4) At this point, the M2ME can proceed according to the steps given in section 5.1.3.6.
5) 
6) 
7) 
8) 
9) 

10) 
11) 
12) 
13) 
14) 
15) 
16) 
As a future enhancement, the M2ME may also be able to download, install and use a new credential for the initial network access. Once an M2ME has been provisioned, an updated initial network access credential could be delivered as a MCIM to the M2ME for future use in a SHO re-provisioning process. This way, the credential would be extracted, stored, and used exclusively in the TRE of the M2ME. 

The initial network access credential could have an associated lifetime. During a MCIM re-provisioning process due to change of SHO, an M2ME may determine that its existing initial network access credential is about to expire. In this case, the M2ME may request and receive a new initial network access credential from a network entity (e.g. the DPF of the RO or the CCI function of a M2MES, etc). Alternatively, an appropriate network entity could initiate the replacement of the initial network access credential. 
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* * * Next Change * * * 
Annex x: Details and options for Alternative 1a

x.1
Delayed Activation
There may a considerable delay (perhaps weeks or even months) between provisioning (U)SIM functionality into the M2M equipment and the first use of any connectivity. In the legacy credentials case, it may be undesirable for the operator providing the initial connectivity service to have live subscriptions in his network without any activity over an extended period of time. Therefore, a service may be useful (but not mandatory) by which an M2M user can indicate to the Registration Operator (Initial Connectivity Function) that the M2M equipment is going to be switched on so that the subscription can be activated in the network. Such a service could be realized over an appropriately protected web portal.

x.2
Details for Network Interactions
x.2.1
Initial Attach
Ideally, the M2ME will use a PCID which has the same format as anIMSI, so that the VNO does not have to be M2M-aware.  The “MCC” and “MNC” fields in the IMSI/PCID will indicate to the VNO/SHO which entity it should contact to obtain authentication vectors to authenticate the PCID with.  

Editor's Note: The shortage of IMSI numbers could be an open issue to resolve. For instance, PCIDs no longer required by a M2ME could be re-allocated. This is FFS. Furthermore, a group of M2MEs could share the same PCID. We have to consider that the core network will not allow concurrent connectivity to M2MEs with same PCIDs. The measures for M2MEs should be FFS.
x.2.2
Using OMA DM bootstrap for address resolution
This section provides one example of performing the mechanism.  Other methods may also be possible.

OMA-DM provides a bootstrap mechanism based on connectionless OTA push. This mechanism can be used if no network configuration parameters are pre-configured in the M2M equipment. At least two configuration contexts can be identified: the context for provisioning the MCIM application, and the context for provisioning M2M applications.  

NOTE 1: 
A single OMA-DM context can be bootstrapped only once. Thus a mechanism for re-bootstrapping contexts is needed and is FFS.
The OMA BOOTSTRAP characteristic defines the PROVURL to which the OMA-DM client will initiate the connection.  In addition, an access point definition (NAPDEF) for the access network in question should be added to the provisioning message to enable IP connectivity (CSD or GPRS bearers) on the device.

Server authentication of the Bootstrap message origin is defined in OMA-WAP-ProvBoot-V1_1 and OMA-TS-DM_Security-V1_2. For M2M, one reasonable choice is to use a password method, i.e. a shared secret between the server and the M2M equipment. This secret, referred to as a device PIN, must be given to the bootstrap server (DRF) as part of the setup of M2M equipment provisioning definition. The same authentication token can be used for transport-neutral security in further OMA DM communication. Other choices are to equip the M2ME with a certificate and using a signed token or to utilize a secret based on existing cryptographic keys provided by the RO for authentication towards the DPF. 

There is also a requirement for the OMA DM client to authenticate the server during the provisioning activity. This is typically handled by using a trusted credential for the TLS negotiation (server certificate). Two options could be envisioned:

1. The M2ME incorporates all necessary trust roots (root certificates) to validate the server

2. The OMA DM Bootstrap message is augmented with the certificate/public key/public key hash of the OMA DM server. 


NOTE 2: 
This has been done before (MS) by the addition of a “CertificateStore” characteristic, but could also be conveyed in a more subtle way, e.g. by including the public key hash in the ProvURL parameter, or by the addition of a VENDORCONFIG characteristic in the bootstrap message.

NOTE 3: 
OMA DM bootstrap poses a more general problem for VNO connectivity. In practice probably the NAPDEF actually could refer to the SHO NAPDEF, since the network topology may route GPRS data packets through the SHO anyway, but if not, the SHO or DR-SP might need to know more details of the AN in order to provision the right NAPDEF for the roaming situation
x.2.3
MCIM Application Provisioning Scenario Using OMA-DM
The following scenario outlines the provisioning steps in the context of OMA-DM. It is assumed that two OMA DM management objects have been defined; the M2MMobj and the M2MSIMMobj. The first one is used to carry information about the M2ME and its TRE to the OMA DM Server and the latter is used to transport the MCIM parameters (and possibly code) to the TRE of the M2ME.

NOTE 1: 
The standardisation of OMA DM management objects is a relatively simple process and can mainly be done in 3GPP (SA3) if so desired. OMA needs then to register the defined object to become a valid OMA DM management object.
· The addressing, and alternatively connectivity settings are provisioned by an OMA-DM Bootstrap message. The authentication of the Bootstrap may be based on a shared secret, and if the validation succeeds, the client connects to the OMA DM server, provided that means for server authentication are possible.

· The DPF (OMA DM server) consults the OMA DM management object for M2M (M2MMobj), and validates that the provisioning request relates to an ongoing M2M provisioning. The OMA DM back-end system contacts the PVA to verify that the TRE can be trusted and then retrieves the wrapped platform credential for the device, and prepares the M2MSIMMobj for provisioning by the OMA DM Server. 
In typical roles and functions described for the current architecture, the DPF is separate from the SHO, i.e. it is part of the RO. Therefore, possibly the MCIM application provisioning must be done in two phases – first the platform credential is retrieved from the device, validated, and given to the SHO, whereby the SHO provides the USIM application provisioning data encrypted for the device to be provisioned in a secondary stage

NOTE 2: 
To limit the security requirements on the OMA DM server it is assumed that the OMA DM server only receives an encrypted blob containing the MCIM application information including the IMSI, the key Ki, an algorithm identifier and possible algorithm constants or algorithm code packaged for the device that can only be opened using the  platform key that the M2ME holds in its TRE. OMA DM includes support for XML Encryption and XML Signatures and hence these can be straightforwardly applied. The binary blob could e.g. be a PKCS-formatted envelope for the device, externally formatted e.g. to be further sent to an embedded UICC or other TRE for decryption, validation and deployment.

Editor’s Note: The security of the encrypted blob needs to be clarified. 
The suggested procedures allow an abstraction at the SHO to be independent of the specifics of TRE. The TRE specifics, e.g. Java or STIP or Native, can be handled by the OMA DM (DM is designed the take care of this and can handle different devices, brands, etc)

The use of the PVA assumes a trust relation. If cryptographic certificates are used in this context this assumes the existence of at least a limited PKI and that the DPF has root certificates that can be used to verify that the correct (trusted) PVA is performing the TRE check(s).  

· The M2ME receives the M2MSIMMobj and can verify that it comes from the correct SHO and by checking the registration nonce one achieves protection against replay attacks. The encrypted blob with the parameters in decrypted inside the TRE and the parameters are extracted and securely stored.. The blob may also contain device-specific authentication tokens or passwords to authorize the USIM application provisioning activity in that specific device. These tokens may be distributed with the M2ME device, and provided to the SHO by the M2ME user 
NOTE 3:
 If cryptographic certificates are used in connection with XML signatures the TRE of the M2ME must be configured (e.g. at manufacturing time) with one or several root certificates.  

· The device (OMA-DM client) is assumed to react on the presence of the provisioned USIM application, and locally provision the application to the TRE corresponding to the platform credential.  

The SHO may wait to prepare the credentials for the M2ME until being contacted by the OMA DM backend system. However it seems more advantageous (e.g. when bulk provisioning is to be performed) to have the SHO prepare the (wrapped) credentials as result of the registration of the devices and their respective platform credentials in advance at the SHO. Both approaches are possible and the final decision can be left to the SHO.
x.3 
Trust Model
A trust model is presented so that it is clear what reliance the roles have on each other.  The trust model takes the form of statements about the tasks that each role is expected and trusted to perform.  Where this trust and expectation of one role is held by particular other roles, this is mentioned.  Standard trust relations that already exist within mobile networks are not described in detail. Expectations that are part of most commercial arrangements (e.g. that bills will be paid, contracts complied with) are also not mentioned.  In order to avoid duplication, expectations upon roles are given (e.g. what A is trusted to do by B) but not the expectations upon others that each roles holds (i.e. the list of roles trusted by the SHO are not given).

The roles that are discussed in this trust model are:

· M2ME Subscriber

· M2ME Supplier (M2MES)

· Platform Validation Authority (PVA)

· Registration Operator (RO)

· 3GPP Visited Network Operator (VNO)

· 3GPP Selected Home Operator (SHO)

Additionally, technical functions that are discussed include:

· Initial Connectivity Function

· Discovery and Registration Function (DRF)

· Download and Provisioning Function (DPF)

The roles/technical functions and the trust that is placed on them by other roles/technical functions are as follows.

Role: M2M Equipment Subscriber

The M2ME subscriber is trusted to be in legitimate possession of any credentials that the M2ME subscriber is required to use. A possible credential here is a password. Other schemes are also possible, such as certificates.
Role: M2M Equipment Supplier (M2MES)

The M2MES which manufactures the M2M equipments that host the TRE is trusted by the RO (including its DPF function) and the SHO to

· Manufacture equipment that meets relevant security requirements on MCIM hosting in the TRE
· Generate and provision PCIDs in accordance with industry guidelines

· Generate and provision other initial connectivity credentials (e.g. algorithm, key K) in accordance with standards

· Securely transmit initial connectivity credentials and PCID to chosen RO

· Generate device credentials in line with industry guidelines/standards
· Supply correct information to the PVA to enable it to verify the identity and compliance of the M2ME.

Role: Registration Operator (RO) 

The RO is trusted by the M2ME subscriber (and SHO, where applicable) with respect to particular M2ME to carry out the Technical Functions of DRF and DPF, as described below.

Technical Function: Initial Connectivity Function
The ICF of an RO is trusted by the M2MES and VNO to:
· Securely receive and store initial connectivity credentials and PCIDs from M2MESs that have chosen the RO
· Securely generate (if not received from M2MES) authentication vectors for PCIDs registered with the RO
· Securely store and manage authentication vectors for PCIDs registered with the RO
· Securely transmit authentication vectors for specific PCIDs to VNO on request from VNO
· Securely maintain keys (K) and parameters
Technical Function: Discovery and Registration Function (DRF) 
The DRF of a RO is trusted by the M2ME subscriber, VNO, and SHO to
· Correctly discover the SHO and route the M2ME to the SHO
Technical Function: Downloading and Provisioning Function (DPF) 
The DPF of an RO is trusted by the M2ME User/Subscriber to
· Securely generate USIM keys and parameters, if instructed to do so by RO
· Securely store and manage generated keys, if instructed to do so by RO
· Carry out specified activities (e.g. using the PVA to authenticate the M2ME) prior to MCIM download
· Securely receive USIM keys and parameters from the SHO, or alternatively to generate same and transmit them to the SHO for operational use.
· Securely download and provision the USIM keys (K) and parameters to the M2ME.
Role: Visited Network Operator (VNO) 

The VNO is trusted by the M2ME User/Subscriber, Equipment Supplier, RO and SHO, following the standard trust model for 3GPP network operators.
Role: Selected Home Operator (SHO) 

The SHO is trusted by the M2ME User/Subscriber to accept requests to register the User’s M2ME if obliged to by contract with the User/Subscriber.
Role: Platform Validation Authority (PVA) 

The PVA is trusted by the SHO and by the RO or its DPF to

· Correctly authenticate the identity and compliance status of M2ME and report status back to RO (or DPF of the RO).
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�New text in 5.1.2.1 addresses this.


�Moved to 5.1.1.2.


�This issue has been clarified.
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