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1
Introduction
In S3-090149 it was proposed to reduce the scope of the UTRAN key hierarchy study item. The reduction consists of removing the handling of IRAT mobility since this is now more or less solved by the use of cached/native EPS security contexts. 
2
Proposal
It is proposed that the attached update of the WID for the UTRAN key hierarchy is approved.
3
Rationale
For the convenience, the original proposal in S3-090149 is included below.
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1 Introduction

SA3 has initiated a study on the introduction of a key hierarchy (KH) in UTRAN, similar to that specified for use in E-UTRAN. When the first draft [2] of the TR was produced (and even more so when the WID [1] was agreed at SA#38), the security procedures in E-UTRAN were far from completed. In particular, at the time of producing these documents [1,2], the concept of “cached security contexts” was not known to be part of the Rel8 standard.

In this contribution, it is argued that there is an overlap between the technical effects of the cached security contexts and the would-be effects of the UTRAN KH (as laid out in [2]). It is also argued that the cached security contexts, if fully integrated into the TR [2], would add a high level of complexity. At the same time, it is clear that the UTRAN KH can still provide significant improvements in the overall security of UMTS and EPS, e.g. when considering “flattened” implementations of HSPA evolution where ciphering and integrity functionality is located in the NodeB. 

For these reasons, it is proposed to re-scope the study to provide a more manageable solution which still serves to improve the security in a desirable way. 

2 Analysis

2.1 Imposed Complexity

The following aspects must, according to the WID [1], be covered:

· Attacks countered

· Solution impacts

· Signaling SGSN-MME

· Signaling SGSN-SGSN

· Signaling UE-SGSN-HSS

· Use of ME capabilities

· Signaling SGSN-HSS

· AV management

· Key derivations and bindings

The IRAT signalling is currently discussed in Sections 6-8 of [2]. In particular, looking at the tables of Section 8, it can be seen that several cases need to be considered when performing E-UTRAN/UTRAN IRAT mobility and handovers depending on the capabilities of the source/target. If one in addition now considers the fact that, according to current 33.401, each handover case needs to be sub-divided into two cases depending on whether cached or mapped security contexts are used, a quite big complexity is added when we also need to consider whether or not the handover is to/from a UTRAN KH capable SGSN. In other words, the solution impact on SGSN/MME processing and signalling when combined with cached/mapped security contexts appears significant.

2.2 Improved Security Level

According to the WID [1], an objective of the UTRAN KH is to

“… study potential solutions for introducing the E-UTRAN key hierarchy in UTRAN, to improve the security level in UTRAN in the presence of the new deployment scenarios and to ensure that a security breach in UTRAN will not propagate into E-UTRAN. ….”

At handover, two different types of key derivations may be considered for assuring these properties: “horizontal”, inter-access key derivations (between SGSN and MME), and, “vertical”, intra-access key derivations (e.g. between SGSN and RNC).  

If one considers a UTRAN to E-UTRAN handover, the threat relevant at the time of writing the WID was that the E-UTRAN Kasme would be derived from a UTRAN (Ck, Ik) that was already compromised (e.g. in a HSPA NodeB). This threat is impossible to solve by means of horizontal key derivation(s), applying a one-way function to (Ck, Ik). Rather, it needs to be solved in one of two ways:

1. Assuring that (Ck, Ik) was not exposed in the UTRAN in the first place, or,

2. basing Kasme on some other, completely different key.

Now, if the handover is performed based on a security context which was already cached in the MME, then solution (2) is effectively already in place (with or without any UTRAN KH). 

If, on the other hand, the handover is based on a mapped context from the source SGSN, then security is assured if and only if (1) can be assured, which basically boils down to whether UTRAN KH (with “vertical” derivation) is in place. 

In other words, in the possible presence of cached security contexts, the remaining security gaps may be addressed entirely by local handling (KH) within UTRAN. 

3 Conclusion and Proposal

As argued above, if the cases of cached and mapped security contexts at IRAT mobility are to be fully integrated into the current draft TR [2], significant complexity will be added. On the other hand it was demonstrated that when cached security context are in use, the remaining security gap can be handled locally within UTRAN and it is precisely here that the UTRAN KH would be useful. As noted, also within intra-UTRAN mobility, a KH would be beneficial as it adds security for new “flattened” deployments.

It is proposed that UTRAN/E-UTRAN IRAT signalling cases are removed from the scope of the study and that IRAT handling is left as specified by 33.401. It is similarly proposed that the study focuses on the support for a key hierarchy locally in UTRAN and the intra-UTRAN mobility cases. (Of course, the UTRAN attach procedures etc also remain in scope.) 

If agreed, Ericsson, in its role as WI editor, is volunteering to produce an update of [2] for the next meeting.
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