Presentation of Specification to TSG

Presentation to:
TSG SA Meeting # 44
Document for presentation:
TR 33.828, Version 1.3.0
Presented for:
Information

Abstract of document:

Work done against WT-level Work item in SP-090128:

UID
430036
Title
IMS Media Plane Security (Stage 2)
Acronym
MEDIASEC
Rapporteur:
Peter Howard (Vodafone)
The present document studies use cases, requirements and candidate solutions for protecting the IMS media plane against eavesdropping and undetected modification. Currently IMS media protection relies on security provided at the lower layers. With Common IMS, it has become possible to use IMS over a wide variety of access networks which provide varying levels of security and in some cases no security at all. It is therefore desirable to study solutions for securing the IMS media plane in a uniform manner across all access networks. Furthermore, media transport in the core network, although generally less vulnerable than in the access network, may also be realised in varying ways with different levels of security. Therefore, the present document also studies solutions for end-to-end protection of IMS media.
Changes since last presentation to TSG SA Meeting # 41:

· Modifications to use consistent terminology when referring to IMS user equipment.

· Clarification of use cases.

· Addition of use case on media on demand

· Clarification of requirements.

· Clarification of terminating side identity assurance for TBS solution.

· Clarification of forking in case of TBS solution.

· Addition of analysis on preferred security endpoint for end-to-middle scenarios.

· Addition of key mixing option to access security solution 

· Clarification of identity spoofing mitigation in SDES solution.

· Clarification on applicability of SDES to non-RTP media.

· Clarification of forking in case of SDES solution.

· Clarification of handling of end-to-middle scenarios in case of SDES solution.

· Document restructuring.
· Addition of further details on Otway-Rees solution.

Outstanding Issues:

· Use cases need to be further prioritised.

· Evaluation of latest IETF requirements needs to be performed.

· Further study needed on MIKEY extensions for TBS solution.

· Further study needed on compatibility of all candidate solutions with SRTP in forking scenarios.
· Further details needed for all candidate solutions on how to pass media key from P-CSCF to media layer in case of use for end to middle security. This work may be shifted from the TR to the TS.
· Conclusions section needs to be written. 
The above issues are expected to be addressed by September 2009.
Contentious Issues:

None identified.
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