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1
Introduction
The end-to-middle security needs to be supported because some calls may happen between IMS endpoints and PSTN endpoints or between SRTP-enabled endpoints and none-SRTP endpoints. In some other use scenario, such as transcoder, the security also needs to be terminated in somewhere in the between. Here we propose a solution to handle End-to-Middle scenario using Otway-Rees protocol.
2. pCR to TR33.828-v1.2.0
7.4.3.6
End-to-middle
The following diagram shows a typical end-to-middle scenario where a call takes place between an IMS end user and a PSTN end user. This solution does not apply to the case where the protection is required between the end user and the access edge. For sake of simplicity the random number used in each message to prevent replay attack is omitted in the message diagram.
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1a.  User A bootstraps with KMS to establish a shared key Ka. If GBA is not support, User A can use other authentication method to get shared key Ka
1sg. Secure Gateway(SGW) establish a secure connection with KMS by IPsec, TLS or any other authentication method by which KMS and SGW can have a shared secret Ksg.

1sm. SGW establish a secure connection with PSTN media gateway (MGW) by IPsec, TLS or any other authentication method to get shared key Ksm
2. User A sends an INVITE message which includes the following parameters: plain identity of user A ID-A, plain identity of user B ID-B and Ea (ID-A, ID-B) (encrypted ID-A, ID-B with key Ka) to SGW 
3. Once receive the INVITE message from user A, SGW sends a request message, which includes the following parameters: plain ID-A, plain ID-B, Ea (ID-A, ID-B) and Esg(ID-A,ID-B) to the KMS to request media key K. 
4. KMS use Ka, Ksg to get decrypted ID-A, ID-B from Ea (ID-A, ID-B) and Esg(ID-A,ID-B), and compare the decrypted ID-A, ID-B with plain ID-A , ID-B to make sure they are same. Then KMS generate the media key K.
5. KMS encrypts the K using Ka, Ksg to get the Ea(K), Esg(K) respectively, and then sends the Ea(K), Esg(K) to SGW in the response message. 

6. SGW get media key K by decrypting the Esg(K). Then SGW send media key K to PSTN MGW using the security link between SGW and PSTN MGW protected by Ksm.
7. SGW send media Ea(K) to user A. (Notes: step 6 and step 7 can implement concurrently
After above-mentioned procedure, the IMS endpoint user has a security association with PSTN MGW.
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3. Request


ID-A, ID-B


Ea(ID-A,ID-B)


Esg(ID-A,ID-B)





1sg. Ksg





5. Response


Ea(K)


Esg(K)





1a. Bootstrap Ka











PSTN MGW,















































SGW





IMS Endpoint A








PAGE  
第3页


