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1
Opening of the meeting

The Chairman opened the meeting welcoming the Delegates to ETSI premises.
A minute of silence in the memory of Nigel Barnes, who sadly passed away, was kept.

2
Agreement of the agenda

S3-090400
Agenda for SA WG3 ad hoc meeting





Source: SA WG3 Chairman

Discussion: 

The Chairman presented the agenda. New Rapporteurs for 33.401 and 33.402 were assigned as Marc Blommaert is not participating to the SA3 meetings anymore. Dajiang Zhang volunteered to take 33.401 and Guenther Horn volunteered to take 33.402; this was confirmed. The SAE/LTE document order will be provided by the new Rapporteurs from now on.

The new Rapporteur for 33.102 will be Guenther Horn. A Rapporteur for 33.310 has to be assigned; this will be done in the May meeting.

Decision: 

The document was agreed.



3
Assignment of input documents

4
Report of relevant issues from SA#43

S3-090402
Report from SA#43 Plenary





Source: SA WG3 Chairman

Discussion: 

The Chairman presented the report.

Decision: 

The document was noted.



S3-090401
Report from SA3#54





Source: SA WG3 Secretary

Discussion: 

For information. Not presented.

Decision: 

The document was noted.



5
Incoming LS’s sent to SA3 relevant for the ad hoc

S3-090410
Reply LS on Receive of ETWS outside home-PLMN





Source: S1-090199

Decision: 

The document was not addressed.



S3-090407
New Q.16/13 study item on Mobility Security. Response to the 3GPP liaison statement S3-081567





Source: COM13-LS032

Discussion: 

ZTE presented the contribution.

Decision: 

The document was noted.



S3-090552
Mobility Security Framework in NGN in ITU-T





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. Comments to the document were invited.

Decision: 

The document was noted.



6
Technical contributions in SAE/LTE

S3-090631
Reply LS to S3-090596 = R2-092666 on Concurrent Running of Security Procedures





Source: R2-092676

Decision: 

The document was noted.



6.1
Security architecture

S3-090417
33.401 CR: Correction of UE EPS security capability default set





Source: Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-090420
33.401 CR: Storage of EPS NAS security context





Source: Ericsson, Gemalto

Discussion: 

Ericsson presented the CR. It was decided to come back to 420 after 574 has been discussed.

Decision: 

The document was revised to S3-090640.



S3-090640
33.401 CR: Storage of EPS NAS security context





Source: Ericsson, Gemalto

(Replaces S3-090420)

Decision: 

The document was agreed.



S3-090422
33.401 CR: Correction of eKSI usage in AS





Source: Ericsson, Nokia Siemens Networks, NEC Corporation

Discussion: 

Ericsson presented the CR. Huawei suggested that this CR has to be merged with 513.

Decision: 

The document was merged in S3-090583.



S3-090513
Corrections of 33.401





Source: Huawei,ZTE

Discussion: 

Huawei presented the CR. It was agreed to merge the two documents. Qualcomm suggested that 570 is also related but is not contradicting and can be taken later.

Decision: 

The document was merged in S3-090583.



S3-090583
Corrections of eKSI and AS in 33.401





Source: Huawei,ZTE, Ericsson,

(Replaces S3-090513)

Decision: 

The document was agreed.



S3-090423
Editorial corrections to security context establishment clause





Source: Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-090437
LS on the removal of KNASint and KNASenc from EFEPSNSC





Source: C6-090055

Discussion: 

NEC presented the LS. Huawei suggested replying to this LS asking whether the effects of such a decision have been considered on the ME. Alcatel-Lucent suggested that Rel-99 UICC will have to run the necessary computation in any case, so the effect is small; Gemalto suggested that the most efficient way should be selected and supported the idea of a reply LS.

The subjects to be asked in the LS were agreed to be the cost evaluation, and the impact on ME. Also, the removal of NH will be asked as it is not needed.

Decision: 

The document was replied to.



S3-090584
Reply to: LS on the removal of KNASint and KNASenc from EFEPSNSC





Source: current meeting

Decision: 

The document was agreed.



S3-090546
CR to 33.401 Removal of NAS keys storage





Source: NEC Corporation, Nokia Corporation, Nokia Siemens Networks, NTT DOCOMO

Discussion: 

NEC presented the CR. The reply LS S3-090584 will be used to decide if the CR is agreed, but the content is agreed in principle.

Decision: 

The document was conditionally agreed.



S3-090524
Correction of EPS AS/NAS Security Context definition





Source: China Mobile,ZTE

Decision: 

The document was revised to S3-090557.



S3-090516
corrections for Attach procedure





Source: Huawei

Discussion: 

Huawei presented the CR. A check with 24.301 should be done to make sure that there are no such cases. Also, 33.401 clause 7.2.5.1 in the last sentence should be checked and decide whether to remove the sentence or not. Agreed in principle.

Decision: 

The document was revised to S3-090585.



S3-090585
corrections for Attach procedure





Source: Huawei

(Replaces S3-090516)

Decision: 

The document was agreed.



S3-090557
Correction of EPS AS/NAS Security Context definition





Source: China Mobile,Nokia Corporation, Nokia Siemens Networks
Discussion: 

China Mobile presented the CR. The sentence where the UE shall delete the AS security context was decided to be kept. The two bullets could also be combined together.

Decision: 

The document was revised to S3-090586.



S3-090586
Correction of EPS AS/NAS Security Context definition





Source: China Mobile,Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090557)

Decision: 

The document was agreed.



S3-090566
Clarification of LTE USIM requirement





Source: NTT DOCOMO

Decision: 

The document was [not addressed].



S3-090574
Completing the handling of security contexts in TS 33.401





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the contribution.

Decision: 

The document was noted.



S3-090571
Correcting the handling of EPS security context





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. Some offline checks must be done to ensure the most secure solution. The state diagram must also be checked. It was decided to have a revision of this to be discussed over email.

Decision: 

The document was revised to S3-090639.



S3-090639
Correcting the handling of EPS security context





Source: Qualcomm Europe

(Replaces S3-090571)

Decision: 

The document was sent for email discussion.



6.2
Authentication and key agreement

S3-090547
AKA procedure in case of NAS security actived





Source: ZTE Corporation, HUAWEI

Discussion: 

ZTE presented the CR. This is already covered by stage 3 specifications so it is not needed.

Decision: 

The document was noted.



6.3
Key derivation

S3-090440
LS response to R2-087408 (Reply LS on PCI Clarification)





Source: R3-090544

Discussion: 

Ericsson presented the LS.

Decision: 

The document was noted.



S3-090418
33.401 CR: Resolving ed note on PLMN ID encoding





Source: Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-090531
Removal of the paragraph mentioning IMSI from the Annex A2





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

Discussion: 

Obsoleted by agreeing 418.

Decision: 

The document was withdrawn.



S3-090427
33.401 CR: Introduction to forward security





Source: Ericsson

Discussion: 

Ericsson presented the CR. The Chairman pointed out that the terminology had been developed in the specification using backward security for what in the CR is meant by forward security, so there should be done several substitutions in the specification. Nokia Siemens Networks suggested transferring the introduction in the definition clause.

Decision: 

The document was revised to S3-090587.



S3-090587
33.401 CR: Introduction to forward security





Source: Ericsson

(Replaces S3-090427)

Decision: 

The document was agreed.



S3-090507
Clarification on Multiple KeNB*s Preparation in Section 7.4.3





Source: Huawei

Discussion: 

Huawei presented the CR.

Decision: 

The document was revised to S3-090588.



S3-090588
Clarification on Multiple KeNB*s Preparation in Section 7.4.3





Source: Huawei

(Replaces S3-090507)

Decision: 

The document was agreed.



S3-090510
Add the frequency EARFCN-DL





Source: Huawei,ZTE

Discussion: 

Some minor editorials to be applied.

Decision: 

The document was merged in S3-090588.



S3-090589
Add the frequency EARFCN-DL





Source: Huawei,ZTE

(Replaces S3-090510)

Decision: 

The document was withdrawn.



S3-090522
Correction of KeNB derivations





Source: China Mobile,ZTE

Decision: 

The document was revised to S3-090555.



S3-090529
The definition of eKSI format





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile

Discussion: 

Alcatel-Lucent presented the CR. Some changes have to be applied.

Decision: 

The document was revised to S3-090590.



S3-090590
The definition of eKSI format





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile

(Replaces S3-090529)

Decision: 

The document was agreed.



S3-090530
Additional condition of KeNB refresh





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile

Discussion: 

Alcatel-Lucent presented the CR. Some clarification is needed, but the intention was agreed that it is not to impact the stage 3.

Decision: 

The document was withdrawn.



S3-090591
Correction on KeNB refresh





Source: Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090561)

Decision: 

The document was agreed.



S3-090548
Key-Change-On the Fly Clarification





Source: ZTE Corporation

Discussion: 

ZTE presented the CR. The first sentence is pending the discussion of 564; the rest of the CR is pending a check that the stage 3 specification does not already address that.

Subsequently to the agreement of 564, the first change was agreed to be removed.

Decision: 

The document was noted.



S3-090592
Key-Change-On the Fly Clarification





Source: ZTE Corporation

(Replaces S3-090549)

Decision: 

The document was agreed.



S3-090555
Correction of KeNB derivations





Source: China Mobile,ZTE,Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090522)

Discussion: 

The summary of change must be clarified.

Decision: 

The document was revised to S3-090593.



S3-090593
Correction of KeNB derivations





Source: China Mobile,ZTE,Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090555)

Decision: 

The document was agreed.



S3-090562
Correction on Key Identification





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the CR. Qualcomm suggested that the CR should be rephrased to be more abstract; this was agreed and has to be discussed offline.

Decision: 

The document was revised to S3-090594.



S3-090594
Correction on Key Identification





Source: Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090562)

Decision: 

The document was agreed.



S3-090564
NH derivation rules for re-keying





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution. Huawei suggested revising 'derived' to 'handled' for the NH; this was agreed. ZTE suggested that 548 in the first change does the same thing; it was agreed to remove this first change from 548. A rewording must be done on the CR.

Decision: 

The document was revised to S3-090595.



S3-090595
NH derivation rules for re-keying





Source: Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090564)

Decision: 

The document was agreed.



S3-090561
Correction on KeNB refresh





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the CR.

Decision: 

The document was revised to S3-090591.



S3-090560
Discussion on potential problems with concurrent key handling procedures





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was noted.



S3-090570
Clarifications to calculating the initial K_eNB and K_eNB after key change on the fly





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. It was agreed to send an LS attaching this CR to inform RAN2 and RAN3 and possibly receive a reply within the same week, but start the work immediately.

Timeline:

- comments by: April 3;

- new version by: April 6;

- final remarks by: April 8;

- final version by: April 9.

Decision: 

The document was sent for email approval.



S3-090596
LS on concurrent running of security procedures





Source: current meeting

Discussion: 

Nokia Siemens Networks presented the LS.

Decision: 

The document was agreed.



S3-090549
Clarification for Forward Security





Source: ZTE Corporation

Discussion: 

Note 1 can be removed as this case does not occur.

Decision: 

The document was revised to S3-090592.



6.4
Integrity and ciphering mechanisms

S3-090434
LS on exception lists for integrity protection of NAS messages





Source: C1-091369

Discussion: 

Nokia Siemens Networks presented the contribution on behalf of Motorola.

Decision: 

The document was noted.



S3-090511
The correction on input key of Null ciphering algorithm





Source: Huawei,ZTE

Discussion: 

Huawei presented the CR.

Decision: 

The document was agreed.



6.5
Security mode establishment and mobility aspects

S3-090442
LS on Security for TAU Request





Source: S2-091788

Discussion: 

Huawei presented the LS.

Decision: 

The document was replied to.



S3-090515
idle mode procedure in EUTRAN





Source: Huawei

Discussion: 

Huawei presented the CR. Subsequently to the discussion below, the decision on the CR is postponed until the reply from SA2.

Decision: 

The document was postponed.



S3-090573
Proposed response to S3-090442 (=S2-091788)





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the contribution. Huawei suggested that the case discussed is very infrequent and should not be addressed here again. The level of frequency was discussed; it was decided that an LS to SA2 should be sent to understand this level.

Decision: 

The document was noted.



S3-090599
Reply to: LS on Security for TAU Request





Source: current meeting

Decision: 

The document was agreed.



S3-090441
LS on transfer of UE Security Capabilities to target eNBs





Source: R3-090664

Discussion: 

Ericsson presented the LS. It was decided to put 421, 512 and 559 in offline discussion as all three are addressing the action from RAN3, and merge them. A simple reply to notify this will be done.

Decision: 

The document was replied to.



S3-090600
Reply to: LS on transfer of UE Security Capabilities to target eNBs





Source: current meeting

Decision: 

The document was agreed.



S3-090421
33.401 CR: UE security capability handling at S1 HO





Source: Ericsson

Decision: 

The document was merged in S3-090601.



S3-090512
Clarification of NAS algorithm selection during S1 HO





Source: Huawei,ZTE

Decision: 

The document was merged in S3-090601.



S3-090559
Correction on Transfer of Capabilities in S1-handover





Source: Nokia Corporation, Nokia Siemens Networks
Decision: 

The document was merged in S3-090601.



S3-090601
33.401 CR: UE security capability handling at S1 HO





Source: Ericsson

(Replaces S3-090421)

Decision: 

The document was agreed.



S3-090518
Corrections for the EPS security context fetching between MMEs





Source: Huawei

Discussion: 

Huawei presented the CR. No comments.

Decision: 

The document was agreed.



S3-090523
Correction of EPS AS Security Mode Command Procedure





Source: China Mobile

Decision: 

The document was revised to S3-090556.



S3-090556
Correction of EPS AS Security Mode Command Procedure





Source: China Mobile,Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090523)

Discussion: 

China Mobile presented the contribution. NTT DOCOMO suggested some rewording, supporting the overall purpose of the CR. Some offline discussion was necessary.

Decision: 

The document was revised to S3-090602.



S3-090602
Correction of EPS AS Security Mode Command Procedure





Source: China Mobile,Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090556)

Decision: 

The document was agreed.



S3-090565
RRC Connection Re-establishment – security corrections





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution. Some offline checking with the RAN specification is necessary.

Decision: 

The document was revised to S3-090603.



S3-090603
RRC Connection Re-establishment – security corrections





Source: Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090565)

Decision: 

The document was agreed.



S3-090572
Correcting MME behaviour at S1-handover





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. Huawei suggested that there could be some concerns on the NCC wrap around; Qualcomm agreed that there is a limit to the NCC number but there should not be a reason to prepare 7 S1-handovers without executing them. It was agreed to mention this issue in the LS to RAN2, without asking the group to solve this for SA3. It was agreed to mention that SA3 has agreed on this CR but needs RAN groups to check what impact or concern this CR could raise.

Decision: 

The document was conditionally agreed.



S3-090604
LS to RAN2 and RAN3 on Correcting MME behaviour at S1-handover





Source: current meeting

Decision: 

The document was agreed.



6.6
Mobility with GSM, UMTS networks

S3-090405
LS on Security parameter handling





Source: C1-090756

Discussion: 

Nokia Siemens Networks presented the LS.

Decision: 

The document was noted.



S3-090409
LS on handling of dynamic UE UTRAN capability during Handover





Source: R2-091922

Discussion: 

Ericsson presented the LS. No issues were identified.

Decision: 

The document was noted.



S3-090435
Reply LS on preventing inter-RAT HO for UE with SIM access





Source: C4-090512

Discussion: 

Vodafone presented the LS.

Decision: 

The document was noted.



S3-090438
LS on preventing inter-RAT HO for UE with SIM access





Source: GP-090351

Discussion: 

Nokia Siemens Networks presented the LS.

Decision: 

The document was noted.



S3-090508
START/NAS COUNT relay on Inter-RAT mobility





Source: Huawei

Discussion: 

Huawei presented the contribution. The backward compatibility issue needs some more study; the possibility for a policy for AKA re-runs should also be studied; further contributions are possible and in the SA3#55 this should be decided to be on time for Release 9.

Decision: 

The document was noted.



S3-090416
33.401 CR: Activation of native EPS NAS security context after IRAT HO





Source: Ericsson, NEC Corporation

Discussion: 

Ericsson presented the CR. Nokia Siemens Networks suggested that some improvement of step 5 would be needed, but did not have an issue with the general concept of aligning the TAU procedures.

Decision: 

The document was revised to S3-090606.



S3-090606
33.401 CR: Activation of native EPS NAS security context after IRAT HO





Source: Ericsson, NEC Corporation

(Replaces S3-090416)

Decision: 

The document was agreed.



S3-090414
33.401 CR: Removal of KSI_ASME from TAU Accept





Source: Ericsson, NEC Corporation

Discussion: 

Ericsson presented the CR. Agreed in principle but has to be merged with S3-090606.

Decision: 

The document was merged in S3-090606.



S3-090415
33.401 CR: Correction of UE security capability handling in the TAU procedure





Source: Ericsson, NEC Corporation

Discussion: 

Ericsson presented the CR. Agreed in principle but has to be merged with S3-090606.

Qualcomm suggested that a sentence on security negotiations (bidding down protection) could be missing; this has to be checked.

Decision: 

The document was merged in S3-090606.



S3-090419
33.401 CR: Correction of MM context transfer





Source: Ericsson

Discussion: 

Ericsson presented the CR. Agreed in principle but has to be merged with S3-090606.

Decision: 

The document was merged in S3-090606.



S3-090519
corrections for idle mode procedure in EUTRAN





Source: Huawei

Discussion: 

Huawei presented the CR. 'with' should be deleted in the second change.

Decision: 

The document was revised to S3-090607.



S3-090607
correctinos for idle mode procedure in EUTRAN





Source: Huawei

(Replaces S3-090519)

Decision: 

The document was agreed.



S3-090558
Keys to be used in HO from E-UTRAN to UTRAN and GERAN





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the CR.

Decision: 

The document was agreed.



S3-090563
Keys to be used in HO from UTRAN and GERAN to E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the CR. It was agreed that if an issue is identified something until the May meeting this CR can be corrected.

Decision: 

The document was agreed.



6.7
Mobility with non-3GPP networks

S3-090436
LS on Prefix for EAP-AKA'





Source: C4-090799

Discussion: 

Qualcomm presented the LS.

Decision: 

The document was replied to.



S3-090544
Hint digits in EAP-AKA’





Source: Ericsson, Nokia Siemens Networks, Nokia Corporation

Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was revised to S3-090615.



S3-090580
comments to S3-090544(Hint digits in EAP-AKA’)





Source: Huawei

Discussion: 

Huawei presented the commenting contribution. Nokia Siemens Networks suggested that the first comment is untrue as the statement that NAIs with EPC label in the realm exists in subclause 19.2 of 23.003. Huawei suggested that the comment aims to point out that this is not the only option; Nokia Siemens Networks pointed out this is a ‘shall’ in the specification. Huawei suggested that the argumentation of Nokia Siemens Networks is based on the proposed CT4 CR; Nokia Siemens Networks suggested that the argumentation references the CR to point out that the addition of hint digits is not useful under any scenario.

Alcatel-Lucent suggested that the CR is proposing to address issues with legacy AAA servers that could not handle this without hint digits; also, Alcatel-Lucent asked whether the addition of hint digits could bring problems; Nokia Siemens Networks suggested that IETF is concerned with the addition of these hint digits.

Nokia Siemens Networks proposed to send an LS to CT4 to ask them to revise the CR removing EAP-AKA'-specific hint digits.

Qualcomm and Alcatel-Lucent referenced the RFC 4187 where the AAA asks for the EAP-AKA-specific identity if it cannot parse the IMSI.

Nokia Siemens Networks suggested that the main issue is that there is no reason for 3GPP to specify these hint digits. Huawei suggested that the purpose of SA3 is to evaluate security issues with these solutions.

It was agreed that the hints would not create security issues but would not bring any security benefits for EPC.

Huawei expressed the preference for a protocol-based solution. Alcatel-Lucent suggested that in case 2 of table 1 the last statement is incorrect (the AAA server can actually fail back to EAP-AKA). It was agreed to put in the LS that SA3 did not decide yet about this part and it is under dispute.

It was also agreed to attach the papers discussed in the LS. It was also agreed that the changes to 33.402 should be minimal.

Decision: 

The document was noted.



S3-090615
Hint digits in EAP-AKA’





Source: Ericsson, Nokia Siemens Networks, Nokia Corporation

(Replaces S3-090544)

Discussion: 

Counter comments to 580.

Decision: 

The document was noted.



S3-090614
Reply to: LS on Prefix for EAP-AKA'





Source: current meeting

Discussion: 

Nokia Siemens Networks presented the proposed LS.

Decision: 

The document was agreed.



S3-090545
Use of NAI prefix for EAP-AKA’





Source: Ericsson, Nokia Siemens Networks, Nokia Corporation

Discussion: 

Postponed to the May meeting as there is currently no agreement on the issue of hint digits above.

Decision: 

The document was postponed.



S3-090517
clarification for EAP-AKA'





Source: Huawei

Discussion: 

Huawei presented the CR. Alcatel-Lucent suggested removing the 'based on' part. It was agreed to not agree this at the moment as the CT4 response to 614 is expected.

Decision: 

The document was postponed.



S3-090425
33.402 CR: Clarification of order for identity request and AVs fetching





Source: Ericsson

Discussion: 

Ericsson presented the CR. Some step and Note renumbering is necessary.

Decision: 

The document was revised to S3-090616.



S3-090616
33.402 CR: Clarification of order for identity request and AVs fetching





Source: Ericsson

(Replaces S3-090425)

Decision: 

The document was agreed.



S3-090443
LS on Enhanced Security for S2c





Source: S2-091795

Discussion: 

Qualcomm presented the LS.

Decision: 

The document was replied to.



S3-090575
Proposed response to LS on Enhanced Security for S2c





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the contribution. Telecom Italia supported the contribution. France Telecom suggested that sometimes links cannot be clearly defined as trusted and supported the Qualcomm proposal; Nokia Siemens Networks suggested that this is addessed by the S2b interface.

The second question adds a new option.

The third question in the LS remains unsolved within SA3 as Qualcomm, Telecom Italia and France Telecom support it while Nokia Siemens Networks and Ericsson consider that the disadvantages outweight the advantages.

Nokia Siemens Networks suggested that moreover there are no advantages as there is no confidentiality in S2b either (IPSec tunnel).

Decision: 

The document was revised to S3-090617.



S3-090617
Reply to: LS on Enhanced Security for S2c





Source: current meeting

(Replaces S3-090575)

Decision: 

The document was agreed.



S3-090488
Authorization for ANDSF





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia presented the contribution. Qualcomm proposed some rewording which was agreed.

Decision: 

The document was revised to S3-090618.



S3-090618
Authorization for ANDSF





Source: Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090488)

Decision: 

The document was agreed.



S3-090551
Update UE-ANDSF Communication Security Solution





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. The Chairman suggested that no FFS can be put for Release 8. ZTE agreed to remove the FFS.

It was agreed to clarify if there is a security hole for the May meeting and add this for Release 9.

Decision: 

The document was noted.



S3-090424
33.402 CR: Clarification on use of USIM/UICC in non-3GPP accesses





Source: Ericsson

Discussion: 

Ericsson presented the CR.

Decision: 

The document was agreed.



S3-090550
Clarification for DSMIPv6 Bootstrap





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. Qualcomm suggested the change in step 7 should actually be in step 14. It was to leave this open until the May meeting.

Decision: 

The document was postponed.



S3-090532
Change in the Clause 6.2. Removal of explicit CK’/IK’ function





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

Discussion: 

Alcatel-Lucent presented the CR. The reason for change is missing to say that there is a mismatch. Huawei suggested that there is no mismatch. There was some discussion on this and it was suggested to have formulas only in one place; it was agreed.

It was decided to study the matter until the May meeting and if there is a mismatch, a reference to be put. Alcatel-Lucent suggested that this might be an issue for 3GPP2.

Decision: 

The document was revised to S3-090630.



S3-090630
Change in the Clause 6.2. Removal of explicit CK’/IK’ function





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

(Replaces S3-090532)

Decision: 

The document was agreed.



S3-090487
CR Remove Duplicate Section Number in 7.6.1.3.4





Source: Huawei

Decision: 

The document was revised to S3-090608.



S3-090608
CR Remove Duplicate Section Number in 7.6.1.3.4





Source: Huawei

(Replaces S3-090487)

Decision: 

The document was agreed.



6.8
Network domain security

S3-090456
Update of referenced RFCs and hash algorithm





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. Category should be C. Some offline checking of the reference titles must be done; references [3] and [13] should be Void. It was agreed to make SHA-1 and SHA-256 mandatory to be supported.

Decision: 

The document was revised to S3-090609.



S3-090609
Update of referenced RFCs and hash algorithm





Source: Qualcomm Europe

(Replaces S3-090456)

Discussion: 

Agreed in principle, but it is out of scope for the ad hoc so a second check has to be done in SA3#55.

ACTION:
Agreed in principle, but it is out of scope for the ad hoc so a second check has to be done in SA3#55.

(action on: Brian Rosenberg)

Decision: 

The document was conditionally agreed.



S3-090473
Corrections for TS 33.310





Source: Huawei

Discussion: 

Agreed in principle, but it is out of scope for the ad hoc so a second check has to be done in SA3#55.

ACTION:
Agreed in principle, but it is out of scope for the ad hoc so a second check has to be done in SA3#55.

(action on: Dony He)

Decision: 

The document was conditionally agreed.



S3-090483
Draft WID: NDS enhancements to support backhaul security





Source: Nokia Siemens Networks, T-Mobile, TeliaSonera, Vodafone

Discussion: 

Vodafone presented the WID.

No objection in principle, but it is out of scope for the ad hoc so a second check has to be done in SA3#55. Vodafone suggested that this could also be an opportunity to invite the first technical contributions. Huawei suggested some timing issues could occur.

Decision: 

The document was conditionally agreed.



6.9
eNodeB security

S3-090521
Addition of security requirements on eNB





Source: China Mobile, Alcatel-lucent, Vodafone, ZTE

Decision: 

The document was revised to S3-090554.



S3-090554
Addition of security requirements on eNB





Source: China Mobile, Alcatel-lucent, Vodafone, ZTE

(Replaces S3-090521)

Discussion: 

China Mobile rpesented the CR. Category should be changed, along with some other cover page corrections. The title and the text must be in line with each other. This has to be revised for the May meeting.

Decision: 

The document was noted.



S3-090605
Analysis about eNB Security





Source: ZTE

Decision: 

The document was noted.



6.10
Emergency call

S3-090534
Addition of the NULL algorithm for Integrity Protection to the Clause 5.1.4





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

Decision: 

The document was revised to S3-090582.



S3-090535
Addition of EC Clause





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

Decision: 

The document was revised to S3-090579.



S3-090536
Addition of the Emergency Calling Clause





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

Discussion: 

Alcatel-Lucent presented the CR. It was agreed that this CR can be agreed and then could be changed in the May meeting.

Decision: 

The document was agreed.



S3-090582
Addition of the NULL algorithm for Integrity Protection to the Clause 5.1.4





Source: Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Verizon Wireless, Ericsson

Discussion: 

Alcatel-Lucent presented the CR. Some changes are necessary.

Decision: 

The document was revised to S3-090619.



S3-090619
Addition of the NULL algorithm for Integrity Protection to the Clause 5.1.4





Source: Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Verizon Wireless, Ericsson

(Replaces S3-090582)

Decision: 

The document was agreed.



S3-090579
Addition of EC Clauses to the Rel-9 TS 33.401





Source: Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Rogers Wireless, Verizon Wireless

Discussion: 

Alcatel-Lucent presented the CR.

Decision: 

The document was agreed.



6.11
Other areas

S3-090426
33.401 CR: Update of abbreviations list





Source: Ericsson

Discussion: 

Ericsson presented the contribution. 528 does the same and has to be merged. Also, the Huawei contribution on EARFCN has to remove the addition of the abbreviation and put it.

Decision: 

The document was merged in S3-090620.



S3-090528
Addition of missing Abbreviations





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile

Decision: 

The document was merged in S3-090620.



S3-090620
33.401 CR: Update of abbreviations list





Source: Ericsson

(Replaces S3-090426)

Decision: 

The document was agreed.



S3-090533
Clarifications for Annex A and References





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

Discussion: 

Alcatel-Lucent presented the contribuiton.

Decision: 

The document was revised to S3-090621.



S3-090621
Clarifications for Annex A and References





Source: Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent

(Replaces S3-090533)

Decision: 

The document was agreed.



S3-090553
Changing SGSN to the enhanced MSC server in SRVCC





Source: Nokia Corporation, Nokia Siemens Networks, China Mobile

Discussion: 

Nokia presented the contribution.

Decision: 

The document was agreed.



7
Joint meeting with TISPAN WG7

The SA3 Chairman welcomed TISPAN WG7 for the joint session. Item 7 of the agenda in S3-090400 was reviewd.

S3-090411
Reply LS on “Key management for 3GP SRTP recording profile”





Source: S4-090169

Decision: 

The document was not addressed (out of scope for ad hoc).



S3-090412
[IMS] Correction of wrong message name in annex N (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks
Decision: 

The document was postponed.



S3-090429
[IMS] Correction of wrong message name in annex N (Rel-8)





Source: Nokia Corporation, Nokia Siemens Networks
Decision: 

The document was postponed.



S3-090598
H(e)NB security presentation





Source: Rapporteur

Discussion: 

The Rapporteur presented the contribution.  It was noted that the "Huawei proprietary" on the deck of slides is a typo, as the content is 3GPP content. Hosting Party was clarified and it was mentioned that the term owner is not used as the scenario is not clear anymore; Telecom Italia suggested that the detail of ownership should be clarified.

The Chairman suggested that this is not up to SA3 to decide and SA1 should be consulted via an LS on this.

Decision: 

The document was noted.



7.1
Prevention of Unsolicited Communication

S3-090466
3GPP SA3 & TISPAN WG7 JM





Source: Rapporteur

Discussion: 

NEC presented the contribution. It was asked what exactly are the protocols being extended in slide 8; it was clarified that could be protocols other than SIP that might have to be defined. The TISPAN WG7 Chairperson suggested that it would be useful to have a common solution for PUC/I aspects.

Decision: 

The document was noted.



S3-090439
Recommendation ITU-T X.1244, Overall aspects of countering spam in IP-based multimedia applications





Source: LS033

Discussion: 

The SA3 Chairman presented the LS.

Decision: 

The document was noted.



S3-090428
PUCI - Inter-domain specific threats





Source: Orange

Discussion: 

Orange presented the contribution. Ericsson suggested that shall should be replaced by should as this is a TR. A hanging paragraph is present. Nokia Siemens Networks suggested that there might be an overlap between this and other section; this will be addressed by an Editor's Note.

Decision: 

The document was agreed with modifications.



S3-090493
pCR on PUCI TR section 6.2





Source: InterDigital

Discussion: 

InterDigital presented the contribution. It was agreed for this requirement to be converted to a Note. This was agreed. Also the should has to become a may and the 'and', an 'or', as there cannot be requirements in a Note.

Decision: 

The document was agreed with modifications.



S3-090525
Architectural Issues with PUCI





Source: China Mobile, Ericsson, Nokia Corporation, Nokia Siemens Networks, Rogers Wireless

Discussion: 

Nokia Siemens Networks presented the contribution. BT supported the proposal, though the scoring issue could be improved with further contributions in the next meeting.

Decision: 

The document was agreed.



S3-090526
Interdependencies between Technical and Legal Aspects of UC Prevention





Source: China Mobile, Ericsson, Nokia Corporation , Nokia Siemens Networks, Rogers Wireless

Discussion: 

Nokia Siemens Networks presented the contribution. BT suggested that the scoring is done individually by the receiver. There was support to create a pCR on this issue for the next meeting.

Decision: 

The document was noted.



S3-090527
SPIT/UC Protection with Supplementary Services





Source: China Mobile, Ericsson, Nokia Corporation, Nokia Siemens Networks, Rogers Wireless

Discussion: 

Nokia Siemens Networks presented the contribution. BT suggested that the reputation system shoud be avoided as it is difficult to create an effective solution. Qualcomm suggested that this is a TR and this can stay for the time being. Qualcomm asked to remove DTMF; Nokia Siemens Networks suggested that SIP does DTMF emulation; Qualcomm suggested that there are other variants that have different names; it was agreed to change DTMF to something more general (key-press-based signaling).

Decision: 

The document was agreed with modifications.



S3-090465
pCR PUCI IMR Solution





Source: NEC Corporation

Discussion: 

NEC presented the contribution. It was agreed to add an editor's note on the fact that the contents of the table need some rationale. Some further study has to be conducted on whether the text is included.

Decision: 

The document was agreed with modifications.



S3-090454
PUCI pCR TR 33.cde: Criteria for evaluation of Solutions





Source: InterDigital Communications

Discussion: 

InterDigital presented the contribution.

Decision: 

The document was merged with 462 into 611.



S3-090462
pCR PUCI Evaluation Criteria





Source: NEC Corporation

Discussion: 

NEC presented the contribution, discussed in conjunction with 454. Qualcomm suggested that some of the requirements in both contributions are subjective. Orange suggested that the requirements should derive from the threats; NEC suggested that the requirements presented do come from the the threats but not enlisted for the sake of briefness.

It was agreed to combine the two contirbutions.

Decision: 

The document was merged with 454 into 611.



S3-090404
Reply liaison statement on PUC(I) work





Source: 19tTD283_LS_to_3GPP_SA3_-_PUCI

Discussion: 

NEC presented the contribution. The MMS/SMS work is going to be officially stopped; Orange will provide some information next time.

Decision: 

The document was noted.



S3-090408
Response to 3GPP on the PUCI Work Item





Source: OMA-LS_787-REQ_to_3GPP_Protection_against_Unsolicited_Communication_for_IMS-20090128-A

Discussion: 

NEC presented the LS.

Decision: 

The document was replied to.



S3-090431
Draft Reply LS to OMA-LS_787-REQ





Source: Ericsson

Discussion: 

Ericsson presented the draft LS. The first question must be simplified. Also, the LS will be modified as a further answer will not be provided by SA3 after this one.

Decision: 

The document was revised to S3-090612.



S3-090612
Reply to: Response to 3GPP on the PUCI Work Item





Source: current meeting

Decision: 

The document was agreed.



S3-090467
pCR PUCI Adding of references, definitions and abbreviations





Source: NEC Corporation

Discussion: 

NEC presented the contribution. Reference [3] should be removed. An LS will be sent to SA1 on this.

Decision: 

The document was agreed with modifications.



S3-090433
Integration of S3-090139 and S3-090181 for PUCI Threats Text in TR





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks
Discussion: 

Ericsson presented the pCR. BT pointed out that these are not exclusive approaches. Some reworking of the structure should be done as per numbering and hanging paragraphs.

Decision: 

The document was agreed with modifications.



S3-090611
New version of TR 33.837 on PUCI





Source: Rapporteur

Decision: 

The document was agreed.



S3-090613
LS on Unsolicited Communication to SA1





Source: current meeting

Decision: 

The document was agreed.



7.2
Media security

S3-090403
TR 33.828 v1.0.0





Source: MCC

Decision: 

The document was revised to S3-090637.



S3-090495
Clarification of UICC requirement for IMS AKA





Source: Telenor, BT

Decision: 

The document was revised to S3-090610.



S3-090610
Clarification of UICC requirement for IMS AKA





Source: Telenor, BT

(Replaces S3-090495)

Discussion: 

Telenor presented the contribution. It was stated that the IMC credential can be cloned as the credentials are not safely stored as e.g. on the UICC. 

Concerning IMS AKA, it was asked if the objective is to have a higher level of security than http digest or NBA then why UICC should not be used. It was pointed out that it is TISPAN discussion to determine whether IMC or UICC is used with the IMS AKA.

Whether a TISPAN CNG can be considered a "non-3GPP terminal" needs to be clarified for the TISPAN specific annex of 33 203 annex L. This needs to be handled during Release 9.

It was suggested that this proposed change could be handled in section 9 of 33.203. The next TISPAN meeting in June should produce some input to be handled in the September Plenary.

ACTION:
Address the concerns/issues raised in SA3-090610 in contributions to the SA3 meeting in May. Then 3GPP SA3 will send an LS to WG7 with the proposed solution.

(action on: TISPAN WG7)

Decision: 

The document was noted.



S3-090597
IMS media security presentation





Source: Rapporteur

Discussion: 

The Rapporteur presented the contribution. It was clarified that IPTV is not explictly addressed in the proposed WID from SA3.

Decision: 

The document was noted.



7.3
Customer premises network security [H(e)NB in 3GPP and CNG in TISPAN]

S3-090581
Comparing TISPAN CNG and 3GPP H(e)NB





Source: BT, Telenor

Discussion: 

BT presented the contribution.

ACTION:
Provide comments on draft TS on H(e)NB

(action on: TISPAN WG7 )

Decision: 

The document was noted.
7.4
IPTV security issues

No input.

7.5
Connection of NGCN to IMS

The TISPAN WG7 and SA3 Chairpersons thanked the Delegates for their useful contributions and work; some good progress was done during the Joint Meeting.

8
Technical contributions in other ad hoc work items

S3-090444
LS on security aspects of new work item RTTI support in IMS charging





Source: S5-091559

Decision: 

The document was postponed.



S3-090455
LS on local breakout and optimal media routing





Source: S2-091755

Decision: 

The document was postponed.



S3-090484
Draft WID: 128 bit encryption for GSM and GPRS





Source: Ericsson, Orange, T-Mobile, Telenor, TeliaSonera, Vodafone

Discussion: 

Vodafone presented the contribution. Nokia Siemens Networks suggested that if stage 3 groups and GERAN are agreeing to this, it would be OK for SA3. Vodafone pointed out that this has already been discussed in GERAN.

The WID is out of scope for the ad hoc so it has to be resubmitted for SA3#55 for formal agreement.

Decision: 

The document was noted.



8.1
Home (e)NB security

Two conference calls will be done on H(e)NB issues.

S3-090406
Reply LS on paging optimisation via allowed CSG list in paging message for LTE and UMTS





Source: C1-090811

Decision: 

The document was noted.



S3-090482
TR 33.820 on Security of H(e)NB (Relase 8)





Source: MCC

Decision: 

The document was noted.



S3-090475
Update to H(e)NB system architecture





Source: Samsung

Discussion: 

Samsung presented the CR. Airvana suggested that it is under the competence of RAN3 to NDS/IP issues. Telecom Italia suggested that the notes are now conflicting; it was specified that Home GW is different than HNB GW. The OAM part has to be corrected in the first figure as it is optional.

Decision: 

The document was revised to S3-090622.



S3-090622
Update to H(e)NB system architecture





Source: Samsung

(Replaces S3-090475)

Decision: 

The document was agreed.



S3-090469
Pseudo-CR on TS 33.xyz: Security Architecture of H(e)NB





Source: Huawei

Discussion: 

Huawei presented the contribution. Qualcomm and Nokia Siemens Networks did not support the addition of 4.2 as during the insertion in the TR there was discussion and this is not fully supported for normative work. The picture should be aligned. The Note was agreed to be removed. 'Proposed' was agreed to be removed.

Decision: 

The document was agreed with modifications.



S3-090504
pCR on text for section 4 (architecture) of TS 33.xyz





Source: Airvana, Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution. 'by permission of' was agreed to be removed. The 'operator CA' was agreed to be changed to 'a CA trusted by the operator'. The Editor's Note could be removed.

Telecom Italia suggested that the solution-related requirements should be addressed somewhere else in the TS; this will be addressed by an Editor's Note.

Decision: 

The document was agreed with modifications.



S3-090540
Commenting pCR on S3-090504 Security Architecture





Source: InterDigital

Discussion: 

InterDigital presented the contribution. Orange, Nokia Siemens Networks  and Telecom Italia suggested that no discussions on validation have taken place and did not support the contribution.

Decision: 

The document was noted.



S3-090452
H(e)NB TS: TrE functionality





Source: InterDigital Communications, Infineon

Discussion: 

InterDigital presented the contribution. Orange asked all the references to HPM and PVE to be removed. Qualcomm suggested to the secure start up normal boot requirement; also the root of trust requirement was asked to be removed. Also, 5.1.2.2.2 was asked to be removed. Nokia Siemens Networks also made several remarks on the text. Orange suggested that the 'irremovable' is missing.

A revision with all the comments should be submitted for the next meeting to be inserted in the TS.

Decision: 

The document was noted.



S3-090453
H(e)NB TS 6.1 device integrity check





Source: InterDigital Communications

Decision: 

The document was not presented.



S3-090470
Pseudo-CR on TS 33.xyz on Measures for Clock Protection





Source: Huawei,ZTE

Discussion: 

Huawei presented the pCR.

Decision: 

The document was agreed.



S3-090496
comments on S3-090470





Source: InterDigital Communications

Discussion: 

InterDigital presented the commenting contribution.

Decision: 

The document was noted.



S3-090578
Comment on S3-090470 “Pseudo-CR on TS 33.xyz on Measures for Clock Protection” by Huawei, ZTE





Source: Airvana, Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the commenting contribution. Qualcomm supported the contirbution. Vodafone suggested that some messages could go out of the IPSec tunnel; Airvana suggested that SA3 should not be deciding these issues. It was agreed to keep the first sentence from 5.3.

Decision: 

The document was noted.



S3-090471
Pseudo-CR on TS 33.xyz: Access Control Mechanisms for H(e)NB





Source: Huawei,ZTE

Discussion: 

Huawei presented the contribution.

Decision: 

The document was noted.



S3-090539
Commenting pCR on S3-090471 on Access Control mechanisms





Source: InterDigital

Discussion: 

InterDigital presented the commenting contribution.

Decision: 

The document was noted.



S3-090576
Comments on S3-090471 “Pseudo-CR on TS 33.xyz: Access Control Mechanisms for H(e)NB” by Huawei, ZTE





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the commenting contribution.

Decision: 

The document was noted.



S3-090489
PCR: Update of Access Control Mechanisms for H(e)NB





Source: Samsung

Discussion: 

Samsung presented the contribution. The titles were revised to CSG and non-CSG methods. The reference issues and all the three documents above could not be agreed so more discussion is necessary until the May meeting.

Decision: 

The document was agreed with modifications.



S3-090477
pCR on rearranging the ToC of TS 33.xyz with respect to management features





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution. Some modifications were agreed online.

Decision: 

The document was agreed with modifications.



S3-090472
Pseudo-CR on TS 33.xyz: add authentication description to Section 5





Source: Huawei

Discussion: 

Huawei presented the contribution.

Decision: 

The document was noted.



S3-090577
Comments on:  Pseudo-CR on TS 33.xyz: add authentication description to Section 5





Source: Airvana

Discussion: 

Airvana presented the commenting contribution. Huawei suggested that some operator input would be useful on this issue. Orange supported the Airvana contribution. Note 3 should be an Editor's Note. Qualcomm made some further editorial comments that have to be applied.

Decision: 

The document was agreed with modifications.



S3-090497
Clarification of Section 7.4 Authentication Method Selection





Source: Airvana, Huawei, InterDigital, NEC Corporation, T-Mobile

Discussion: 

Airvana presented the CR.

Decision: 

The document was agreed.



S3-090568
Recommendation for Hosting Party Authentication





Source: Gemalto, Orange, TeliaSonera, Telecom Italia, Sagem Orga, Giesecke&Devrient

Discussion: 

Gemalto presented the contribution.

Decision: 

The document was noted.



S3-090569
CR to 33.820: Recommendation for Hosting Party authentication





Source: Gemalto, Orange, TeliaSonera, Telecom Italia, Sagem Orga, Giesecke&Devrient

Discussion: 

Gemalto presented the CR. Alcatel-Lucent did not support the contribution; Huawei supported the contirbution. Vodafone suggested that the cost of the upgrade could be high. Some more discussion is needed and the CR will be reconsidered in the next meeting.

Decision: 

The document was noted.



S3-090479
A new security framework for HNB authentication,IPSEC key negotiation and integrity protection





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution.

Decision: 

The document was noted.



S3-090478
A method to protect hardware integrity





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution.

Decision: 

The document was noted.



S3-090480
About authentication identity of HNB





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. Not enough support.

Decision: 

The document was noted.



S3-090485
33.820 CR 7.2.2.3 H(e)NB Authentication





Source: Huawei

Discussion: 

Huawei presented the contribution. Some removals were agreed. The only thing agreed is the changes to a and d. Some further editorials are necessary

Decision: 

The document was revised to S3-090626.



S3-090626
33.820 CR 7.2.2.3 H(e)NB Authentication





Source: Huawei

(Replaces S3-090485)

Decision: 

The document was agreed.



S3-090541
Comments on S3-090485 from Huawei





Source: InterDigital

Decision: 

The document was noted.



S3-090457
Clarification of Certificate Profile





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR. Category should be F.

Decision: 

The document was revised to S3-090627.



S3-090627
Clarification of Certificate Profile





Source: Qualcomm Europe

(Replaces S3-090457)

Decision: 

The document was agreed.



S3-090445
33.820CR: Clarification of Access Control Mechanisms





Source: Qualcomm Europe

Decision: 

The document was revised to S3-090625.



S3-090476
CR to 33.820 Update of Access Control Mechanisms for H(e)NB





Source: Samsung

Decision: 

The document was merged in S3-090625.



S3-090625
CR to 33.820 Update of Access Control Mechanisms for H(e)NB





Source: Qualcomm Europe, Samsung

(Replaces S3-090445)

Discussion: 

Qualcomm presented the CR. The Editor's Note must be improved.

Decision: 

The document was agreed.



S3-090446
CR33.820: Conclusions on Location Security





Source: Qualcomm Europe

Discussion: 

Qualcomm presented the CR.

Decision: 

The document was revised to S3-090628.



S3-090567
Comments on S3-090446_CR_LocationSecurityConclusions





Source: Airvana

Discussion: 

Airvana presented the commenting contribution.

Decision: 

The document was noted.



S3-090628
CR33.820: Conclusions on Location Security





Source: Qualcomm Europe

(Replaces S3-090446)

Decision: 

The document was agreed.



S3-090447
CR TR33.820 7.5.2.1 introduction to validation





Source: InterDigital Communications

Discussion: 

InterDigital presented the CR. The deleted in the end should be restored.

Decision: 

The document was revised to S3-090632.



S3-090632
CR TR33.820 7.5.2.1 introduction to validation





Source: InterDigital Communications

(Replaces S3-090447)

Decision: 

The document was agreed.



S3-090448
CR TR33.820 7.5.2.4 semi-autonomous validation





Source: InterDigital Communications

Discussion: 

InterDigital presented the CR. Nokia Siemens Networks made some remarks that were taken into account, on step 3 and 4.d; also the last sentence of the first paragraph was removed. Airvana suggested changing the TrE ID to HNB ID in step 3; this was agreed. Orange asked not to remove the Editor's Note.

Decision: 

The document was revised to S3-090633.



S3-090633
CR TR33.820 7.5.2.4 semi-autonomous validation





Source: InterDigital Communications

(Replaces S3-090448)

Decision: 

The document was agreed.



S3-090506
corrected version of S3-090449





Source: InterDigital Communications

Discussion: 

Postponed for SA3#55.

Decision: 

The document was postponed.



S3-090451
CR TR33.820 8.2 conclusions re validation





Source: InterDigital Communications

Discussion: 

Postponed for SA3#55.

Decision: 

The document was postponed.



S3-090450
CR TR33.820 75., 7.6 binding of authentication & validation





Source: InterDigital Communications

Discussion: 

InterDigital presented the CR. Telecom Italia, Gemalto and Airvana suggested that introducing proposals that have not the full consensus in the TR is not useful. This was agreed and the objective of the further work on the TR will be to remove Editor's Notes and fill in or remove empty clauses.

7.6.1.3.4 and 7.6.3.2.2 were agreed to be added.

Decision: 

The document was revised to S3-090634.



S3-090634
CR TR33.820 75., 7.6 binding of authentication & validation





Source: InterDigital Communications

(Replaces S3-090450)

Decision: 

The document was revised to S3-090641.



S3-090641
CR TR33.820 75., 7.6 binding of authentication & validation





Source: InterDigital Communications

(Replaces S3-090634)

Decision: 

The document was [not addressed].



S3-090474
33.820: Correction of text on autonomous validation





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the CR.

Decision: 

The document was revised to S3-090635.



S3-090635
33.820: Correction of text on autonomous validation





Source: Nokia Corporation, Nokia Siemens Networks
(Replaces S3-090474)

Decision: 

The document was agreed.



S3-090542
Comments on S3-090474 on Analysis of Autonomous Validation





Source: InterDigital

Discussion: 

InterDigital presented the commenting contribution. As the contribution adds numerous Editor's Notes it was decided to keep the Editor's Note being removed in 474. It was agreed to insert the Editor's Note in 7.5.2.2 as Note. InterDigital suggested to convert the Editor's Notes in 7.5.3 to text.

Decision: 

The document was noted.



S3-090481
Some comments about software integrity verify





Source: ZTE Corporation

Discussion: 

ZTE presented the contribution. Some offline discussion must take place and a CR must be drafted on this.

Decision: 

The document was revised to S3-090629.



S3-090629
Some comments about software integrity verify





Source: ZTE Corporation

(Replaces S3-090481)

Decision: 

The document was withdrawn.



S3-090486
33.820 CR on H(e)NB Validation





Source: Huawei

Discussion: 

Nokia Siemens Networks presented the CR.

Decision: 

The document was revised to S3-090636.



S3-090636
33.820 CR on H(e)NB Validation





Source: Huawei

(Replaces S3-090486)

Decision: 

The document was agreed.



S3-090543
Comments on S3-090486 from Huawei on Validation





Source: InterDigital

Discussion: 

InterDigital presented the commenting contribution. Qualcomm suggested that trusted and secure boot should be explained more thoroughly; this will be handled by an Editor's Note. The stage 3 changes were not accepted.

Decision: 

The document was noted.



S3-090623
New version of TS.xyz on HeNB security





Source: Rapporteur

Decision: 

The document was agreed.



S3-090624
LS to SA1 on HeNB





Source: current meeting

Discussion: 

Timeline:

- comments by: April 3;

- new version by: April 6;

- final remarks by: April 8;

- final version by: April 9.

Decision: 

The document was sent for email approval.



8.2
IMS media plane security

S3-090637
TR 33.828 v1.1.0





Source: Rapporteur

Discussion: 

Agreed as the new baseline.

Decision: 

The document was agreed.



S3-090638
TR 33.828 v1.2.0





Source: Rapporteur

Discussion: 

Timeline:

- Rapporteur version: April 3

- Comments by: April 17;

Decision: 

The document was sent for email approval.



S3-090498
Clarification of Definitions





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution.

Decision: 

The document was agreed.



S3-090460
pseudo-CR to 33.828: Replace the term





Source: Gemalto

Discussion: 

Gemalto presented the contribution. Ericsson asked where the conclusion that the UICC must be there was taken from. Gemalto suggested to agree two possibilities (present or not present). It was agreed that the term UE is too restrictive. Some offline re-working is needed.

Decision: 

The document was noted.



S3-090499
Clarification of Use Cases





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution. Some modifications agreed.

Decision: 

The document was agreed with modifications.



S3-090500
Correction of Requirements





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution. Ericsson asked to add another reference in the last change (6.1.4.4.5); this was agreed.

Decision: 

The document was agreed with modifications.



S3-090494
TBS: Assurance of terminating side identity





Source: Ericsson

Discussion: 

Ericsson presented the contribution.

Decision: 

The document was agreed.



S3-090490
IMS e2m media plane security: endpoints and coexistence





Source: Ericsson

Discussion: 

Ericsson presented the contribution. It was decided that the section where to place this clause should be defined. Some comments from Nokia Siemens Networks were accepted.

Decision: 

The document was agreed with modifications.



S3-090491
IMS e2m media plane security: control interface





Source: Ericsson

Discussion: 

Ericsson presented the contribution.

Decision: 

The document was noted.



S3-090492
IMS e2m media plane security: key mixing





Source: Ericsson

Discussion: 

Ericsson presented the contribution.

Decision: 

The document was agreed with modifications.



S3-090501
Clarifications on SDES solution





Source: Nokia Corporation, Nokia Siemens Networks
Discussion: 

Nokia Siemens Networks presented the contribution. Some rewording was applied to improve readability.

Decision: 

The document was agreed with modifications.



8.3
Protection against Unsolicited Communication for IMS

9
Close

Any other business:

China Mobile specified that the July meeting would be difficult to be attended by Chinese delegates. NAF have already made contractual commitments with the facilities. It was decided that as the invitiation is already out then it is difficult to change the venue. Huawei suggested that even 18 months would be difficult and so 26 weeks should be provided before a meeting in the USA.

An attempt will be made to change the location to a nearby Canadian location within the next 2 weeks.

The Chairman thanked the Delegates for their hard work.

The meeting was closed.
Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-090400
	Agenda for SA WG3 ad hoc meeting
	SA WG3 Chairman
	agreed
	-
	-

	S3-090401
	Report from SA3#54
	SA WG3 Secretary
	noted
	-
	-

	S3-090402
	Report from SA#43 Plenary
	SA WG3 Chairman
	noted
	-
	-

	S3-090403
	TR 33.828 v1.0.0
	MCC
	revised
	-
	S3-090637

	S3-090404
	Reply liaison statement on PUC(I) work
	19tTD283_LS_to_3GPP_SA3_-_PUCI
	noted
	-
	-

	S3-090405
	LS on Security parameter handling
	C1-090756
	noted
	-
	-

	S3-090406
	Reply LS on paging optimisation via allowed CSG list in paging message for LTE and UMTS
	C1-090811
	noted
	-
	-

	S3-090407
	New Q.16/13 study item on Mobility Security. Response to the 3GPP liaison statement S3-081567
	COM13-LS032
	noted
	-
	-

	S3-090408
	Response to 3GPP on the PUCI Work Item
	OMA-LS_787-REQ_to_3GPP_Protection_against_Unsolicited_Communication_for_IMS-20090128-A
	replied to
	-
	-

	S3-090409
	LS on handling of dynamic UE UTRAN capability during Handover
	R2-091922
	noted
	-
	-

	S3-090410
	Reply LS on Receive of ETWS outside home-PLMN
	S1-090199
	not addressed
	-
	-

	S3-090411
	Reply LS on “Key management for 3GP SRTP recording profile”
	S4-090169
	not addressed (out of scope for ad hoc)
	-
	-

	S3-090412
	[IMS] Correction of wrong message name in annex N (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-

	S3-090414
	33.401 CR: Removal of KSI_ASME from TAU Accept
	Ericsson, NEC Corporation
	merged in S3-090606
	-
	-

	S3-090415
	33.401 CR: Correction of UE security capability handling in the TAU procedure
	Ericsson, NEC Corporation
	merged in S3-090606
	-
	-

	S3-090416
	33.401 CR: Activation of native EPS NAS security context after IRAT HO
	Ericsson, NEC Corporation
	revised
	-
	S3-090606

	S3-090417
	33.401 CR: Correction of UE EPS security capability default set
	Ericsson
	agreed
	-
	-

	S3-090418
	33.401 CR: Resolving ed note on PLMN ID encoding
	Ericsson
	agreed
	-
	-

	S3-090419
	33.401 CR: Correction of MM context transfer
	Ericsson
	merged in S3-090606
	-
	-

	S3-090420
	33.401 CR: Storage of EPS NAS security context
	Ericsson, Gemalto
	revised
	-
	S3-090640

	S3-090421
	33.401 CR: UE security capability handling at S1 HO
	Ericsson
	merged in S3-090601
	-
	-

	S3-090422
	33.401 CR: Correction of eKSI usage in AS
	Ericsson, Nokia Siemens Networks, NEC Corporation
	merged in S3-090583
	-
	-

	S3-090423
	Editorial corrections to security context establishment clause
	Ericsson
	agreed
	-
	-

	S3-090424
	33.402 CR: Clarification on use of USIM/UICC in non-3GPP accesses
	Ericsson
	agreed
	-
	-

	S3-090425
	33.402 CR: Clarification of order for identity request and AVs fetching
	Ericsson
	revised
	-
	S3-090616

	S3-090426
	33.401 CR: Update of abbreviations list
	Ericsson
	merged in S3-090620
	-
	S3-090620

	S3-090427
	33.401 CR: Introduction to forward security
	Ericsson
	revised
	-
	S3-090587

	S3-090428
	PUCI - Inter-domain specific threats
	Orange
	agreed with modifications
	-
	-

	S3-090429
	[IMS] Correction of wrong message name in annex N (Rel-8)
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-

	S3-090431
	Draft Reply LS to OMA-LS_787-REQ
	Ericsson
	revised
	-
	S3-090612

	S3-090433
	Integration of S3-090139 and S3-090181 for PUCI Threats Text in TR
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-090434
	LS on exception lists for integrity protection of NAS messages
	C1-091369
	noted
	-
	-

	S3-090435
	Reply LS on preventing inter-RAT HO for UE with SIM access
	C4-090512
	noted
	-
	-

	S3-090436
	LS on Prefix for EAP-AKA'
	C4-090799
	replied to
	-
	-

	S3-090437
	LS on the removal of KNASint and KNASenc from EFEPSNSC
	C6-090055
	replied to
	-
	-

	S3-090438
	LS on preventing inter-RAT HO for UE with SIM access
	GP-090351
	noted
	-
	-

	S3-090439
	Recommendation ITU-T X.1244, Overall aspects of countering spam in IP-based multimedia applications
	LS033
	noted
	-
	-

	S3-090440
	LS response to R2-087408 (Reply LS on PCI Clarification)
	R3-090544
	noted
	-
	-

	S3-090441
	LS on transfer of UE Security Capabilities to target eNBs
	R3-090664
	replied to
	-
	-

	S3-090442
	LS on Security for TAU Request
	S2-091788
	replied to
	-
	-

	S3-090443
	LS on Enhanced Security for S2c
	S2-091795
	replied to
	-
	-

	S3-090444
	LS on security aspects of new work item RTTI support in IMS charging
	S5-091559
	postponed
	-
	-

	S3-090445
	33.820CR: Clarification of Access Control Mechanisms
	Qualcomm Europe
	revised
	-
	S3-090625

	S3-090446
	CR33.820: Conclusions on Location Security
	Qualcomm Europe
	revised
	-
	S3-090628

	S3-090447
	CR TR33.820 7.5.2.1 introduction to validation
	InterDigital Communications
	revised
	-
	S3-090632

	S3-090448
	CR TR33.820 7.5.2.4 semi-autonomous validation
	InterDigital Communications
	revised
	-
	S3-090633

	S3-090450
	CR TR33.820 75., 7.6 binding of authentication & validation
	InterDigital Communications
	revised
	-
	S3-090634

	S3-090451
	CR TR33.820 8.2 conclusions re validation
	InterDigital Communications
	postponed
	-
	-

	S3-090452
	H(e)NB TS: TrE functionality
	InterDigital Communications, Infineon
	noted
	-
	-

	S3-090453
	H(e)NB TS 6.1 device integrity check
	InterDigital Communications
	not presented
	-
	-

	S3-090454
	PUCI pCR TR 33.cde: Criteria for evaluation of Solutions
	InterDigital Communications
	merged with 462 into 611
	-
	-

	S3-090455
	LS on local breakout and optimal media routing
	S2-091755
	postponed
	-
	-

	S3-090456
	Update of referenced RFCs and hash algorithm
	Qualcomm Europe
	revised
	-
	S3-090609

	S3-090457
	Clarification of Certificate Profile
	Qualcomm Europe
	revised
	-
	S3-090627

	S3-090460
	pseudo-CR to 33.828: Replace the term
	Gemalto
	noted
	-
	-

	S3-090462
	pCR PUCI Evaluation Criteria
	NEC Corporation
	merged with 454 into 611
	-
	-

	S3-090465
	pCR PUCI IMR Solution
	NEC Corporation
	agreed with modifications
	-
	-

	S3-090466
	3GPP SA3 & TISPAN WG7 JM
	Rapporteur
	noted
	-
	-

	S3-090467
	pCR PUCI Adding of references, definitions and abbreviations
	NEC Corporation
	agreed with modifications
	-
	-

	S3-090469
	Pseudo-CR on TS 33.xyz: Security Architecture of H(e)NB
	Huawei
	agreed with modifications
	-
	-

	S3-090470
	Pseudo-CR on TS 33.xyz on Measures for Clock Protection
	Huawei,ZTE
	agreed
	-
	-

	S3-090471
	Pseudo-CR on TS 33.xyz: Access Control Mechanisms for H(e)NB
	Huawei,ZTE
	noted
	-
	-

	S3-090472
	Pseudo-CR on TS 33.xyz: add authentication description to Section 5
	Huawei
	noted
	-
	-

	S3-090473
	Corrections for TS 33.310
	Huawei
	conditionally agreed
	-
	-

	S3-090474
	33.820: Correction of text on autonomous validation
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-090635

	S3-090475
	Update to H(e)NB system architecture
	Samsung
	revised
	-
	S3-090622

	S3-090476
	CR to 33.820 Update of Access Control Mechanisms for H(e)NB
	Samsung
	merged in S3-090625
	-
	-

	S3-090477
	pCR on rearranging the ToC of TS 33.xyz with respect to management features
	Nokia Corporation, Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-090478
	A method to protect hardware integrity
	ZTE Corporation
	noted
	-
	-

	S3-090479
	A new security framework for HNB authentication,IPSEC key negotiation and integrity protection
	ZTE Corporation
	noted
	-
	-

	S3-090480
	About authentication identity of HNB
	ZTE Corporation
	noted
	-
	-

	S3-090481
	Some comments about software integrity verify
	ZTE Corporation
	revised
	-
	S3-090629

	S3-090482
	TR 33.820 on Security of H(e)NB (Relase 8)
	MCC
	noted
	-
	-

	S3-090483
	Draft WID: NDS enhancements to support backhaul security
	Nokia Siemens Networks, T-Mobile, TeliaSonera, Vodafone
	conditionally agreed
	-
	-

	S3-090484
	Draft WID: 128 bit encryption for GSM and GPRS
	Ericsson, Orange, T-Mobile, Telenor, TeliaSonera, Vodafone
	noted
	-
	-

	S3-090485
	33.820 CR 7.2.2.3 H(e)NB Authentication
	Huawei
	revised
	-
	S3-090626

	S3-090486
	33.820 CR on H(e)NB Validation
	Huawei
	revised
	-
	S3-090636

	S3-090487
	CR Remove Duplicate Section Number in 7.6.1.3.4
	Huawei
	revised
	-
	S3-090608

	S3-090488
	Authorization for ANDSF
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-090618

	S3-090489
	PCR: Update of Access Control Mechanisms for H(e)NB
	Samsung
	agreed with modifications
	-
	-

	S3-090490
	IMS e2m media plane security: endpoints and coexistence
	Ericsson
	agreed with modifications
	-
	-

	S3-090491
	IMS e2m media plane security: control interface
	Ericsson
	noted
	-
	-

	S3-090492
	IMS e2m media plane security: key mixing
	Ericsson
	agreed with modifications
	-
	-

	S3-090493
	pCR on PUCI TR section 6.2
	InterDigital
	agreed with modifications
	-
	-

	S3-090494
	TBS: Assurance of terminating side identity
	Ericsson
	agreed
	-
	-

	S3-090495
	Clarification of UICC requirement for IMS AKA
	Telenor, BT
	revised
	-
	S3-090610

	S3-090496
	comments on S3-090470
	InterDigital Communications
	noted
	-
	-

	S3-090497
	Clarification of Section 7.4 Authentication Method Selection
	Airvana, Huawei, InterDigital, NEC Corporation, T-Mobile
	agreed
	-
	-

	S3-090498
	Clarification of Definitions
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-090499
	Clarification of Use Cases
	Nokia Corporation, Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-090500
	Correction of Requirements
	Nokia Corporation, Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-090501
	Clarifications on SDES solution
	Nokia Corporation, Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-090504
	pCR on text for section 4 (architecture) of TS 33.xyz
	Airvana, Nokia Corporation, Nokia Siemens Networks
	agreed with modifications
	-
	-

	S3-090506
	corrected version of S3-090449
	InterDigital Communications
	postponed
	-
	-

	S3-090507
	Clarification on Multiple KeNB*s Preparation in Section 7.4.3
	Huawei
	revised
	-
	S3-090588

	S3-090508
	START/NAS COUNT relay on Inter-RAT mobility
	Huawei
	noted
	-
	-

	S3-090510
	Add the frequency EARFCN-DL
	Huawei,ZTE
	merged in S3-090588
	-
	-

	S3-090511
	The correction on input key of Null ciphering algorithm
	Huawei,ZTE
	agreed
	-
	-

	S3-090512
	Clarification of NAS algorithm selection during S1 HO
	Huawei,ZTE
	merged in S3-090601
	-
	-

	S3-090513
	Corrections of 33.401
	Huawei,ZTE
	merged in S3-090583
	-
	S3-090583

	S3-090515
	idle mode procedure in EUTRAN
	Huawei
	postponed
	-
	-

	S3-090516
	corrections for Attach procedure
	Huawei
	revised
	-
	S3-090585

	S3-090517
	clarification for EAP-AKA'
	Huawei
	postponed
	-
	-

	S3-090518
	Corrections for the EPS security context fetching between MMEs
	Huawei
	agreed
	-
	-

	S3-090519
	correctinos for idle mode procedure in EUTRAN
	Huawei
	revised
	-
	S3-090607

	S3-090521
	Addition of security requirements on eNB
	China Mobile, Alcatel-lucent, Vodafone, ZTE
	revised
	-
	S3-090554

	S3-090522
	Correction of KeNB derivations
	China Mobile,ZTE
	revised
	-
	S3-090555

	S3-090523
	Correction of EPS AS Security Mode Command Procedure
	China Mobile
	revised
	-
	S3-090556

	S3-090524
	Correction of EPS AS/NAS Security Context definition
	China Mobile,ZTE
	revised
	-
	S3-090557

	S3-090525
	Architectural Issues with PUCI
	China Mobile, Ericsson, Nokia Corporation, Nokia Siemens Networks, Rogers Wireless
	agreed
	-
	-

	S3-090526
	Interdependencies between Technical and Legal Aspects of UC Prevention
	China Mobile, Ericsson, Nokia Corporation , Nokia Siemens Networks, Rogers Wireless
	noted
	-
	-

	S3-090527
	SPIT/UC Protection with Supplementary Services
	China Mobile, Ericsson, Nokia Corporation, Nokia Siemens Networks, Rogers Wireless
	agreed with modifications
	-
	-

	S3-090528
	Addition of missing Abbreviations
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	merged in S3-090620
	-
	-

	S3-090529
	The definition of eKSI format
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	revised
	-
	S3-090590

	S3-090530
	Additional condition of KeNB refresh
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	withdrawn
	-
	-

	S3-090531
	Removal of the paragraph mentioning IMSI from the Annex A2
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	withdrawn
	-
	-

	S3-090532
	Change in the Clause 6.2. Removal of explicit CK’/IK’ function
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	S3-090630

	S3-090533
	Clarifications for Annex A and References
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	S3-090621

	S3-090534
	Addition of the NULL algorithm for Integrity Protection to the Clause 5.1.4
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	S3-090582

	S3-090535
	Addition of EC Clause
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	S3-090579

	S3-090536
	Addition of the Emergency Calling Clause
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	agreed
	-
	-

	S3-090539
	Commenting pCR on S3-090471 on Access Control mechanisms
	InterDigital
	noted
	-
	-

	S3-090540
	Commenting pCR on S3-090504 Security Architecture
	InterDigital
	noted
	-
	-

	S3-090541
	Comments on S3-090485 from Huawei
	InterDigital
	noted
	-
	-

	S3-090542
	Comments on S3-090474 on Analysis of Autonomous Validation
	InterDigital
	noted
	-
	-

	S3-090543
	Comments on S3-090486 from Huawei on Validation
	InterDigital
	noted
	-
	-

	S3-090544
	Hint digits in EAP-AKA’
	Ericsson, Nokia Siemens Networks, Nokia Corporation
	revised
	-
	S3-090615

	S3-090545
	Use of NAI prefix for EAP-AKA’
	Ericsson, Nokia Siemens Networks, Nokia Corporation
	postponed
	-
	-

	S3-090546
	CR to 33.401 Removal of NAS keys storage
	NEC Corporation, Nokia Corporation, Nokia Siemens Networks, NTT DOCOMO
	conditionally agreed
	-
	-

	S3-090547
	AKA procedure in case of NAS security actived
	ZTE Corporation, HUAWEI
	noted
	-
	-

	S3-090548
	Key-Change-On the Fly Clarification
	ZTE Corporation
	noted
	-
	-

	S3-090549
	Clarification for Forward Security
	ZTE Corporation
	revised
	-
	S3-090592

	S3-090550
	Clarification for DSMIPv6 Bootstrap
	ZTE Corporation
	postponed
	-
	-

	S3-090551
	Update UE-ANDSF Communication Security Solution
	ZTE Corporation
	noted
	-
	-

	S3-090552
	Mobility Security Framework in NGN in ITU-T
	ZTE Corporation
	noted
	-
	-

	S3-090553
	Changing SGSN to the enhanced MSC server in SRVCC
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	agreed
	-
	-

	S3-090554
	Addition of security requirements on eNB
	China Mobile, Alcatel-lucent, Vodafone, ZTE
	noted
	S3-090521
	-

	S3-090555
	Correction of KeNB derivations
	China Mobile,ZTE,Nokia Corporation, Nokia Siemens Networks
	revised
	S3-090522
	S3-090593

	S3-090556
	Correction of EPS AS Security Mode Command Procedure
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	revised
	S3-090523
	S3-090602

	S3-090557
	Correction of EPS AS/NAS Security Context definition
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-090586

	S3-090558
	Keys to be used in HO from E-UTRAN to UTRAN and GERAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-090559
	Correction on Transfer of Capabilities in S1-handover
	Nokia Corporation, Nokia Siemens Networks
	merged in S3-090601
	-
	-

	S3-090560
	Discussion on potential problems with concurrent key handling procedures
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-090561
	Correction on KeNB refresh
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-090591

	S3-090562
	Correction on Key Identification
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-090594

	S3-090563
	Keys to be used in HO from UTRAN and GERAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-090564
	NH derivation rules for re-keying
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-090595

	S3-090565
	RRC Connection Re-establishment – security corrections
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-090603

	S3-090566
	Clarification of LTE USIM requirement
	NTT DOCOMO
	[not addressed]
	-
	-

	S3-090567
	Comments on S3-090446_CR_LocationSecurityConclusions
	Airvana
	noted
	-
	-

	S3-090568
	Recommendation for Hosting Party Authentication
	Gemalto, Orange, TeliaSonera, Telecom Italia, Sagem Orga, Giesecke&Devrient
	noted
	-
	-

	S3-090569
	CR to 33.820: Recommendation for Hosting Party authentication
	Gemalto, Orange, TeliaSonera, Telecom Italia, Sagem Orga, Giesecke&Devrient
	noted
	-
	-

	S3-090570
	Clarifications to calculating the initial K_eNB and K_eNB after key change on the fly
	Qualcomm Europe
	sent for email approval
	-
	-

	S3-090571
	Correcting the handling of EPS security context
	Qualcomm Europe
	revised
	-
	S3-090639

	S3-090572
	Correcting MME behaviour at S1-handover
	Qualcomm Europe
	conditionally agreed
	-
	-

	S3-090573
	Proposed response to S3-090442 (=S2-091788)
	Qualcomm Europe
	noted
	-
	-

	S3-090574
	Completing the handling of security contexts in TS 33.401
	Qualcomm Europe
	noted
	-
	-

	S3-090575
	Proposed response to LS on Enhanced Security for S2c
	Qualcomm Europe
	revised
	-
	S3-090617

	S3-090576
	Comments on S3-090471 “Pseudo-CR on TS 33.xyz: Access Control Mechanisms for H(e)NB” by Huawei, ZTE
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-090577
	Comments on:  Pseudo-CR on TS 33.xyz: add authentication description to Section 5
	Airvana
	agreed with modifications
	-
	-

	S3-090578
	Comment on S3-090470 “Pseudo-CR on TS 33.xyz on Measures for Clock Protection” by Huawei, ZTE
	Airvana, Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-090579
	Addition of EC Clauses to the Rel-9 TS 33.401
	Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Rogers Wireless, Verizon Wireless
	agreed
	-
	-

	S3-090580
	comments to S3-090544(Hint digits in EAP-AKA’)
	Huawei
	noted
	-
	-

	S3-090581
	Comparing TISPAN CNG and 3GPP H(e)NB
	BT, Telenor
	noted
	-
	-

	S3-090582
	Addition of the NULL algorithm for Integrity Protection to the Clause 5.1.4
	Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Verizon Wireless, Ericsson
	revised
	-
	S3-090619

	S3-090583
	Corrections of eKSI and AS in 33.401
	Huawei,ZTE, Ericsson,
	agreed
	S3-090513
	-

	S3-090584
	Reply to: LS on the removal of KNASint and KNASenc from EFEPSNSC
	current meeting
	agreed
	-
	-

	S3-090585
	corrections for Attach procedure
	Huawei
	agreed
	S3-090516
	-

	S3-090586
	Correction of EPS AS/NAS Security Context definition
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090557
	-

	S3-090587
	33.401 CR: Introduction to forward security
	Ericsson
	agreed
	S3-090427
	-

	S3-090588
	Clarification on Multiple KeNB*s Preparation in Section 7.4.3
	Huawei
	agreed
	S3-090507
	-

	S3-090589
	Add the frequency EARFCN-DL
	Huawei,ZTE
	withdrawn
	S3-090510
	-

	S3-090590
	The definition of eKSI format
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	agreed
	S3-090529
	-

	S3-090591
	Correction on KeNB refresh
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090561
	-

	S3-090592
	Key-Change-On the Fly Clarification
	ZTE Corporation
	agreed
	S3-090549
	-

	S3-090593
	Correction of KeNB derivations
	China Mobile,ZTE,Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090555
	-

	S3-090594
	Correction on Key Identification
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090562
	-

	S3-090595
	NH derivation rules for re-keying
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090564
	-

	S3-090596
	LS on concurrent running of security procedures
	current meeting
	agreed
	-
	-

	S3-090597
	IMS media security presentation
	Rapporteur
	noted
	-
	-

	S3-090598
	H(e)NB security presentation
	Rapporteur
	noted
	-
	-

	S3-090599
	Reply to: LS on Security for TAU Request
	current meeting
	agreed
	-
	-

	S3-090600
	Reply to: LS on transfer of UE Security Capabilities to target eNBs
	current meeting
	agreed
	-
	-

	S3-090601
	33.401 CR: UE security capability handling at S1 HO
	Ericsson
	agreed
	S3-090421
	-

	S3-090602
	Correction of EPS AS Security Mode Command Procedure
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090556
	-

	S3-090603
	RRC Connection Re-establishment – security corrections
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090565
	-

	S3-090604
	LS to RAN2 and RAN3 on Correcting MME behaviour at S1-handover
	current meeting
	agreed
	-
	-

	S3-090605
	Analysis about eNB Security
	ZTE
	noted
	-
	-

	S3-090606
	33.401 CR: Activation of native EPS NAS security context after IRAT HO
	Ericsson, NEC Corporation
	agreed
	S3-090416
	-

	S3-090607
	correctinos for idle mode procedure in EUTRAN
	Huawei
	agreed
	S3-090519
	-

	S3-090608
	CR Remove Duplicate Section Number in 7.6.1.3.4
	Huawei
	agreed
	S3-090487
	-

	S3-090609
	Update of referenced RFCs and hash algorithm
	Qualcomm Europe
	conditionally agreed
	S3-090456
	-

	S3-090610
	Clarification of UICC requirement for IMS AKA
	Telenor, BT
	noted
	S3-090495
	-

	S3-090611
	New version of TR 33.837 on PUCI
	Rapporteur
	agreed
	-
	-

	S3-090612
	Reply to: Response to 3GPP on the PUCI Work Item
	current meeting
	agreed
	-
	-

	S3-090613
	LS on Unsolicited Communication to SA1
	current meeting
	agreed
	-
	-

	S3-090614
	Reply to: LS on Prefix for EAP-AKA'
	current meeting
	agreed
	-
	-

	S3-090615
	Hint digits in EAP-AKA’
	Ericsson, Nokia Siemens Networks, Nokia Corporation
	noted
	S3-090544
	-

	S3-090616
	33.402 CR: Clarification of order for identity request and AVs fetching
	Ericsson
	agreed
	S3-090425
	-

	S3-090617
	Reply to: LS on Enhanced Security for S2c
	current meeting
	agreed
	S3-090575
	-

	S3-090618
	Authorization for ANDSF
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090488
	-

	S3-090619
	Addition of the NULL algorithm for Integrity Protection to the Clause 5.1.4
	Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Verizon Wireless, Ericsson
	agreed
	S3-090582
	-

	S3-090620
	33.401 CR: Update of abbreviations list
	Ericsson
	agreed
	S3-090426
	-

	S3-090621
	Clarifications for Annex A and References
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	agreed
	S3-090533
	-

	S3-090622
	Update to H(e)NB system architecture
	Samsung
	agreed
	S3-090475
	-

	S3-090623
	New version of TS.xyz on HeNB security
	Rapporteur
	agreed
	-
	-

	S3-090624
	LS to SA1 on HeNB
	current meeting
	sent for email approval
	-
	-

	S3-090625
	CR to 33.820 Update of Access Control Mechanisms for H(e)NB
	Qualcomm Europe, Samsung
	agreed
	S3-090445
	-

	S3-090626
	33.820 CR 7.2.2.3 H(e)NB Authentication
	Huawei
	agreed
	S3-090485
	-

	S3-090627
	Clarification of Certificate Profile
	Qualcomm Europe
	agreed
	S3-090457
	-

	S3-090628
	CR33.820: Conclusions on Location Security
	Qualcomm Europe
	agreed
	S3-090446
	-

	S3-090629
	Some comments about software integrity verify
	ZTE Corporation
	withdrawn
	S3-090481
	-

	S3-090630
	Change in the Clause 6.2. Removal of explicit CK’/IK’ function
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	agreed
	S3-090532
	-

	S3-090631
	Reply LS to S3-090596 = R2-092666 on Concurrent Running of Security Procedures
	R2-092676
	noted
	-
	-

	S3-090632
	CR TR33.820 7.5.2.1 introduction to validation
	InterDigital Communications
	agreed
	S3-090447
	-

	S3-090633
	CR TR33.820 7.5.2.4 semi-autonomous validation
	InterDigital Communications
	agreed
	S3-090448
	-

	S3-090634
	CR TR33.820 75., 7.6 binding of authentication & validation
	InterDigital Communications
	revised
	S3-090450
	S3-090641

	S3-090635
	33.820: Correction of text on autonomous validation
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-090474
	-

	S3-090636
	33.820 CR on H(e)NB Validation
	Huawei
	agreed
	S3-090486
	-

	S3-090637
	TR 33.828 v1.1.0
	Rapporteur
	agreed
	-
	-

	S3-090638
	TR 33.828 v1.2.0
	Rapporteur
	sent for email approval
	-
	-

	S3-090639
	Correcting the handling of EPS security context
	Qualcomm Europe
	sent for email discussion
	S3-090571
	-

	S3-090640
	33.401 CR: Storage of EPS NAS security context
	Ericsson, Gemalto
	agreed
	S3-090420
	-

	S3-090641
	CR TR33.820 75., 7.6 binding of authentication & validation
	InterDigital Communications
	[not addressed]
	S3-090634
	-


Annex B: List of change requests

	Document
	Title
	Source
	Decision
	Spec
	CR
	Rev
	Rel
	Cat
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	S3-090412
	[IMS] Correction of wrong message name in annex N (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-
	-
	-
	-
	-

	S3-090414
	33.401 CR: Removal of KSI_ASME from TAU Accept
	Ericsson, NEC Corporation
	merged in S3-090606
	-
	-
	-
	-
	-
	-

	S3-090415
	33.401 CR: Correction of UE security capability handling in the TAU procedure
	Ericsson, NEC Corporation
	merged in S3-090606
	-
	-
	-
	-
	-
	-

	S3-090416
	33.401 CR: Activation of native EPS NAS security context after IRAT HO
	Ericsson, NEC Corporation
	revised
	-
	-
	-
	-
	-
	-

	S3-090417
	33.401 CR: Correction of UE EPS security capability default set
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090418
	33.401 CR: Resolving ed note on PLMN ID encoding
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090419
	33.401 CR: Correction of MM context transfer
	Ericsson
	merged in S3-090606
	-
	-
	-
	-
	-
	-

	S3-090420
	33.401 CR: Storage of EPS NAS security context
	Ericsson, Gemalto
	revised
	-
	-
	-
	-
	-
	-

	S3-090421
	33.401 CR: UE security capability handling at S1 HO
	Ericsson
	merged in S3-090601
	-
	-
	-
	-
	-
	-

	S3-090422
	33.401 CR: Correction of eKSI usage in AS
	Ericsson, Nokia Siemens Networks, NEC Corporation
	merged in S3-090583
	-
	-
	-
	-
	-
	-

	S3-090423
	Editorial corrections to security context establishment clause
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090424
	33.402 CR: Clarification on use of USIM/UICC in non-3GPP accesses
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090425
	33.402 CR: Clarification of order for identity request and AVs fetching
	Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-090426
	33.401 CR: Update of abbreviations list
	Ericsson
	merged in S3-090620
	-
	-
	-
	-
	-
	-

	S3-090427
	33.401 CR: Introduction to forward security
	Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-090429
	[IMS] Correction of wrong message name in annex N (Rel-8)
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-
	-
	-
	-
	-

	S3-090445
	33.820CR: Clarification of Access Control Mechanisms
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-090446
	CR33.820: Conclusions on Location Security
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-090447
	CR TR33.820 7.5.2.1 introduction to validation
	InterDigital Communications
	revised
	-
	-
	-
	-
	-
	-

	S3-090448
	CR TR33.820 7.5.2.4 semi-autonomous validation
	InterDigital Communications
	revised
	-
	-
	-
	-
	-
	-

	S3-090450
	CR TR33.820 75., 7.6 binding of authentication & validation
	InterDigital Communications
	revised
	-
	-
	-
	-
	-
	-

	S3-090451
	CR TR33.820 8.2 conclusions re validation
	InterDigital Communications
	postponed
	-
	-
	-
	-
	-
	-

	S3-090456
	Update of referenced RFCs and hash algorithm
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-090457
	Clarification of Certificate Profile
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-090473
	Corrections for TS 33.310
	Huawei
	conditionally agreed
	-
	-
	-
	-
	-
	-

	S3-090474
	33.820: Correction of text on autonomous validation
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090475
	Update to H(e)NB system architecture
	Samsung
	revised
	-
	-
	-
	-
	-
	-

	S3-090476
	CR to 33.820 Update of Access Control Mechanisms for H(e)NB
	Samsung
	merged in S3-090625
	-
	-
	-
	-
	-
	-

	S3-090485
	33.820 CR 7.2.2.3 H(e)NB Authentication
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-090486
	33.820 CR on H(e)NB Validation
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-090487
	CR Remove Duplicate Section Number in 7.6.1.3.4
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-090488
	Authorization for ANDSF
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090497
	Clarification of Section 7.4 Authentication Method Selection
	Airvana, Huawei, InterDigital, NEC Corporation, T-Mobile
	agreed
	-
	-
	-
	-
	-
	-

	S3-090506
	corrected version of S3-090449
	InterDigital Communications
	postponed
	-
	-
	-
	-
	-
	-

	S3-090507
	Clarification on Multiple KeNB*s Preparation in Section 7.4.3
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-090510
	Add the frequency EARFCN-DL
	Huawei,ZTE
	merged in S3-090588
	-
	-
	-
	-
	-
	-

	S3-090511
	The correction on input key of Null ciphering algorithm
	Huawei,ZTE
	agreed
	-
	-
	-
	-
	-
	-

	S3-090512
	Clarification of NAS algorithm selection during S1 HO
	Huawei,ZTE
	merged in S3-090601
	-
	-
	-
	-
	-
	-

	S3-090513
	Corrections of 33.401
	Huawei,ZTE
	merged in S3-090583
	-
	-
	-
	-
	-
	-

	S3-090515
	idle mode procedure in EUTRAN
	Huawei
	postponed
	-
	-
	-
	-
	-
	-

	S3-090516
	corrections for Attach procedure
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-090517
	clarification for EAP-AKA'
	Huawei
	postponed
	-
	-
	-
	-
	-
	-

	S3-090518
	Corrections for the EPS security context fetching between MMEs
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-090519
	correctinos for idle mode procedure in EUTRAN
	Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-090521
	Addition of security requirements on eNB
	China Mobile, Alcatel-lucent, Vodafone, ZTE
	revised
	-
	-
	-
	-
	-
	-

	S3-090522
	Correction of KeNB derivations
	China Mobile,ZTE
	revised
	-
	-
	-
	-
	-
	-

	S3-090528
	Addition of missing Abbreviations
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	merged in S3-090620
	-
	-
	-
	-
	-
	-

	S3-090529
	The definition of eKSI format
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	revised
	-
	-
	-
	-
	-
	-

	S3-090530
	Additional condition of KeNB refresh
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-090532
	Change in the Clause 6.2. Removal of explicit CK’/IK’ function
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	-
	-
	-
	-
	-

	S3-090533
	Clarifications for Annex A and References
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	-
	-
	-
	-
	-

	S3-090534
	Addition of the NULL algorithm for Integrity Protection to the Clause 5.1.4
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	-
	-
	-
	-
	-

	S3-090535
	Addition of EC Clause
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	revised
	-
	-
	-
	-
	-
	-

	S3-090536
	Addition of the Emergency Calling Clause
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	agreed
	-
	-
	-
	-
	-
	-

	S3-090545
	Use of NAI prefix for EAP-AKA’
	Ericsson, Nokia Siemens Networks, Nokia Corporation
	postponed
	-
	-
	-
	-
	-
	-

	S3-090546
	CR to 33.401 Removal of NAS keys storage
	NEC Corporation, Nokia Corporation, Nokia Siemens Networks, NTT DOCOMO
	conditionally agreed
	-
	-
	-
	-
	-
	-

	S3-090547
	AKA procedure in case of NAS security actived
	ZTE Corporation, HUAWEI
	noted
	-
	-
	-
	-
	-
	-

	S3-090548
	Key-Change-On the Fly Clarification
	ZTE Corporation
	noted
	-
	-
	-
	-
	-
	-

	S3-090549
	Clarification for Forward Security
	ZTE Corporation
	revised
	-
	-
	-
	-
	-
	-

	S3-090550
	Clarification for DSMIPv6 Bootstrap
	ZTE Corporation
	postponed
	-
	-
	-
	-
	-
	-

	S3-090551
	Update UE-ANDSF Communication Security Solution
	ZTE Corporation
	noted
	-
	-
	-
	-
	-
	-

	S3-090553
	Changing SGSN to the enhanced MSC server in SRVCC
	Nokia Corporation, Nokia Siemens Networks, China Mobile
	agreed
	-
	-
	-
	-
	-
	-

	S3-090554
	Addition of security requirements on eNB
	China Mobile, Alcatel-lucent, Vodafone, ZTE
	noted
	-
	-
	-
	-
	-
	-

	S3-090555
	Correction of KeNB derivations
	China Mobile,ZTE,Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090556
	Correction of EPS AS Security Mode Command Procedure
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090557
	Correction of EPS AS/NAS Security Context definition
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090558
	Keys to be used in HO from E-UTRAN to UTRAN and GERAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090559
	Correction on Transfer of Capabilities in S1-handover
	Nokia Corporation, Nokia Siemens Networks
	merged in S3-090601
	-
	-
	-
	-
	-
	-

	S3-090561
	Correction on KeNB refresh
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090562
	Correction on Key Identification
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090563
	Keys to be used in HO from UTRAN and GERAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090565
	RRC Connection Re-establishment – security corrections
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-
	-
	-
	-
	-

	S3-090566
	Clarification of LTE USIM requirement
	NTT DOCOMO
	[not addressed]
	-
	-
	-
	-
	-
	-

	S3-090567
	Comments on S3-090446_CR_LocationSecurityConclusions
	Airvana
	noted
	-
	-
	-
	-
	-
	-

	S3-090569
	CR to 33.820: Recommendation for Hosting Party authentication
	Gemalto, Orange, TeliaSonera, Telecom Italia, Sagem Orga, Giesecke&Devrient
	noted
	-
	-
	-
	-
	-
	-

	S3-090570
	Clarifications to calculating the initial K_eNB and K_eNB after key change on the fly
	Qualcomm Europe
	sent for email approval
	-
	-
	-
	-
	-
	-

	S3-090571
	Correcting the handling of EPS security context
	Qualcomm Europe
	revised
	-
	-
	-
	-
	-
	-

	S3-090572
	Correcting MME behaviour at S1-handover
	Qualcomm Europe
	conditionally agreed
	-
	-
	-
	-
	-
	-

	S3-090579
	Addition of EC Clauses to the Rel-9 TS 33.401
	Alcatel-Lucent, Alcatel Shanghai Bell Co. Ltd., Rogers Wireless, Verizon Wireless
	agreed
	-
	-
	-
	-
	-
	-

	S3-090583
	Corrections of eKSI and AS in 33.401
	Huawei,ZTE, Ericsson,
	agreed
	-
	-
	-
	-
	-
	-

	S3-090585
	corrections for Attach procedure
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-090586
	Correction of EPS AS/NAS Security Context definition
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090587
	33.401 CR: Introduction to forward security
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090588
	Clarification on Multiple KeNB*s Preparation in Section 7.4.3
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-090589
	Add the frequency EARFCN-DL
	Huawei,ZTE
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-090590
	The definition of eKSI format
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent, China Mobile
	agreed
	-
	-
	-
	-
	-
	-

	S3-090591
	Correction on KeNB refresh
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090592
	Key-Change-On the Fly Clarification
	ZTE Corporation
	agreed
	-
	-
	-
	-
	-
	-

	S3-090593
	Correction of KeNB derivations
	China Mobile,ZTE,Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090594
	Correction on Key Identification
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090601
	33.401 CR: UE security capability handling at S1 HO
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090602
	Correction of EPS AS Security Mode Command Procedure
	China Mobile,Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090603
	RRC Connection Re-establishment – security corrections
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090606
	33.401 CR: Activation of native EPS NAS security context after IRAT HO
	Ericsson, NEC Corporation
	agreed
	-
	-
	-
	-
	-
	-

	S3-090607
	correctinos for idle mode procedure in EUTRAN
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-090608
	CR Remove Duplicate Section Number in 7.6.1.3.4
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-090609
	Update of referenced RFCs and hash algorithm
	Qualcomm Europe
	conditionally agreed
	-
	-
	-
	-
	-
	-

	S3-090616
	33.402 CR: Clarification of order for identity request and AVs fetching
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090618
	Authorization for ANDSF
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090620
	33.401 CR: Update of abbreviations list
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-090621
	Clarifications for Annex A and References
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	agreed
	-
	-
	-
	-
	-
	-

	S3-090622
	Update to H(e)NB system architecture
	Samsung
	agreed
	-
	-
	-
	-
	-
	-

	S3-090625
	CR to 33.820 Update of Access Control Mechanisms for H(e)NB
	Qualcomm Europe, Samsung
	agreed
	-
	-
	-
	-
	-
	-

	S3-090626
	33.820 CR 7.2.2.3 H(e)NB Authentication
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-090627
	Clarification of Certificate Profile
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-090628
	CR33.820: Conclusions on Location Security
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-090629
	Some comments about software integrity verify
	ZTE Corporation
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-090630
	Change in the Clause 6.2. Removal of explicit CK’/IK’ function
	Alcatel Shanghai Bell Co. Ltd., Alcatel-Lucent
	agreed
	-
	-
	-
	-
	-
	-

	S3-090632
	CR TR33.820 7.5.2.1 introduction to validation
	InterDigital Communications
	agreed
	-
	-
	-
	-
	-
	-

	S3-090633
	CR TR33.820 7.5.2.4 semi-autonomous validation
	InterDigital Communications
	agreed
	-
	-
	-
	-
	-
	-

	S3-090634
	CR TR33.820 75., 7.6 binding of authentication & validation
	InterDigital Communications
	revised
	-
	-
	-
	-
	-
	-

	S3-090635
	33.820: Correction of text on autonomous validation
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-
	-
	-
	-
	-

	S3-090636
	33.820 CR on H(e)NB Validation
	Huawei
	agreed
	-
	-
	-
	-
	-
	-

	S3-090639
	Correcting the handling of EPS security context
	Qualcomm Europe
	sent for email discussion
	-
	-
	-
	-
	-
	-

	S3-090640
	33.401 CR: Storage of EPS NAS security context
	Ericsson, Gemalto
	agreed
	-
	-
	-
	-
	-
	-

	S3-090641
	CR TR33.820 75., 7.6 binding of authentication & validation
	InterDigital Communications
	[not addressed]
	-
	-
	-
	-
	-
	-


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-090404
	Reply liaison statement on PUC(I) work
	19tTD283_LS_to_3GPP_SA3_-_PUCI
	noted
	

	S3-090405
	LS on Security parameter handling
	C1-090756
	noted
	

	S3-090406
	Reply LS on paging optimisation via allowed CSG list in paging message for LTE and UMTS
	C1-090811
	noted
	

	S3-090407
	New Q.16/13 study item on Mobility Security. Response to the 3GPP liaison statement S3-081567
	COM13-LS032
	noted
	

	S3-090408
	Response to 3GPP on the PUCI Work Item
	OMA-LS_787-REQ_to_3GPP_Protection_against_Unsolicited_Communication_for_IMS-20090128-A
	replied to
	S3-090612

	S3-090409
	LS on handling of dynamic UE UTRAN capability during Handover
	R2-091922
	noted
	

	S3-090410
	Reply LS on Receive of ETWS outside home-PLMN
	S1-090199
	not addressed
	

	S3-090411
	Reply LS on “Key management for 3GP SRTP recording profile”
	S4-090169
	not addressed (out of scope for ad hoc)
	

	S3-090434
	LS on exception lists for integrity protection of NAS messages
	C1-091369
	noted
	

	S3-090435
	Reply LS on preventing inter-RAT HO for UE with SIM access
	C4-090512
	noted
	

	S3-090436
	LS on Prefix for EAP-AKA'
	C4-090799
	replied to
	S3-090614

	S3-090437
	LS on the removal of KNASint and KNASenc from EFEPSNSC
	C6-090055
	replied to
	S3-090584

	S3-090438
	LS on preventing inter-RAT HO for UE with SIM access
	GP-090351
	noted
	

	S3-090439
	Recommendation ITU-T X.1244, Overall aspects of countering spam in IP-based multimedia applications
	LS033
	noted
	

	S3-090440
	LS response to R2-087408 (Reply LS on PCI Clarification)
	R3-090544
	noted
	

	S3-090441
	LS on transfer of UE Security Capabilities to target eNBs
	R3-090664
	replied to
	S3-090600

	S3-090442
	LS on Security for TAU Request
	S2-091788
	replied to
	S3-090599

	S3-090443
	LS on Enhanced Security for S2c
	S2-091795
	replied to
	S3-090617

	S3-090596
	LS on concurrent running of security procedures
	current meeting
	agreed
	

	S3-090631
	Reply LS to S3-090596 = R2-092666 on Concurrent Running of Security Procedures
	R2-092676
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-090584
	Reply to: LS on the removal of KNASint and KNASenc from EFEPSNSC
	C6-090055
	-
	S3-090437

	S3-090599
	Reply to: LS on Security for TAU Request
	S2-091788
	-
	S3-090442

	S3-090600
	Reply to: LS on transfer of UE Security Capabilities to target eNBs
	R3-090664
	-
	S3-090441

	S3-090604
	LS to RAN2 and RAN3 on Correcting MME behaviour at S1-handover
	-
	-
	

	S3-090612
	Reply to: Response to 3GPP on the PUCI Work Item
	OMA-LS_787-REQ_to_3GPP_Protection_against_Unsolicited_Communication_for_IMS-20090128-A
	-
	S3-090408

	S3-090614
	Reply to: LS on Prefix for EAP-AKA'
	C4-090799
	-
	S3-090436

	S3-090617
	Reply to: LS on Enhanced Security for S2c
	S2-091795
	-
	S3-090443


Annex F: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible

	March 09 ad hoc/1
	6.8
	S3-090609
	Second check has to be done in SA3#55.
	Brian Rosenberg

	March 09 ad hoc/2
	6.8
	S3-090473
	Second check has to be done in SA3#55.
	Dony He

	March 09 ad hoc/3
	7
	S3-090581
	Provide comments on draft TS on H(e)NB
	TISPAN WG7

	March 09 ad hoc/4
	7.2
	S3-090610
	Address the concerns/issues raised in SA3-090610 in contributions to the SA3 meeting in May. Then 3GPP SA3 will send an LS to WG7 with the proposed solution.
	TISPAN WG7
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