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**************** First Change ********************

7.2.5.2.2
With existing EPS NAS security context

If there is an EPS NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS COUNT of the Attach Request message is used to derive the KeNB with the KDF as specified in Annex A. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE with the current eKSI indicating the current KASME. 

When the UE receives the AS SMC without having  received a NAS Security Mode Command after the Attach/Service Request, the UE and MME use the NAS COUNT of the Attach/Service Request message (i.e. the uplink NAS COUNT) that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1. 

The same procedure for refreshing KeNB can be used regardless of the fact if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME and this MME supports different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as input using the KDF as specified in Annex A. 

In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are protected with the new keys.
If there is a NAS Security Mode Command after the Attach/Service Request but before the AS SMC, the UE and MME use the NAS COUNT of the NAS Security Mode Complete (i.e. the uplink NAS COUNT) and the related KASME as  the parameter in the derivation of the KeNB.  From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1. 
If the USIM supports EMM parameters storage, the ME shall mark the stored EPS NAS security context on the USIM as invalid at the end of the transition away from EMM-DEREGISTRED. Otherwise, the ME shall mark the stored EPS NAS security context on its non-volatile memory as invalid at the end of the transition. 

****************** Next Change ***************

7.2.6.2
ECM-IDLE to ECM-CONNECTED transition 

The procedure the UE uses to transit from ECM-IDLE to ECM-CONNECTED when in EMM-REGISTERED state is initiated by a NAS Service Request message from the UE to the MME. As the UE is in EMM-REGISTERED state, an EPS security context exists in the UE and the MME, and this EPS security context further contains uplink and downlink NAS COUNTs. The NAS Service Request message sent in EMM-REGISTERED shall be integrity protected and contain the next-in-sequence uplink NAS sequence number.

Upon receipt of the NAS Service Request message, if the MME does not requires a NAS SMC procedure before initiating the S1-AP procedure INITIAL CONTEXT SETUP, the MME shall derive key KeNB as specified in Annex A.3 using the NAS COUNT [9] corresponding to the NAS Service Request and  initialize the value of the Next hop Chaining Counter (NCC) to one. The MME shall further derive a next hop parameter NH as specified in Annex A.4 using the newly derived KeNB as basis for the derivation. This fresh {NH, NCC=1} pair shall be stored in the MME and shall be used for the next forward security key derivation. The MME shall communicate the KeNB pair and KSIASME to the serving eNB in the S1-AP procedure INITIAL CONTEXT SETUP.

As a result of the NAS Service Request, radio bearers are established, and the eNB sends an AS SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT of the NAS Service Request message that triggered the AS SMC as freshness parameter in the derivation of the KeNB. The KDF as specified in Annex A shall be used for the KeNB derivation. The UE shall further derive the NH parameter from the newly derived KeNB in the same way as the MME. From the KeNB the RRC protection keys and the UP protection keys are derived by the UE and the eNB as described in subclause 6.2.

If the ECM-IDLE to ECM-CONNECTED procedure contains an AKA run (which is optional), the NAS uplink and downlink COUNT for the new KASME shall be set to the start values (i.e. zero). If the ECM-IDLE to ECM-CONNECTED procedure contains an NAS SMC (which is optional), the UE and MME use the NAS COUNT of the NAS Security Mode Complete (i.e. the uplink NAS COUNT) and the related KASME as the parameter in the derivation of the KeNB when executing an AS SMC. The KDF as specified in Annex A shall be used for the KeNB derivation also in this case.

On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

If the USIM supports EMM parameters storage, the ME shall mark the stored EPS NAS security context on the USIM as invalid. Otherwise, the ME shall mark the stored EPS NAS security context in its non-volatile memory as invalid.
****************** Next Change ***************
7.2.7
Key handling in ECM-IDLE mode mobility

If the "active flag" is not set in the TAU request, the TAU procedure does not establish any RRC or UP level security. Because of this, there is no need to derive any KeNB in this case. If the "active flag" is set in the TAU request message, radio bearers will be established as part of the TAU procedure. In this case a KeNB derivation is necessary, and if there was no subsequnet NAS SMC, the uplink NAS COUNT of the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation using the KDF as specified in Annex A. The TAU request shall be integrity protected.
In the case an AKA is run successfully followed by a NAS SMC from the MME as part of the TAU procedure, the uplink and downlink NAS COUNT shall be set to the start values (i.e. zero).

In the case source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from KASME with the new algorithm identities as input and provides the new algorithm identifiers within a NAS SMC. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm identity specified in the NAS SMC.
If there is a NAS Security Mode Command after the TAU Request but before the AS SMC, the UE and MME use the NAS COUNT of the NAS Security Mode Complete (i.e. the uplink NAS COUNT) and the related KASME as the parameter in the derivation of the KeNB.  From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1. 
****************** Last Change ***************

9.1.2
Idle mode procedures in E-UTRAN

This subclause covers both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling Reduction, as defined in TS 23.401 [2]. 

The TAU Request and ATTACH Request message shall include the UE security capabilities. The MME shall store these UE security capabilities for future use.

Case 1: UE currently registered in E-UTRAN
When the UE is currently registered in E-UTRAN, the UE shall use the current EPS security context to protect the TAU Request and include the corresponding temporary identity and eKSI value. The TAU Request shall be integrity-protected, but not confidentiality-protected. UE shall use the current EPS security context algorithms to protect the TAU Request message. 

NOTE 1: Activating a native EPS security context, which is not the current EPS security context, requires a separate procedure, which is defined in clause 7.2.9.2.
Case 2: UE not currently registered in E-UTRAN
If the UE sends a TAU Request to the MME, and was previously connected to UTRAN where the SGSN assigned a P-TMSI signature to the UE, the UE shall include that P-TMSI signature in the TAU Request.

If the MME received a P-TMSI signature from the UE, the MME shall include that P-TMSI signature in the Context Request message sent to the SGSN. The SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in Annex A. In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure.
MME shall select security algorithms, based on the UE EPS security capabilities received in the TAU request, and indicate them to the UE by e.g. with NAS SMC.In any case capability information received from the UE overwites any capabilities received with the context transfer as specified in TS 23.401 [2]. The MME shall not make use of any UE security capabilities received from the SGSN.
If the UE is not currently registered in E-UTRAN no current EPS security context is available. Then the UE shall use the E-UTRAN native security context if available in the UE to protect the TAU Request. If not the UE shall send the TAU Request unprotected. 

In case 2, the UE shall include in the TAU Request:

-
the KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set. there. This allows the network to choose the mapped security context if native security context is not available in the network. The value field of the KSISGSN shall be derived by the assigning the KSI corresponding to the set of keys most recently generated (either by a successful AKA run or mapping from an EPS security context).
-
a 32bit NONCEUE.

Case 2.1: Native EPS security context
The UE shall include the corresponding temporary identity and KSIASME value in the TAU Request. The TAU Request shall be integrity-protected, but not confidentiality-protected. The UE shall use the native security context algorithms to protect the TAU Request message. 

NOTE 2: Case 2.1 relates to the following scenario: a UE established a native EPS security context during a previous visit to EPS, then moves to UTRAN/GERAN while de-registering from E-UTRAN and storing the EPS security context. When the UE moves back to E-UTRAN there is a native EPS security context, but no current EPS security context.
In case MME has the native security context it shall verify the TAU Request message. Otherwise it tries to fetch the security context from a previous MME as described in clause 6.1.4. If either of these is successful, the MME replies with TAU Accept message protected with the native security context. After successful completion of the TAU procedure, the native security context shall become the current security context in the UE and the MME. In case the TAU Request had the active flag set or there is pending downlink UP data, KeNB is calculated as described in clause 7.2.7.
If the MME changes the algorithms, they shall be indicated to the UE in an integrity protected NAS SMC, which shall also include the UE security capabilities. This message shall not be ciphered. UE shall reply with integrity protected NAS SMC COMPLETE protected withbased on the new selected algorithms.

If the USIM supports EMM parameters storage then the new native EPS NAS security context shall be stored on the USIM.
Case 2.2: Mapped EPS security context

If neither a current nor a native EPS security context is available in the UE the UE shall send the TAU request unprotected. UE shall include NONCEUE and KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there. 

In case MME does not have or can not fetch the native context indicated by the UE in the TAU request, or the TAU request was received unprotected, the MME shall use the mapped security context. In this case, the MME shall generate a 32bit NONCEMME and use the received NONCEUE with the NONCEMME to generate a fresh mapped K'ASME from CK and IK, where CK, IK were identified by the KSISGSN in the TAU Request. See Annex A.11 for more information on how to derive the fresh K'ASME. In case the TAU Request had the active flag set or there is pending downlink UP data, the uplink NAS Count which is set to zero shall be used to derive the KeNB in MME and UE as specified in Annex A. MME shall deliver the KeNB to the target eNB on the S1 interface. The uplink and downlink NAS COUNT for mapped security context shall be set to start value (i.e., 0)  when new mapped security context is created in UE and MME.
The selected algorithms and the KSISGSN shall be indicated to the UE in an integrity protected NAS SMC COMMAND message protected with NAS keys based on K'ASME, which shall also include the UE security capabilities, NONCEUE, and NONCEMME. The UE shall generate a mapped K’ASME from CK and IK in the same way as the MME. The UE shall compare the received NONCEUE with the NONCEUE sent, and if the NONCEUE was modified in the TAU request, then the UE shall return NAS security mode reject message. If the received NONCEUE is the same as the NONCEUE sent and the integrity check succeeds, then UE shall reply with integrity protected and ciphered NAS SMC COMPLETE message based on the selected algorithms and NAS keys based on K'ASME so that the MME can be sure that they were not modified in the TAU Request message by an outsider.

TAU Accept shall be protected using the NAS keys based on the fresh K'ASME. After successful completion of the TAU procedure, the mapped security context shall become the current security context in the UE and the MME.
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