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1. Introduction

In this pCR against 33.837 we present details of IMR-based solution approach. We also show what needs to be standardized.

*************FIRST   CHANGE******************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
ETSI TR 187 009: “Feasibility study of prevention of unsolicited communications in the NGN”.

[2]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.

[3]
3GPP TS 22.228: “Service requirements for the Internet Protocol (IP) multimedia core network subsystem (IMS); Stage 1”.
 [ZZ] 
RFC 5039 "The Session Initiation Protocol (SIP) and Spam”
[ZZ1] 
3GPP TS 29.328: “IP Multimedia Subsystem (IMS) Sh interface; Signalling flows and message contents”.
[ZZ2] 
3GPP TS 29.329: “Sh interface based on the Diameter protocol; Protocol details”.
[ZZ3] 
3GPP TS 24.611: “Anonymous Communication Rejection (ACR) and Communication Barring (CB)using IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification”.
[ZZ4] 
3GPP TS 29.228: “IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and message contents”.
[ZZ5] 
3GPP TS 29.229: “Cx and Dx interfaces based on the Diameter protocol; Protocol details”.
*************SECOND  CHANGE******************
7.2
IMR-Based Solution Approach
7.2.1
General
The initial step in unsolicited communication prevention is to identify that the given communication is unsolicited. Without identification no further action can be taken. Once a given communication is identified as unsolicited it should be marked appropriately.

Marking could be as simple as a means to notify that a given communication is unsolicited. Having identified and marked a communication as unsolicited the next step is to react on it. Depending on condition one could skip the marking step and directly go to react after identifying that a given message is unsolicited.

These three steps, identification, marking and reacting can be done:

· automatically in the network or UE or distributed in the network and UE

· with or without intervention from the user at each or certain steps

· manual setting in the network and/or UE by the operator and/or user
· at the beginning, during, or end of the communication

The details of how these functions will be realised will be dependent on the eventual selection of supporting methods.
7.2.2
IMR Approach
This section shows a general approach towards countering UC in IMS. We show in a very high level where identification, marking and reaction can be placed, see Figure 7.2-1.
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Figure 7.2-1: Generic IMS architecture with PUCI elements.

As shown in Figure 7.2-1, identification, marking and reaction of/on a UC can happen almost anywhere be it in P-CSCF, S-CSCF, PUCI AS or UE. All the steps can be centralized or distributed. Depending on policy or request by UE B a communication request can be blocked at CSCF or PUCI AS and also at the UE. UE B can also provide feedback about UC via the Ut. Different interfaces shown in Figure 7.2-1 are standard interfaces but will require modification so as to carry the PUCI relevant information. Identification, marking and reacting is further detailed below; see Figure 7.2-2 for relation.

Identification

In 3GPP MCID service enables an incoming communication to be identified and registered. This solution still misses the functionality of automatic UC identification with user involvement and future prevention of calls from the same originator.

UC identification in IMS can be categorized as:

· non intrusive tests: call-signaling gets analyzed by an automatic mechanism to derive a marking;

· intrusive tests: a caller gets tested in an intrusive way with the objective to clearly identify a unsolicited communication attempt before the transaction reached the destination;

· feedback by user of a UC: this is an extension of the MCID where a user can, for example, define in advance a personal black-list, react during a call or give feedback an occurrence of UC to provide his/her personal preferences to prevent the future UC attempts.
Marking

Marking a communication attempt as UC is required to react appropriately. This can be at different granularity level as discussed in previous section.

Reacting

Reacting can be done by blocking the communication or re-routing to, for example, a mailbox or automatic answering service. In order to do this, specific filter rules and personal considerations have to be taken into account. Taking personal routing decisions for handling UC into account involves the previous marking as an indication for handling this specific UC attempt.
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Figure 7.2-2: Relation between different steps in a solution against UCI.
7.2.3
From Requirements to Solution

As usual, problem and requirements give way to solution. Thus we start with PUCI requirements and what it means for IMR based solution as given in Table 7.2-1for there on we develop potential IMR solutions.
Editor’s Note: Contents of the column “details of possible solutions” in Table 7.2-1 is not thoroughly discussed thus it is for further study whether it will be modified or replaced by other text.
Table 7.2-1: Requirements and solution.
	
	Requirements
	Location of Identification (I), Marking (M) and Reacting (R)
	Details of Possible Solutions

	SA3 requirements

	1
	The IMS should provide a means for IMS-users to report communication as a UC.
	R by the user
	Message needed from UE to user PUCI settings in the network

	2
	Reports of UC made by IMS-users should be auditable by the IMS.
	Not dependent on IMR
	Accounting and auditing solution of the network should take care of this

	3
	The IMS should provide the ability for an affected user to request the rating of an UC call
	M should be provided to the user
	Message from UE to user database needed. Based on operator policy and regulatory requirements to provide info.

	4
	The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC by the UC detection system.
	Not dependent on IMR
	This is related to 2nd requirement. Proper auditable information collection in the network will take care of this issue.

	5
	The IMS should provide the ability to the operator to extract information from the signaling and other means to provide an indication of the likelihood whether the communication is unsolicited.
	I and M in network
	Either a centralized identification solution or distributed identification solution is needed. In case of distributed, marking value should be conveyed between the different identification functions. Messages need to be defined to carry M

	6
	The IMS should provide a mechanism to convey the UC indication in the signaling. 
	M conveyed between different entities.
	Messages need to be defined to carry M

	7
	The IMS should provide a mechanism to allow variation in communication handling based on UC likelihood indication.
	Variation in handling can, for example, mean moving the call to voice mailbox, terminating a connection, indicating likelihood that a call is UC to the UE etc. This will require M to be sent between elements.
	This should be operator policy dependent or user dependent. Messages should provide transfer of M.

	SA1 requirements

	8
	High level requirements

	a
	IMS should provide means to identify and act on unsolicited communication.
	R is required
	User decides whether a communication is UC and Reacts

Network should identify, check user and operator policy, and Reacts

	b
	Solutions for prevention against unsolicited communication shall not have negative impact on the services provided by IMS.
	IMR should take care of this requirement
	Solution should take care of this point from architecture onwards

	c
	PUCI should provide means for cooperation between operator’s networks.
	M should be conveyed between operator networks
	Message carrying M between operators

	d
	IMS should provide means for a user to inform the network of an unsolicited communication.
	R by user
	Message from UE to user PUCI setting

	9
	Detection of Unsolicited Communication 

	a
	Depending on Operator policies IMS should support capabilities that enable IMS to detect that an IMS session is unsolicited and classify as UC. These capabilities should apply to all IMS based services and apply to real-time (e.g. voice, video …) and to non-real-time (e.g. messaging …) IMS traffic.
	I and M in network
	I could use supplementary services or other services. There is no impact on SIP messages.

	b
	IMS should support capabilities that enable a terminating party to report IMS sessions as UC.
	M and R by user
	Message from UE to user PUCI setting

	c
	The method of reporting UC may be dependent on the IMS service.
	I and M could be service dependent
	M in message could be service dependent

	d
	Reporting should be possible irrespective of whether an originating party has withheld its identity (e.g. by referring to the last call).
	R by user for a communication of which identity was not available
	Network should keep identity of last call. Message from UE to user PUCI setting

	10
	Prevention of Unsolicited Communication to the terminating party

	a
	Depending on Operator policies IMS should support capabilities to indicate to a terminating party that an IMS session has been classified UC.
	I and M in the network.

M sent to the UE.
	M and communication identitiy to be sent to UE in a message saying that communication was terminated by the network

	b
	Depending on Operator policies IMS should support capabilities to protect a terminating party from IMS sessions that have been classified UC.
	R in the network
	Supplementary services and other services should check likelihood of a communication being UC and react based on on user or network settings

	11
	Notification of UC to the originating party

	a
	Depending on Operator policies IMS should support capabilities that allow notifying an originating party that a performed or attempted communication to the terminating party has been classified as UC.
	M to originating party
	Message with M to originating party

	12
	Conveying information on UC to other networks

	a
	Depending on Operator policies IMS should support capabilities that enable the IMS of a network to convey information on detected UC in an IMS session to an other IMS on the path of that IMS session
	M conveyed between networks
	Message with M communicated between networks


7.2.4
IMR Solution Variations

The requirements and discussion in Table 7.2-2 lead to location of I, M and R as given in Figure 7.2-3. In Figure 7.2-3 I, M and R in the network is located at the PUCI AS and CSCF, this is to signify that the requirements do not lead to a decision whether I, M and R in the network should be distributed or centralized. What is certainly obvious is that the R, i.e., the react part or the part that makes decision about taking action, should be centralized in the network. This leads to four variations on the location on I and M:
1. Centralized

(a) In AS

(b) In CSCF (specifically S-CSCF)
2. Distributed

(a) Among ASs

(b) Between CSCF (specifically S-CSCF) and ASs
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Figure 7.2-3: Requirements represented in figure.
I and M should also be done at the border of the network thus distributed solution is the obvious choice. Further having a distributed solution allows usage of already deployed supplementary services. Then the only discussion left is regarding R – whether R should be in the AS or CSCF –. As the R leads to routing decisions this should be done in the S-CSCF and not in the PUCI-AS.




	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


7.2.6
Detailed Solution




















In this section we present the detailed IMR solution and identify what needs to be standardized. Figure xxxx and Figure yyyy show message sequence for PUCI service invocation. Message sequence in red requires standardization. In both figures UE A is the Caller and UE B is the Callee.
7.2.6.X
Simple PUCI Invocation
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Figure xxxx: Simple PUCI service invocation.
R1. The Callee (UE B) side S-CSCF then checks what policies are there for the given Callee (UE B). This part should be standard Diameter message and is already standardized.

R2. The HSS then checks the policies of the Callee (UE B) which is given in the form of personal routing profile. This personal routing profile consists of the following:
i. A flag saying whether the Callee (UE B) wants PUCI service or not; 
ii. Settings which tell the S-CSCF what to do when a certain marking (M) is received. Here it is assumed that the marking is in form of a score value, e.g. a user can set that an incoming call with  a score above 5  should be forwarded to a given number and with  a score above 10  the call should be dropped.
[NSN:it shall be left open

· whether the marking is sent to the S-CSCF and the profile is stored in the HSS

· or whether the profile is stored in the Puci-AS and a routing recommendation is sent to the S-CSCF]
R3. The HSS then sends the routing information to the S-CSCF. The message is again a Diameter message so it does not require standardization. Only the data sent in this message is new. [NSN: This is not the only possibility, see comment above]
Note: R1 – R3 happen only during IMS registration. HSS can also send such information to S-CSCF if there is an update. 
0. The PUCI AS is initialized with global operator settings, e.g. black-list that applies to all users. [NSN: there may be legal problems, if not every user has explicitly given consent, e.g. Germany] For this purpose a evolved EIR (eEIR) could be used.

1. The S-CSCF receives a SIP INVITE message from the Caller (UE A). This message may include PUCI related marking (M) information if other PUCI tests were already performed in any of the networks through which the message traversed. 

2. Then the S-CSCF checks whether the PUCI filtering applies for the given Callee (UE B).

3. If the PUCI service applies for the Callee (UE B) then the PUCI AS is invoked by the S-CSCF. For this, the S-CSCF sends a SIP INVITE message to the PUCI AS. This message may include PUCI related marking (M) information if M was already provided in step 1.

4. The PUCI AS then checks the operator global setting and provides PUCI filtering based on techniques like those given in Section 3 of [ZZ]. Other techniques could also be possible, e.g. CAPTCHA. These checks (Identification or I) result in marking or M [NSN: please clarify whether it is the intention to produce a new marking M2 taking into account the received marking M1 and replace M1 by M2.]
5. The updated ?M  is then sent to the S-CSCF as part of the SIP INVITE message.

6. The S-CSCF then checks user settings received in Step 4 and makes routing decision accordingly. It could be that the call is sent to an answering machine or forwarded elsewhere. In this example the communication is sent to the Callee (UE B).

7. The S-CSCF then forwards the SIP INVITE to the Callee (UE B) with the marking (M).

8. It is possible for the Callee (UE B) to report a communication as a UC [NSN: it shall not be required that the report is carried in SIP] or to change its profile in the HSS. Such information can be sent from the Callee UE (UE B) to the PUCI AS. 
9. Based on the message from the Callee (UE B) the PUCI AS can optionally modify the operator global setting [NSN: there may be legal problems] and/or subscriber profile [NSN: in case of a subscriber profile there would be fewer legal problems].

10. To change the subscriber profile the PUCI AS sends the Diameter message profile update request (PUR) [ZZ1 – ZZ2]. [NSN: this is only necessary, if profile is stored in HSS]
11. The HSS responds with a Diameter message profile update answer (PUA) [ZZ1 – ZZ2]. [NSN: this is only necessary, if profile is stored in HSS]
7.2.6.Y
PUCI with Supplementary Services and 3rd Party PUCI AS

Next we look at the case where there is also supplementary services (SSs) and/or 3rd party PUCI AS. In this case the steps until 7 [NSN: until 4?] is the same as for the case of simple PUCI invocation given above.
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Figure yyyy : PUCI invocation with 3rd party PUCI AS and SS.
[NSN: make it clear that this configuration is only an example, supplementary services need not reside on a 3rd party AS.]

4. [NSN: marking in the described form is not required in all cases. E.g. in case of Supplementary Services with BL/WL a marking in the sense of a UC score is not necessary. For example, in case of a BL the UC score (M) is 100% if the caller is on the BL and 0% if the caller is not on the BL]
5. The PUCI AS then invokes a 3rd party PUCI AS or SSs. This message could be an extended SIP INVITE message. 
6. The 3rd party PUCI AS or SS then checks (I) and gives marking (M). In case of SS this could be a error code as defined by IETF [ZZ3] or the SS can be extended to give M that will be defined for PUCI. 
7. The M is sent to the PUCI AS. This message could be an extended SIP INVITE message. 
8. The PUCI AS then combines different results it received and the checks it had done.  
9. M is then sent to the S-CSCF as part of the SIP INVITE message.
10.  The S-CSCF then checks user settings received in Step 4 and makes routing decision accordingly. It could be that the call is sent to an answering machine or forwarded elsewhere. In this example the communication is sent to the Callee (UE B).

11. The S-CSCF then forwards the SIP INVITE to the Callee (UE B) with the marking (M). 
12. It is possible for the Callee (UE B) to report a communication as a UC [JGB: by editing the BL/WL] or to change its profile in the HSS. Such information can be sent from the Callee (UE B) UE to the PUCI AS. 
13. Based on the message from the Callee (UE B) the PUCI AS can optionally modify the operator global setting  and/or subscriber profile.

14. To change the subscriber profile the PUCI-AS sends the Diameter message profile update request (PUR) [ZZ1 – ZZ2]. [NSN: only necessary, if profile is stored in HSS]
15. The HSS responds with a Diameter message profile update answer (PUA) [ZZ1 – ZZ2]. [NSN: only necessary, if profile is stored in HSS]
16. The PUCI AS can update subscriber profile in the SS or else where if needed. 
17. PUCI AS will receive a response for the update.
7.2.6.Z
Standardization
Required standardization is given below based on Figure yyyy:
· Step R2: Information to be stored in the HSS [NSN: the information stored in the HSS could be limited to a flag (part of the filter criteria according to TS 23.228, which determine whether a SIP message is routed via an AS), in case the profile is stored in PUCI AS]
· Step R3: Message from HSS to S-CSCF with payload containing PUCI setting and routing information for a given UE [ZZ4 – ZZ5]. [NSN: is necessary for the flag, if profile is stored in PUCI AS, cf. previous comment]
· Steps 1, 3 and 9: SIP INVITE message extended to carry M. [NSN: extension of SIP not required if user feedback is carried via e.g. web interface, Ut interface, or key pad entries.]
· Step 5: Invoking of 3rd party PUCI AS or SS. [NSN: optional depending on configuration.]
· Step 7: Response from SS or 3rd party PUCI AS with M. [NSN: optional depending on configuration.]
· Step 12: User informing R, M and request to change settings. This can be piggybacked in an existing message. [NSN: alternatives are available, including web interface, keypad entries; Ut interface]
*************END  OF  CHANGES******************
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