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Discussion
Clauses 6.2.2 and 6.2.3 are not in an appropriate format for the TR. In addition, much of their content belongs elsewhere in the document. This document proposes to remedy these issues.
Proposal
* * * First Change * * * 
6.1.2.2
Generic threats

The threats described in this section apply to any potential solution to the remote management of a MCIM application on M2M equipment. The counter-measures  used to address these threats may vary among the proposed solutions. Therefore this section describes only the threats themselves and leaves the description of the counter-measures and the resulting residual risk level to the analyses of the individual solutions.
Editor’s Note: Some of the individual threat analyses do not yet address these threats.
Table 6.1.2.2-1 Generic threats
	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	G1
	Copying the M2M subscriber’s credentials to a different piece of M2M equipment with the intent of using it to make calls at the M2M subscriber’s expense
	critical

	G2
	Copying  the M2M subscriber’s credentials to a different piece of M2M equipment with the intent of masquerading as the customer when enacting transactions, e.g. electronic payment, access to IT systems, etc
	critical

	G3
	Modifying the credentials to those of another M2M subscriber. This would typically be performed on a piece of stolen M2M equipment
	critical

	G4
	Performing an unauthorised migration of  the M2M subscriber to another operator’s network by modifying the credentials to a set that would apply to that M2M subscriber on the other operator’s network
	major

	G5
	Adding a set of credentials that are not authorised by the M2M subscriber or the home operator
	major

	G6
	Rendering the M2M subscriber’s credentials unusable, e.g. in an attack over an IP channel to the equipment
	major

	G7
	Rendering the credentials unusable due to exposure to environments that might normally be encountered by the M2M equipment, for example a magnetic or electrostatic field
	major

	G8
	Copying the credentials so as to be able to determine the derived ciphering and integrity keys used for traffic protection so as to be able to eavesdrop upon and/or tamper with communications between the M2M terminal and the network
	major


* * * Next Change * * * 

6.1.2.4
Threat analysis of Alternative 2: UICC based solution without remote subscription provisioning and change

6.1.2.4.1
Generic Threats

Threat G1

Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:
1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
Threat G2
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
Threat G3
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
Threat G4
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
Threat G5
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
Threat G6
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
Threat G7
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
Threat G8
Likelihood: 3

Impact: 3

Risk Level: 9 (critical)

Counter-Measures:

1. The smart card is a tamper resistant device. It has a primary role of storing credentials and performing sensitive cryptographic computations. The smart card contains hardware and software countermeasures to protect against invasive and non-invasive attacks performed to retrieve secrets and obtain sensitive data during execution of computations. For example the smart card contains physical encapsulation of critical circuitry. Smart cards benefit from rich experience in providing security and resisting software and hardware attacks in contexts such as banking, identity management, and wireless communications. Consequently, a UICC is a tamper-resistant device which can provide a secure execution environment and secure storage for M2M equipment.
* * * Next Change * * * 
6.2
Security comparison of UICC and non-UICC approaches





· 
· 
· 








 


6.2.1
M2M equipment without UICC

In the absence of a UICC, part or all of the M2M equipment will need to be sufficiently secure to host 3GPP subscription credentials, algorithms, and associated data. The boundary of any such secure area will need to be well-defined. This may be especially challenging if a third-party certification is required by operators (see below).


· 
Operators will want to have some means of gaining confidence in the security of a non-UICC-based solution. Of particular interest will be how the level of protection these solutions provide against software and physical attacks compares to that provided by UICC-based solutions. A well-written specification which captures the security requirements and describes an architecture to meet them will of course help with this. Such confidence could also come from familiarity with the secure execution environments already available in commerical handsets, such as the TI M-shield and ARM Trustzone processors. Without this familiarity, some type of certification of the M2M equipment may be desirable. The certification process may be complicated by a diversity of product implementations and deployment scenarios. However, similar problems have been overcome in the UICC market, and indeed the smart card industry has accumulated a great deal of experience in the area of certification. But the UICC is a small environment compared to integrated secure element. Certification of integrated secure element would be much more difficult and would require additional work, methods and time. Operators will be free to allow or deny network access to M2M equipment using a particular implementation, or simply to require that all M2M equipment accessing their network pass a particular certification scheme.
Use of an integrated secure element such as the Trusted Environment as described in clause 5.1.2 will raise concerns about whether such an element can be made as secure as a UICC. However, an integrated secure element may have advantages with respect to certain side-channel attacks (e.g. power and timing analysis). The
 lack of an exposed interface between the ME and UICC may also be an advantage against some attacks. Other non-security advantages such as cost, power consumption, provisioning efficiency, and reduced size may be realized, though some of these will depend on whether one additional hardware element (a UICC) is simply being replaced with another.
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6.2.4
Security Assurance for USIM application integrated into M2M equipment

Editor’s note:
Corrections and clarifications are needed to this sub-section to align it with the rest of section 6.
Traditionally USIM applications have been required to be instantiated within a removable UICC.  Operators buy and own the UICCs of their subscribers and can therefore impose their own requirements on their UICC suppliers.  Apart from the occasional security failing (e.g. the weak COMP-128 algorithm) this model has served operators well and it is to be expected that there will be some concern at the suggestion that the USIM application could be integrated into the M2M equipment itself (an M2M equipment that will not be owned by the operator) instead of in a UICC.  One of the major concerns that operators have with the USIM application being integrated into the M2M equipment (with “an integrated USIM”) is that the integrated USIM will not be as robust as a USIM within a UICC.  Operators also have concerns for reasons other than security and these reasons must also be taken into account.

This sub-section examines methods whereby operators could be given assurances that integrated USIMs are indeed sufficiently robust.

The methods by which operators are given assurance about the robustness of their UICCs is first examined.  The following points can be made:

1. Security assurances are gained because the operator chooses their UICC supplier and can therefore choose a supplier that meets the operator’s security requirements.  Since operator revenues will suffer if the UICC security is broken, the operator has an incentive to choose a reputable and competent supplier.

2. If the supplier turns out not to be reputable and competent, the operator can move, with a certain delay, to an alternative supplier.

3. Further, the operator may choose to have a very small number of UICC suppliers and can therefore spend a reasonable amount of time auditing each supplier, or alternatively requiring the supplier to get themselves audited against an agreed standard, such as the GSMA Smartcard Supplier Accreditation System.

4. Finally, UICC suppliers generally release new products at a lower rate than terminal suppliers and have a smaller range of platforms on which UICCs are built than most terminal suppliers.  There is therefore a relatively small range of UICCs and UICC platforms and again this gives the operator the chance to spend some time examining each candidate 

5. Further, the UICC is a system with relatively limited complexity when compared with MEs. Therefore, it can be assessed for security and robustness with less effort than that which would be required for an M2ME. Even though UICCs are growing more complex, they are likely to remain less complex than an ME).

There seem to be two forces at work here:

a Market forces, in that operators have an incentive to choose good UICC suppliers or their revenues will suffer, and that operators can reasonably easily change bad UICC suppliers, and UICC suppliers therefore have an incentive to produce robust UICCs or they will not be chosen by operators

b The opportunity for due diligence (because of the relatively small number of UICC platforms) and audit, which operators may choose to carry out themselves (because of the relatively small number of UICC suppliers), or require their suppliers to get themselves audited to

It might be thought that these two methods do not give operators assurance if the USIM application is integrated into the M2M equipment, for the following reasons:

· The operator does not own the M2M equipment and cannot therefore impose their own security requirements on the M2M equipment supplier

· As the operator does not own the M2M equipment, operator market forces cannot be used to safeguard standards of security

· There are more terminal suppliers than smartcard suppliers, and terminal suppliers typically have more frequent update of products and platforms that smartcard supplies do.  There is therefore too large a range for the operator, or any entity, to carry out sufficient due diligence on the terminal suppliers or their products and platforms.

However, the following points can be made in response:

1. Although the operator may not be the final owner of an M2M equipment with an integrated USIM, the operator may choose to use their expertise in terminal sourcing on behalf of final owners and so be a distributor of such terminals, i.e. buy these terminals themselves and then sell onto the final owners in the same way that many operators today are distributors of consumer terminals.  Operator market forces can in this way be brought to bear on the M2M terminal market.

a However, it should be noted that the UICC is primarily a security device, and security can be a very significant factor in purchasing decisions.  The M2M equipment is not primarily a security device and security cannot therefore be such a significant factor.

b Further, operators will not be the only purchasers of M2M equipments.  There may be some very significant non-operator purchasers of M2M equipments such as those within the automotive industry.  Operator market forces may not in reality be that significant.

c Finally, its clear that the operator is no longer in sole control of the security of their USIM applications via direct relationship with their UICC providers, and that the operator is now dependent on other entities, including other operators, equipment suppliers and possibly certification agencies.

2. Although the operator may not be the owner of the entire M2M equipment, it may become a sole ‘owner’ of certain functionality (an " operator compartment") – such as one that manages and performs integrated USIM functionality - of the M2M equipment, by use of available technologies (e.g. the trusted mobile platform technology from the Trusted Computing Group TCG [3] and [4]. The operator who has ownership of the integrated USIM functionality can exclude interfering actions on it by any other stakeholder of the M2M equipment.

a However, the feasibility of operator controlled M2ME functionality is yet be studied or proven if the M2ME has to support multiple operator compartments or if transfer of control of an operator compartment from one operator to another is required.

3. There are technologies (such as those described within TCG specifications) available that enable the operator to audit the trustworthiness (e.g. authenticity and integrity) of software responsible for all or selected functionality (such as the application and USIM security functionality) in a remotely located terminal during the time of its deployment. Use of such technologies can increase the operational trustworthiness of the M2M equipment.

4. Although the present number of consumer terminal suppliers is more than the number of smartcard suppliers, M2M equipments may be a niche market with fewer suppliers.

5. Further, although the number of consumer terminal suppliers is relatively large, the number of terminal hardware suppliers is actually quite small, and this is also likely to be the case for M2M equipments.  If the architecture of M2M equipments with integrated USIMs is designed so that the security of the integrated USIM application mainly or totally depends on certain isolated portions of the terminal hardware, e.g. a hardware-embodied Trusted Environment (TRE) within such terminals, then this further reduces the number of entities that an operator or other relying party needs to conduct very detailed due diligence upon (though the requirement to still audit the final terminal supplier is admitted),

6. Requirements for terminal supplier audit can be used (as they often are on smartcard suppliers) as can requirements on the robustness of the terminal implementation, in the following way:

a The M2M equipment, and especially the TRE within such a terminal, can be required to authenticate itself (as Alternative 1) requires), e.g. by means of a public key certificate.  There could be a central body overseeing issuance of such certificates (though not perhaps issuing them itself) and imposing requirements on terminal suppliers or the suppliers of TREs, if the TRE is a physically discrete component.

b Operators or other USIM-issuing entities could be required to refuse to issue USIM applications into terminals that do not have a certificate from the PKI of this overseeing central body.

c The requirements imposed by the central body could include the terminal supplier  (and TRE supplier, if applicable) having successfully passed an audit on their processes.

d These requirements could also include security requirements on the robustness of the terminal implementation that the terminal supplier self-certifies to (“robustness rules”).  If it is found that M2M equipments from a supplier do not in fact meet the security requirements, then measures could be imposed on the terminal supplier in order to ensure corrections are made as soon as possible.

e However, it's not clear which entity would take on this central role nor what the infrastructure requirements would be.  The cost of running this infrastructure may result in the overall cost of the integrated M2M-USIM option being greater than the cost of using UICCs.  There may be difficult legal issues.

By these means it seems that the power of market forces and of audit and due diligence, the chief means by which security standards are upheld for smartcard suppliers, can also be used with respect to suppliers of M2M equipments.
�Gemalto does not understand why the risk level associated has been set to 9 (critical) for all the threats. 


�This repeats content of 4.3.1.


�This section should remain in this section since it is a generic description which has to be compared with the section "M2M equipment without UICC". Its presence in clause 6.1.2.4.1 does not mean that it should be removed from this place. 


�Moved into threat analysis of alt 2, clause 6.1.2.4.1.


�This paragraph should remain in this section since it is a generic description which has to be compared with the section "M2M equipment without UICC". 


�Integrated into 6.2.3 below.


�Moved to 6.1.2.4.1 also.


�are there research studies on side channel attacks on integrated secure element? If not, we cannot conclude on the advantages of this solution regarding side channel attacks.  





