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1. Introduction 

We propose to include the following changes and enhancements into the existing clause 6.2 ‘3GPP Security Requirements’ of TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. The motivation for the changes and enhancements is that after some progress in working on the TR, especially chapter 5 ‘PUCI Risk Analysis’ and chapter 7 ‘Supporting Mechanisms and Solution Alternatives’ there seems a need for clarification of the initial set of 3GPP requirements.
2. pCR to TR 33.837 v0.3.0
6.2
3GPP Security Requirements

Following are security requirements on PUCI:

3GR-UC-1: 
The IMS should provide a means for IMS-users to report communication as a UC.

3GR-UC-2: 
Reports of UC relating to IMS-users should be auditable by the IMS.

3GR-UC-3: 
The IMS should provide the ability for a user who is party to a communication to request whether a communication was rated as UC
NOTE: Requirement 3GR-UC3 risks making PUCI mechanisms vulnerable to circumvention attacks through repeated probing of the identification outcome. Consequently, special care must be taken to include safe guards against circumvention attacks, for instance through rate limitations on responding to queries.
3GR-UC-4: 
The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC.
3GR-UC-5:
The IMS should provide the ability to the operator to extract information from the signalling and other means to provide an indication of the likelihood whether the communication is unsolicited.

3GR-UC-6:
The IMS should provide a mechanism to convey the UC indication in the signalling. 

Editor’s note: Intermediary network entities must be taken care of.

3GR-UC-7:
The IMS should provide a mechanism to allow variation in communication handling based on user UC reporting and/or UC likelihood indication.
3GR-UC-8:
Requests for UC protection made by IMS users should be auditable by the IMS.
Note 1: The IMS may provide a mechanism to enable the implementation of the Requirements 3GR-UC-5 (identification), 3GR-UC-1 (reporting) and 3GR-UC-7 (control) at the beginning, during or end of the communication.
End of pCR
------------------------------------------------------------------------------------------------------------------------------------------------

3. Motivation for the changes and enhancements:

3GR-UC-2:

· All UC reports relating to IMS users should be auditable, not only those made by IMS users. If an IMS user is e.g. rated as a UC source (either justified or not justified) by a non-IMS user in an IMS-to-non-IMS call and this rating reaches the IMS network, then it should as well be auditable.

3GR-UC-3:

· The original term ‘affected user’ seems to mean a communication source that is potentially blamed to be a UC source (and not a UC victim). (compare also 3GR-UC-4 where ‘affected user’ certainly means a blamed UC source that potentially doesn’t agree to be identified as UC source)
· However, the requesting possibility should be given to all users that are party to a communication and not only to affected users. Before starting such a request a user possibly doesn’t know whether he is affected or not.
· A user (that is potentially a UC source) should not have a (real-time) possibility to request the exact (value of the) UC rating of a communication. This would be a very powerful means to control the activity of single UC sources or UC botnets in a way that they keep below certain UC relevant thresholds.
· ‘call’ should be replaced by the more general term ‘communication’ that is also used in the other requirements.

3GR-UC-4:

· The term ‘by the UC detection system’ should be deleted to keep the requirement more general. Currently the TR comprises the possibilities that either a user or a UC detection system or both can identify a communication as UC. None of the possibilities should be excluded by the requirement.
3GR-UC-7:

· As mentioned before: IMS provides currently two possibilities to identify UC, either user reporting or UC likelihood provided by a UC reputation system. Requirement should not be restricted to one of them.
3GR-UC-8:

· This is a requirement coming from chapter 5 ‘PUCI Risk Analysis’ that is up to now not covered by 3GR-UC requirements. The background of this requirement is that in some countries reacting on UC by the network is only allowed with explicit consent of the user. Therefore requests for UC protection by IMS users should as well be auditable by the IMS to avoid any legal issues.
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