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1. Discussion 
Referring to the Security requirements, TR33.812 v.1.3.0 has been considering lots of requirements. However, UICC based solutions can not provide M2M equipment integrity protection, and operator can acquire no information about change of remote M2M equipment.
2. Proposal 

It is proposed to add a requirement to provide device integrity protection on UICC based solution. 
3. pCR 
The following pCR is against 3GPP TR 33.812 V1.3.0 (2009-02).
************************************ start of 1st change ************************************
4.3
 Requirements

4.3.1
Security requirements
From the analysis in clause 4.2, the following requirements can be derived: 

· It should be possible to prevent theft of or tampering with the subscription. The following options could be considered:

· The physical UICC is mechanically attached to the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment); and

· The MCIM application is integrated within the M2M equipment in a trusted environment (without a physical UICC),  which:

· provides a secure execution environment; 

· provides a secure storage environment that protects secrets;

· prevents the loading of unauthorised software on the M2M equipment (“secure boot”);

· has some degree of physical protection  against attack;
· is tamper resistant;
Editor's Note: It has to be further studied whether this requirement can be relaxed.

· may provide a means of detection and reporting (to a TBD network entity) of evidence of tampering on the MCIM functionality  or the trusted environment (TRE) within the M2M equipment that provides such functionality

· meets relevant requirements from OMTP TR0 [5], OMTP TR1 [6], GSMA/EICTA Principles concerning handset theft [7] and other relevant industry standards on prevention against attack.

· Physically removable UICC

· For the integrated MCIM option, it should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable MCIM application.
· For the integrated MCIM option, it should be possible to securely initially provision a new MCIM application to the M2M equipment.

· For the mechanically attached UICC and integrated MCIM options, it may be required to securely change the subscription in the M2M equipment remotely.

Editor’s Note: It is still FFS whether this requirement should apply also to physically removable UICC. 
· For the mechanically attached UICC it should be required to make device integrity validation result, e.g. IMEI or identification of sensitive chip, as part of authentication for remote management. 

· Data traffic sent or received by an M2M terminal should have the same protection against eavesdropping or modification as traffic processed by any 3GPP UE.
· Exposure of subscriber authentication keys to unauthorised 3rd parties would have severe consequences for the GSM and UMTS industry and shall therefore be prevented.

· Any new security relevant functionality or process shall not jeopardise an operator's ability to fulfil obligations towards regulators and government authorities to guarantee secure authentication and billing.

************************************ end of 1st change ************************************
�As a very general comment, the proposed text is not a real requirement, but it clearly hints to a solution. This solution seems also to be quite sophisticated from one side and quite difficult to be be implemented on the other, as usually the IMEI is not regarded as a reliable information. 


TO BE REALISTIC, sophisticated solutions are usually costly for the MNO and we also have to remember that the quite tempting conclusion "A large number of users automatically implies huge revenues for the MNO" is NOT really true in the M2M business. More precisely, in the M2M business it is certainly true that a large number of M2MEs to be served automatically implies to  properly overdimension the network, but then it is also true, unfortunately, that M2MEs produce very limited traffic, IN PRACTICE…. For all these reasons, we believe that the TD S3-090800 should be rejected. 


However, if the authors of TD S3-090800 and/or the Group are not willing to accept such a proposal, and, rather, they are really worried about possible unauthorized removal of a UICC from a legitimate M2ME (to be inserted afterwards in a "fake" one), then the current M2M practice, based on the removable UICC solution, demonstrates that this is not a REAL issue to be worried about. Infact, for specific M2M use cases where an attacker may have a reasonable interest/advantage in performing such an attack, the removal of the UICC from the legitimate M2ME can be phisically prevented/discouraged in an adequate and effective way by appropriate implementation-dependent measures. So, at least for the removable UICC case, the proposed requirement does not apply. This second proposal is made explicit with revision marks, however a reject of the whole pCR would be more appropriate, in our view, for the reasons explained above.     
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