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1. Introduction

This contribution comments on a contribution S3-090896 from ZTE in which ZTE proposed a new security architecture for H(e)NB. ZTE also proposed a new entity called Platform Verify Center (PVC). 
As integrity protection and validation plays an important role in the context of H(e)NB security, several solutions for device integrity validation exist and are presented in the TR. Two of them, RV and SAV, allow the network to gain information on the H(e)NB configuration, by the use of a Platform Validation Entity (PVE). The PVE is introduced in section 7.5. of TR 33.820 and performs the integrity validation. 
InterDigital believes that the role of PVC from ZTE’s contribution is unclear first, and, also that any clearly understood functions for the proposed PVC should be subsumed to PVE.

With respect to the fact that the group already agreed on the PVE as validation entity in the TR 33.820, we propose to add the PVE as validation entity in the architectur of the TS, according to its given role.
Given the above, we propose modifications to ZTE’s original text from S3-090896, and propose that the comments be approved. A second color is used to mark Interdigital’s comments and proposals for modifications.
2. InterDigital’s commenting part begins here.
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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.

In this contribution, PVC for H(e)NB integrity validation is added in the HNB/H(e)NB security archetecture.
2
References

(Reference - in list form - should be made to previous SA3/3GPP/etc. documents.)

3
Rationale

(with bullet points, the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

For my understanding, the basic security problem of HNB security is HNB authentication, IPSEC key negotiation, as well as the HNB integrity protection. HPM authentication can be considered as a kind of HNB integrity. Based this assumption, we modify the architecture given in 33.820 and put forward a new security framework for HNB.
The following chart gives the new framework.
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In this chart, PVC is put between the HLR/HSS and the HMS.

EAP-AKA was running at channel 1, during EAP-AKA procedure, HNB authentication and IPSec key negotiation was implemented. It is discribed clearly in 33.820.

HNB intregrity was verified at channel 2. The detailed method to verify software integrity is discribed in annex A.2 in 33.820, The detailed method to verify hardware integrity is discribed in contribution S3-090478, 

Because HPM authentication is not mandatory, and we don’t think that HPM authentication is needed any more. By the above framework, we can consider the HPM as a hardware module of H(e)NB,  the security of it can be done by verifying the HNB hardware integrity, and it is easy to expand. Considering the expansibility, it is more efficient than using HPM id in EAP-AKA procedure, because a right HPM ID don’t mean a secure HPM. If some security feature was added in HPM, it isn’t easy to modify the security procedure of EAP-AKA, however, it is very easy to  adjust it in the hardware integrity procedure.

4
Detailed proposal

According to the above analysis, we kindly ask SA3 to take the architecture into account and accept it as the candidate solution for HNB security architecture.

PCR was given below.

	1st Modified Section


4.2
System architecture of HNB
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Figure 1: System Architecture of HNB

Description of proposed system architecture:

· Air interface between UE and HNB should be backwards compatible air interface in UTRAN;

· HNB access operator’s core network via a Security Gateway. The backhaul between HNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HNB. Mutual authentication may need support of authentication server or PKI. 
· Security tunnel is established between HNB and Security Gateway to protect information transmitted in backhaul link.
· 
· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
· A Platform Validation Entity (PVE) is a service which assesses the validity of the HNB. Validation should take place during or after initial authentication with SeGW but before any further access to CN is allowed.
· Secure communication is required between SeGW and PVE (referred to as Validation Link)
· A secure communication channel between OAM and PVE can be established for the OAM to provide the PVE with data needed for validation after software updates (referred to as Software-Update-Reference-Link)


Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the HNB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB. In addition, the existence of any Home Gateway (integrated or separated) may imply restriction on the selection of backhaul security solutions, e.g. to allow NAT traversal.

	2nd Modified Section


4.3
System architecture of HeNB
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Figure 2: System Architecture of HeNB

Description of proposed system architecture:

· Air interface between UE and HeNB should be backwards compatible with air interface in E-UTRAN;

· HeNB access operator’s core network via a Security Gateway. The backhaul between HeNB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with HeNB. Mutual authentication may need support of authentication server or PKI.

· Security tunnel is established between HeNB and Security Gateway to protect information transmitted in backhaul link.
· 
· Secure communication is required to Operation, Administration and Maintenance (OAM). This becomes even more important if OAM is placed outside the operator’s network.
· A Platform Validation Entity (PVE) is a service which assesses the validity of the H(e)NB. Validation should take place during or after initial authentication with SeGW but before any further access to CN is allowed.

· Secure communication is required between SeGW and PVE (referred to as Validation Link)

· A secure communication channel between OAM and PVE can be established for the OAM to provide the PVE with data needed for validation after software updates (referred to as Software-Update-Reference-Link)
· 

Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. Serving GW) )in the HeNB should be studied  
NOTE: There may be a Home Gateway in the architecture at the customer premise. If such a Home Gateway is a physically and logically separate entity than the HNB, such a Home Gateway should not be present in the architecture since the security of the HNB should not rely on the security of the Home Gateway. However, if such a Home Gateway is physically or logically integrated with a HNB, it should be studied if security aspects (e.g. device security) of the Home Gateway may impact that of the HNB. In addition, the existence of any Home Gateway (integrated or separated) may imply restriction on the selection of backhaul security solutions, e.g. to allow NAT traversal.
	End of modifications
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�(InterDigital Comment) We propose to subsume PVC functions to the already introduced PVE. We therefore propose to replace the figure with the above simpler architecture overview


(InterDigital Comment) Although no changemarks were used, �this is new text. We see no need why SeGW and HNB GW should be separate and therefore propose not to accept this change.


�(InterDigital Comment) Although no changemarks were used, �this is new text. All access control to CN for HNB is to be handled by SeGW, we therefore propose not to accept this change.


�New and modified text from IDCC


�(InterDigital Comment) We propose to subsume PVC functions to the already introduced PVE. We therefore propose to replace the figure with the above simpler architecture overview


�(InterDigital Comment) See above comment, role of HeNB GW is unclear, we therefore propose not to accept this change.


�(InterDigital Comment) Modified text from IDCC. Proposed changes present the role of PVE in validation as described in section 7.5.2.1
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