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4. Currently, clause 13 describes how to secure eNB management plane over S1 interface using a SeGW, i.e. hop-by-hop security 
5. On the other hand, it does not clearly specify what can be used in the case when no SeGW or hop-by-hop is used. In other words, clause 13 dos not clearly specify what security mechanism can be used when NO SeGW is present oin the path between eNB and EM.

	
	

	Summary of change:
(

	1. A clarification is needed to specify what kind of security mechanism can be used in case a SeGW is NOT deployed on the path between eNB and O&M system, e.g., EM.

	
	

	Consequences if 
(

not approved:
	Incomplete specification of the secrity mechanism needed in all deployments which may be used to secure the communication between the eNB and O&M system, e.g., EM.

	
	

	Clauses affected:
(

	Clause 13.

	
	

	
	Y
	N
	
	

	Other specs
(

	
	n
	 Other core specifications
(

	

	affected:
	
	n
	 Test specifications
	

	
	
	n
	 O&M Specifications
	

	
	

	Other comments:
(

	N/A


	1st Modified Section


13
Management plane protection over the S1 interface

Clause 5.3.2 requires that eNB setup and configuration traffic, i.e. the management plane, to be protected between the EPS core and the eNB. In addition, it also requires that communication between the remote/local O&M systems and eNB to be mutually authenticated. This traffic could be carried over the same backhaul link as the S1 interface. Therefore, the protection mechanism defined for S1-MME and S1-U may be re-used for S1 management plane, S1-M.
In this case and in order to achieve such protection, it is required to implement IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5], with confidentiality, integrity and replay protection.

Tunnel mode IPsec is mandatory to implement on the eNB for supporting the S1 management plane. On the core network side, a SEG may be used to terminate the IPsec tunnel. If no SEG is used, the IPsec tunnel may be terminated in the element manager. In the case when no SeGW is used, an end-to-end security mechanism with confidentiality, integrity and replay protection between the eNB and the EM may be used, e.g., applications based on SSH,
For the S1 management plane, IKEv2 with certificates based authentication shall be implemented on the eNB. The certificates shall be implemented according to the profile described by TS 33.310 [6]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [6]

NOTE 1:
X2 does not carry management plane traffic.
NOTE 2:
In case the S1 management plane interfaces are trusted (e.g. physically protected), the use of IPsec/IKEv2 based protection is not needed

	End of modifications
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