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1. Introduction 

We propose to include the following text into a new clause 4.x of TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)“. Clause 4 is entitled “System Environment for PUCI”. We also propose to add a few references. 
2. pCR on TR 33.837 v0.3.0
------------------- START CHANGES ----------------------------
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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4.x Technical versus Legal Issues
4.x.1 Introduction
This clause tries to highlight interdependencies between technical and legal aspects of UC prevention. It is based on the following sources: a German survey of UC related legislation concerning several countries (see Internationales Anti-SPAM-Recht [4], Spam Regulation Overview [5], Combating SPAM Through Legislation [6], Stemming The International Tide Of SPAM [7], Report Of The OECD Task Force On SPAM: Anti-SPAM Toolkit of Recommended Policies And Measures [8], ITU Survey On Anti-SPAM Legislation Worldwide [9] and EU Symposium 2006: Countering SPAM In A Digital World [10]. In case of further interest numerous additional links are included.

It is not claimed, however, to give a full and legally water-tight overview about UC related legislation. The goal of this clause is instead to show up by means of some examples how certain UC prevention techniques may be influenced not only by technical requirements but also by legal issues.

Figure 1 (from EU Symposium 2006: Countering SPAM In A Digital World) shows that a quarter to a third of the countries worldwide has taken action against UC, mostly those in the OECD area.
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Figure 1: Countries taken action against UC

UC legislation, as far as available today, is a national issue and may therefore (and does in reality) differ per country. As shown in Figure 1 UC specific legislation is not yet finished and thus the danger of a further fragmentation of country specific laws exist. In contrast to the country specific UC prevention legislation, IP-based communication (e.g. Email, VoIP) and the related problems like UC are international issues, which leads to a variety of cross-border problems.

There are differences in the

· definition of UC,

· definition of UC communication services,

· handling of UC communication,

leading potentially to problems in international communication.
It has to be mentioned that this clause uses generally the term UC, regardless whether in the underlying information sources the terms SPAM, SPIT, UC or others are utilized.
4.x.2 UC Legislation
4.x.2.1 Definition of UC

There is currently no uniform, worldwide-accepted definition of UC, neither in standardization nor in legislation.

Legislation usually restricts UC to electronic advertisement. This means that UC related legislation is not naturally in line with the broader definitions used in standardization. Customer nuisance like e.g. phishing or call-back cost scenarios are not classified as UC according to a typical UC prevention law.

The bulk character of communication is another element, often referred to. But not all bulk communication is UC, e.g. newsletters or alerting services. And besides bulk UC communication also individually directed nuisance-communication like stalking may be regarded UC.

Laws even differ in the definition of electronic advertisement. In some countries electronic advertisement must additionally have a commercial background (e.g. US), in others not (e.g. EU). Thus non-commercial advertisement like e.g. political, religious, ideological or scientific advertisement is allowed in the US while it is prohibited in the EU. Figure 2 tries to highlight the problems that occur e.g. in an international religious advertisement campaign.
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Figure 2: International religious advertisement campaign

While the legislation in every country is clear, laws for the communication between the countries are missing and are left in a grey zone:

· Is it allowed to send religious bulk advertisement from the US (allowed) to recipients in the EU (prohibited)?
· Is it illegal to send religious bulk advertisement from the EU (prohibited) to recipients in the US (allowed)?
The difficulty for e.g. a UC reputation system, residing in one specific country, is that it is subject to the corresponding national law. That means that besides identifying and marking traffic technically as UC, the reputation system has to consider whether the communication is international, which the involved countries are, which legislation is valid and whether the technical UC classification corresponds to the legal situation.
4.x.2.2 Definition of UC Communication Services

Another point differing in national UC legislations is the definition which communication services are relevant to carry UC communication. There are two different approaches: either to cover explicitly specific low cost communication services (e.g. Email), susceptible to carry UC traffic, or to find a more generic and technology independent definition that covers besides existing services also communication services that might be used for UC in the future.

Currently UC is defined in the EU in a technology independent way, but with the given examples Email, VoIP, Fax and SMS. In Australia however the UC services are explicitly listed: while MMS and Instant Messaging are additionally included, compared to EU, Fax and VoIP are explicitly excluded.
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Figure 3: International bulk advertisement

This constellation raises similar questions as the chapter before:

· Is it allowed to send bulk advertisement, based on VoIP, from Australia (allowed) to recipients in the EU (prohibited)?
· Is it illegal to send bulk advertisement, based on VoIP, from the EU (prohibited) to recipients in Australia (allowed)?
4.x.2.3 Consent Achievement about UC Communication
A third important principle is how consent about UC communication like e.g. bulk advertisement is achieved. If UC legislation in some country prohibits bulk advertisement that doesn’t usually mean that bulk advertisement is unconditionally prohibited, rather  it is prohibited without consent of the recipient.

Two main principles of consent achievement are in use:

· Opt-In principle
The sender of the bulk UC advertisement has to assure and to prove that the recipient of the message has explicitly given consent.

· Opt-Out principle
The sender is allowed to send bulk UC advertisement without consent of the recipient, but the advertisement messages have to provide an easy possibility for the recipient to get deleted from the address list so that further nuisance can be stopped in a timely manner.
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Figure 4: Differences in consent achievement
Figure 4 shows a constellation that is in principle comparable to that of chapter 4.x.2.2 and thus raises similar questions/problems.

The conclusion of chapter 4.x.2 is that

· national laws show significant differences concerning UC legislation and operators have to pay attention to them

· differing UC legislation presents significant challenges to UC equipment being involved in national and international communication

4.x.3 Liability
This sub-clause tries to highlight the aspect of operator liability which is especially interesting in the context of UC scoring for calls running over the networks of more than one operator.
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Figure 5: Inter-operator liability aspects in case of UC scoring

Figure 5 shows an example where a stock exchange info service in the network of operator 1 sends an alert message to a huge number of his customers to sell share x immediately. One hour after sending this alert message the share has fallen significantly. Due to the bulk character of the message it may be classified with a high UC score by a UC scoring system, residing in the network of operator 1. The message is marked with the UC score and send further to the customers of the stock exchange info service in the network of operator 2. Due to the high UC score it may happen that

· some of the customers accept the message despite of the high UC score, are therefore informed in-time and don’t suffer a financial loss

· others may block the message, either by themselves or by means of UC filtering, or the network may be instructed to redirect messages with a high UC score to a UC mailbox. These customers miss the right point of time to sell share x and suffer therefore a financial loss.

With the wisdom of hindsight it turns out that the classification with UC score ‘high’ was wrong and that the message was indeed of a bulk character, but apart from that a completely legal notification service. Now the question will arise: Who is liable for the financial losses of the customers of operator 2, based on an erroneous UC score of a UC reputation system in the network of operator 1?

In the most general case that the networks of operator 1 and operator 2 are located in two countries with differing UC legislation, the UC reputation system has already to regard the different UC prevention laws (see chapter 4.x.2) and is now additionally confronted with a potentially different handling of liability by legislation.

In one country (e.g. Germany) UC filtering measures are only allowed if the customer has explicitly given consent. If a communication (e.g. Email, VoIP, Fax, SMS) is filtered (deleted or blocked or redirected) due to an erroneous UC score, then the operator is in principle liable towards the customer. Only if the operator is able to substantiate that the unjustified filtering occurred through no fault of the operator’s, he is exempt from liability.

If the operator in another country (e.g. US) filters erroneously a communication, then he is not liable if he can show that he has acted in good faith in order to filter an illegal UC communication. 

4.x.4 Privacy
Another legal aspect, especially related to UC reputation systems, is privacy. Up to now it is not practice to send ratings concerning own customers together with the signaling and to exchange them with other operators. This will necessarily change if UC scores are evaluated and send through the networks to the called party.
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Figure 6: Privacy aspects of UC scores

Figure 6 shows an example where the reputation system of operator 1 rates the call of customer A with the UC score ‘high’, for whatever reason. To support the called party in reacting, the UC score is e.g. sent together with the SIP signaling towards and through the networks of other operators.
This means that the signaling contains now besides the information, necessary to establish the connection, additionally the accusation that customer A is with high probability a UC source. But according to national laws (e.g. Germany) operators

· may have to regard their customer’s privacy and

· may have to pay regard to the communication secret and to the right of informational self determination.

It is not clear whether it is allowed to concatenate personal information, present in the SIP message, together with a UC score, based only on circumstantial and not on solid evidence. This could negatively reflect on the person, even work as a kind of pillory, and make this combined information available to third parties without consent of the person, subject to UC scoring.

4.x.5 Conclusion

This clause shows that UC prevention can not solely be regarded as a purely technical measure without noticing that especially UC scoring has strong interdependencies to legislation. According to its national nature, UC related legislation refers to specifics of the corresponding countries and leaves therefore a fragmented legislation landscape from a global point of view.

The definition of UC, of UC communication services and the consent achievement about UC communication differ. Besides that also liability and privacy aspects have to be regarded according to national laws. Although the legal situation may then be clearly defined for communications in a specific country, the situation for international communications is likely to be unclear or contradictory as the legislations of the involved countries may differ.
As a consequence UC reputation systems will be burdened to handle besides the technical part of UC identification and scoring also the evaluation of the legal situation of a UC suspicious call. This may involve the existence of a dynamically changing worldwide legal database, evaluated according to the source and the destination of a call and the location of the operator. And even this effort may in many cases be in vain as a clearly defined legal interworking between the countries doesn’t exist and therefore the problems are left in a legal grey-zone. Also for operators this situation is quite uncomfortable because it will not be easy for them to prove that their UC scoring complies with national or international laws. With this confusing situation the operators are also exposed dangers like lawsuits or claims for damages.

------------------- END OF CHANGES ----------------------------
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