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1. Introduction

This contribution proposes content for sections 5 and 6 of the TS.

2. Background
The following proposal suggests content and modifications for sections 5 and 6.

Correct time is essential for the validation of certificates. There are two possible reasons for incorrect time setting in the H(e)NB:

· If the H(e)NB is not equipped with a permanently running (e.g. battery-backed) real-time clock, then on power-up the time setting is not well defined.
· Attackers could try to turn back the clock in the H(e)NB in order to authenticate with expired certificates.

In clause 6.4, security features for clock protection are proposed. A solution to prevent such attacks is the use of a trusted real-time clock in the H(e)NB. If the H(e)NB is not equipped with a trusted real-time clock, attacks can be prevented or at least complicated if the latest point of time at which the H(e)NB was active is recorded and stored in the TrE.
To prevent any attacker to set the internal real-time clock or the stored “last-active time” to a wrong value, an update shall only be performed based on secured clock signal.
In clause 3.3 the abbreviation RTC is added.

In clause 5.4, an editorial change is suggested.
3. pCR


The following pCR is against 3GPP TS 33.xyz V0.0.1 (2009-03).
************************************ start of first change ************************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ASME
 Access Security Management Entity 
RTC
Real-Time Clock

************************************ start of next change ************************************
5.4
Other security features
The communication between time server and H(e)NB shall be provided with adequate protection.
************************************ start of next change ************************************
6.4 Measures for Clock Protection

6.4.1 Clock Synchronization Security Mechanism for H(e)NB

The H(e)NB requires time synchronization with a clock server.  The communication between clock server and H(e)NB shall be protected by the secure backhaul link between H(e)NB and the SeGW. 
The availability of the correct current time is important for certificate validation and thus for the establishment of secure links (IKEv2 and/or TLS). The following alternative requirements on local time arise from certificate handling, applying to operation of the H(e)NB before the secure backhaul link or the secure OAM connection is established and thus before secured clock information is available from the clock server:
-
The H(e)NB shall be equipped with a trusted real-time clock (RTC), which is active also during power-down of the H(e)NB. On availability of a secured clock signal from the network the RTC shall be synchronised accordingly.
-
If the H(e)NB is not equipped with a trusted real-time clock active during power-down of the H(e)NB, the latest point of time at which the H(e)NB was active before the current power-up shall be recorded and stored in the TrE. For certificate validation, this stored time of last activity shall be used. On availability of a secured clock signal from the network, this stored time shall be updated accordingly.


************************************ end of last change ************************************
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