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1
Introduction
In the Access Network and Discovery Function (ANDSF) protocol, the UE sends location information and possibly its identity over S14. Revealing this information, and the reply message from ANDSF which might contain the access policies, to an attacker can have many negative consequences. As a consequence, SA3 has in TS33.402 specified that an UE and an ANDSF server shall mutually authenticate each other using GBA based shared keys and PSK-TLS
2
Analysis
2.1
ANDSF pull messages 

In TS24.302 one can currently find the following text:
From 24.302-v810 section 6.8.2.2.1A

"If the UE does not support the ANDSF security mechanism as specified in 3GPP TS 33.402 [15], or if the operator does not implement the GAA bootstrap framework specified in 3GPP TS 33.220 [42], appropriate communication security can be established with the ANDSF in HPLMN using OMA-DM's bootstrap and secure http (https) mechanism according to OMA-ERELD-DM-V1_2 [39]."

Hence, there is a mismatch between TS 33.402 and TS 24.302 since the latter allows the usage of OMA DM bootstrap for establishment of shared secrets, while TS 33.402 mandates GBA and TLS for all usage. 
"OMA-TS-DM_Bootstrap" describes several ways of bootstrapping a device, e.g. WAP push, and from 24.302 it is not clear which is meant. As and UE does not know the GBA capability of the network, the security is effectively lowered to that of OMA DM bootstrapping. It is also unclear how the procedure would be extended for the roaming scenario in release 9.
2.1
ANDSF push messages 

As the SA3 specified mechanism only can support push messages in cases where an active TLS connection has previously been establish through a pull message, a secure solution for push messages remains an open issue in SA3. CT1 on the other hand has specified the following mechanism in TS 24.302:
Solution 1: SMS triggering pull message
From 24.302-v810 section 6.8.2.2.2
"The GAA security solution specified in 3GPP TS 33.402 [15] does not specify a push message or security support for any push message that ANDSF could send to the UE to initiate ANDSF information exchange with the UE. If a TLS connection is released, it can only be re-established by the UE, not by ANDSF.

The UE shall implement the push moded of ANDSF in accordance with OMA-ERELD-DM-V1_2 [39] using WAP Push, which is applicable for 3GPP access networks only. In the push procedure, the ANDSF sends a notification SMS to the UE without establishing a data connection with the UE. The reception of the notification SMS message triggers the UE to establish the ANDSF secure data connection using the information received in the notification SMS."
However, since there is no possibility to securely authenticate the triggering SMS, such a solution opens up a Distributed Denial of Service (DDoS) attack, see Figure 1.
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Figure 1
DDoS attack against ANDSF server using SMS triggered pull messages
Solution 2: GBA push
A natural solution to provide secure establishment of shared secret keys between the ANDSF and the UE for push messages would be to use GBA Push.
3
Conclusion

Allowing the use of OMA DM bootstrap in cases where a HPLM does not support GBA lowers the security level of the system, it would hence be beneficial to only allow GBA in combination with PSK-TLS for ANDSF pull messages. 
The CT1 specified solution to enable push messages using an SMS that triggers an ANDSF pull messages opens up for a DDoS attack which might render the ANDSF server unreachable.

4
Proposal
It is proposed to use GBA push to establish the shared secret between the UE and the ANDSF, which is used for mutual authentication and encryption/integrity protection during transfer of data. It is also proposed to send an LS to CT1 asking them to exclude the OMA DM bootstrap method for pull messages.
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