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1. Introduction

This contribution proposes structure and content for section 7 of the TS. In addition an informative annex is proposed.
2. Background
SA3#54 decided on a ToC for the TS on H(e)NB security.
The following proposal suggests content and additional structure for sections 7.2 and 7.3.

Specifications for device authentication and hosting party authentication are proposed. H(e)NB and SeGW are mutually authenticated using IKEv2 with manufacturer or vendor certificates. 

If an optional hosting party authentication is needed, the certificate-based device authentication is followed by an EAP-AKA-based hosting party authentication using the multiple authentication extension of IKEv2.

The main intention of this contribution is to provide a base that relies as much as possible on existing specifications, which is beneficial for keeping the document as clear and concise as possible and thus for speeding up the finalisation of the TS.

In order to illustrate the solution, detailed call-flows are presented in an informative annex.

Besides, three Editor’s Notes in the References section have been resolved, which necessitated an adaption of a reference in clause 4.4.5.

3. pCR


The following pCR is against 3GPP TS 33.xyz V0.0.1 (2009-03).
**************************** start of change ************************************
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization, and Accounting
AKA
Authentication and Key Agreement
ASME
 Access Security Management Entity 
CA
Certification Authority
DPD
Dead Peer Detection
EAP
Extensible Authentication Protocol
ESP
Encapsulating Security Payload
H(e)NB
Home NodeB and Home eNodeB

HeNB
Home eNodeB

HNB
Home NodeB
HP
Hosting Party

HPM
HP Module
IKE
Internet Key Exchange
MSK
Master Session Key
NAI
Network Access Identifier
NAT
Network Address Translation
SA
Security Association
SeGW
Security Gateway

TrE
Trusted Environment
**************************** start next change ************************************
4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 [4] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of this document.

-
The backhaul link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode [9].

-
Any connection between the H(e)NB and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

**************************** start next change ************************************
7.2 Device Authentication

7.2.1
General
Device authentication shall always be linked to a device validation.

7.2.2
Certificate-based Device Authentication

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator CA. The H(e)NB shall verify the SeGW identity. 
Editor’s Note: 
The certificate handling for the H(e)NB device certificate and the SeGW certificate has to be specified.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s private key shall be stored in the TrE.

-
The root certificate used to verify the SeGW identity shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.
7.2.3
Security Profiles

7.2.3.1
Profile for IKEv2

The H(e)NB and the SeGW shall conform to the profile of IKEv2 as specified in clause 5.4.2 of TS 33.210 [9] with the exception that the use of pre-shared secrets for authentication is not supported.

The following additional requirements on certificate based IKEv2 authentication for the IKE_INIT_SA and IKE_AUTH exchanges shall be applied:

-
The use of RSA signatures for authentication shall be supported.

-
The H(e)NB shall include its identity in the IDi payload of the first IKE_AUTH request.
-
The H(e)NB identity in the IDi payload may be used for policy checks.
-
Initiating/responding end entities are required to send certificate requests in the IKE_INIT_SA exchange for the responder and in the IKE_AUTH exchange for the initiator.

-
The messages for the IKE_AUTH exchanges shall include a certificate or certificate chain providing evidence that the key used to compute a digital signature belongs to the identity in the ID payload.

-
The certificates in the certificate payload shall be encoded as type 4 (X.509 Certificate – Signature).
7.2.3.2
Certificate Profile

The H(e)NB and SeGW certificates shall conform to the requirements set out in clauses 6.1.1 and 6.1.3 of TS 33.310 [7] with the following additions and exceptions:
-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor.

-
The H(e)NB certificate shall carry the H(e)NB identity in the subjectAltName.  This identity shall be the same as the identity in the IDi payload of the first IKE_AUTH request.

Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

-
Support for revocation is not required.
7.3 Hosting Party Authentication

Device Authentication may optionally be followed with an EAP-AKA-based hosting party authentication exchange.  The IKEv2 certificate-based mutual authentication is executed according to IETF RFC 4306 [4] as specified in 7.2, extended by IKEv2’s multiple authentication procedure defined in IETF RFC 4739 [6].
The IKEv2 EAP-AKA authentication will follow the TS 33.234 [x1] specification.
The H(e)NB’s HPM must be used to provide critical security functions supporting the EAP-AKA authentication processes.

-
The secret used for HP authentication must be stored in the HPM.

-
The HPM is responsible for computing the RES and AUTN parameters for the EAP-AKA based hosting party authentication.
7.4 IPsec Tunnel Establishment

All signalling, user plane, and management plane traffic over the interface between H(e)NB and SeGW shall be sent through an IPsec ESP tunnel that is established as a result of the authentication procedures specified in clauses 7.2 and 7.3. The IPsec ESP tunnel mode shall conform to clause 5.3 of TS 33.210 [9].

The IPsec ESP tunnel mode shall support at least the following functions:

-
NAT-T UDP encapsulation
-
H(e)NB initiated NAT keep-alive
-
IKE and IPsec SA rekeying
-
Dead Peer Detection (DPD)
**************************** start next change ************************************
Annex A (informative):
Authentication Call-flows

A.1
Device Authentication Call-flow Example

Certificate based mutual authentication between the H(e)NB and the core network is specified in clause 7.2. As example the call flow between the H(e)NB and the SeGW is shown in Figure x. 
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5. IKE-AUTH response
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6. Verify SGW’s certificate
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Figure x: Certificate-based Device authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations.  Optionally a user profile may be selected based on the NAI presented in the IDi payload and may be used to enforce the choice of authentication (device only or combined device and HP).  The H(e)NB sends the AUTH payload and its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
6.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by HMS.

7.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
A.2
Combined Device and HP Authentication Call-flow Example

The certificate based mutual authentication between the H(e)NB and the core network, followed by an EAP-AKA-based HP authentication exchange between the H(e)NB/HPM and the AAA server, is specified in clause 7.2. As example the call flow between the H(e)NB, SeGW and AAA server is shown in Figure y.
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Figure y: Combined certificate and EAP-AKA-based authentication

1.
The H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB.  The SeGW indicates that it support Multiple Authentication by including the MULTIPLE_AUTH_SUPPORTED payload.
3.
The H(e)NB inserts its identity in the IDi payload in this first message of the IKE_AUTH phase, computes the AUTH parameter within its TrE, and begins negotiation of child security associations. The user profile selected by NAI presented in the IDi payload may be used and enforce the choice of authentication (device only or combined device and HP).  The H(e)NB then sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB indicates that it support Multiple Authentication and that it wants to do a second authentication by including the MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS attributes.

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB.
6.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by HMS.

7.
The H(e)NB sends another IKE_AUTH message with the AUTH payload omitted to inform the SeGW that the H(e)NB want to perform EAP authentication.
8.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH request message received in step 7.
9.
The AAA Server shall fetch the subscription data and authentication vectors from HSS/HLR.

10.
The AAA Server initiates the authentication challenge.
11.
The SeGW sends IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. This message includes the SeGW identity, its certificate, and the AUTH parameter (which is used to protect the previous message sent to the H(e)NB in the IKE_SA_INIT exchange). 
12.
The H(e)NB checks the AUTH authentication parameters in case that the H(e)NB needs to authenticate the SeGW based on the certificate of the SeGW. The H(e)NB processes the EAP challenge message and uses the HPM for verification of the AUTN and generating the RES parameters. Optionally, processing of the whole EAP challenge message, including verification of the received MAC with the newly derived keying material may be performed within the H(e)NB’s HPM.

13. The H(e)NB sends the IKE_AUTH response with the AKA-Challenge to the SeGW.

14. The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

15.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.

16.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

17.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

18.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. Computation of the AUTH parameter is performed within the H(e)NB’s HPM. 

19. The AUTH parameter is sent to the SeGW.

20.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
21.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
**************************** end of change ***********************************
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