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1
Decision/action requested

It proposed a method of security context handling
2
References

(Reference - in list form - should be made to previous SA5/3GPP/etc. documents.)

3
Rationale

The native security context definition does not cover the following cases:

1, native security context created by an AKA procedure and before the SMC procedure. 
2, native security context exists when mapped context is actived during UTRAN to EUTRAN handover.

So it is proposed to complete the definition of native EPS security context and clarify the relation and state transition among the security contexts.
4
Detailed proposal

Current security context: The security context which in a given system (E-UTRAN or UTRAN/GERAN respectively) with a registered UE has been taken into use by the given system most recently. A current security context is the currently actived security context in a given system.Note that, in E-UTRAN, a current security context may exist simultaneously with a native context, while, in UTRAN/GERAN, only one security context can exist at a time. A current security context exists in MME and SGSN respectively whenever a UE is registered. When the UE is simultaneously registered with both, MME and SGSN, then current EPS and UMTS security contexts exist simultaneously.
Mapped security context: Security context created by converting the current security context in the source system to a security context for the target system in inter-system mobility, e.g., UMTS keys created from EPS keys. After further inter-system mobility it shall no longer exist.

Fresh native EPS security context: A native EPS security context that has been created by a successful AKA run but not yet taken into use by a NAS SMC. If UE moves from EUTRAN to UTRAN, the fresh native EPS security context shall be deleted in both UE and MME.

Pending native EPS security context: A native EPS security context that exist simultaneously with a current mapped EPS security context but is not currently active after the inter-RAT handover from UTRAN to EUTRAN. The subsequent NAS signalling after the HO may take the pending native EPS security context into use according to 9.2.2.1.
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Figure 1 security context state transition

1. For inter-RAT mobility from UTRAN to E-UTRAN, if native EPS security context does not exist, the security context mapped from UTRAN will become the current security context. For subsequent intra-EUTRAN mobility, if there is no AKA run, the mapped context may be taken into used in the target system. 
2. When mapped context is currently used, and SMC actives the fresh native context or pending native context, the current mapped context will be no longer existed. Also if UE detached from EUTRAN, the mapped context will be deleted.

3. For inter-RAT HO from UTRAN to E-UTRAN, native EPS security context exists in the target MME, or, is fetched from other MME.
4. If activating the pending context does not successful, the pending context shall be deleted.
5. If a fresh native security context has been taken into used by a SMC procedure, then the current native security context shall be deleted.
6. For inter-RAT idle mobility or for intra-EUTRAN mobility, if native context exists in EUTRAN, it will be taken into used.
7. A successful AKA procedure creates a fresh native security context. It may exist simulately with a current mapped security context or a current native security context.
8. SMC procedure activates the fresh native security context.
9. For inter-RAT HO to EUTRAN, the pending context maybe taken into use as described in 9.2.2.1.
10. A fresh AKA run for another fresh current security context.
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