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	Reason for change:
(

	1、It was agreed in S3-090279 at SA3#54 meeting that eKSI shall not be included in AS SMC message and has been removed from Figure 7.2.4.5-1. But corresponding inconsistent descriptions still remain in context. 

RAN2 did not change their minds regarding the use of key change indicator instead of the full eKSI on the AS level after viewing the LS from SA3 in S3-090277 (see minutes from RAN2#65 and R2-091703).

This implies that there is no need for the eKSI to be present on the S1/X2 interfaces (RAN3 and RAN2 have already removed it). It further implies that for key change on the fly, the MME including the KeNB in the UE CONTEXT MODIFICATION REQUEST signals to the eNB that the eNB shall change the AS keys. The eNB signals the change of keys to the UE using the key change indicator in the intra-eNB handover. When the UE sees the key change indicator it derives the new KeNB in the current EPS security context, i.e., for the MME to change the entire key hierarchy, it must change the EPS NAS security context before it changes the EPS AS security context.

2、In 2nd chapter References, the same reference appears twice with different indexes, i.e. [18] and [21].
3、Some other corrections for 33.401.
4、At last meeting of RAN3, it has agreed that the MME shall initialize the value of the Next hop Chaining Counter (NCC) to zero when the UE transforms from ECM-IDLE to ECM-CONNECTED. But it is not consistent with this conclusion in TS 33.401.
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	1. Remove descriptions on Key Identifier Set in AS SMC message from clauses 7.2.4.5, 7.2.5, and 7.2.6.

2. Addition of that key change on the fly has to be perfomed in such a way by the MME so that the MME changes the NAS keys first and then changes the AS keys. This, so that the key-change-indicator will point to the current (i.e., latest activated) KASME.
3. Delete redundant reference [18] and correct reference [18] to [21] in clauses 7.4.3 and 9.2.2.

4. Delete a redundant sentence in 7.4.3 since the same meaning is illustrated in this clause.

5. “KASME” is reworded to “K’ASME” during idle mode mobility in Annex A.11.

6. Correct the Next hop Chaining Counter initial value from one to zero.
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*** BEGIN 1st CHANGE ***
7.2.6.2
ECM-IDLE to ECM-CONNECTED transition 

The procedure the UE uses to transit from ECM-IDLE to ECM-CONNECTED when in EMM-REGISTERED state is initiated by a NAS Service Request message from the UE to the MME. As the UE is in EMM-REGISTERED state, an EPS security context exists in the UE and the MME, and this EPS security context further contains uplink and downlink NAS COUNTs. The NAS Service Request message sent in EMM-REGISTERED shall be integrity protected and contain the next-in-sequence uplink NAS sequence number.

Upon receipt of the NAS Service Request message, the MME shall derive key KeNB as specified in subclause A.3 using the NAS COUNT [9] corresponding to the NAS Service Request and  the KASME of the current EPS NAS security context. The MME shall initialize the value of the Next hop Chaining Counter (NCC) to zero. The MME shall further derive a next hop parameter NH as specified in subclause A.4 using the newly derived KeNB and the KASME as basis for the derivation. The MME shall further set the the value of the Next hop Chaining Counter (NCC) to one. This fresh {NH, NCC=1} pair shall be stored in the MME and shall be used for the next forward security key derivation. The MME shall communicate the KeNB to the serving eNB in the S1-AP procedure INITIAL CONTEXT SETUP.

As a result of the NAS Service Request, radio bearers are established, and the eNB sends an AS SMC to the UE. When the UE receives the AS SMC, it shall use the NAS uplink COUNT of the NAS Service Request message that triggered the AS SMC as freshness parameter in the derivation of the KeNB. The KDF as specified in Annex A shall be used for the KeNB derivation using the KASME of the current EPS NAS security context. The UE shall further derive the NH parameter from the newly derived KeNB and the KASME in the same way as the MME. From the KeNB the RRC protection keys and the UP protection keys are derived by the UE and the eNB as described in subclause 6.2.

If the ECM-IDLE to ECM-CONNECTED procedure contains an EPS AKA run and a NAS SMC procedure  (which are optional), the NAS uplink and downlink COUNTshall be reset to the start values, and the value of the uplink NAS COUNTshall be used as freshness parameter in the KeNB derivation from fresh KASME of the current EPS NAS security conetxt when executing an AS SMC. The KDF as specified in Annex A shall be used for the KeNB derivation also in this case.

On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

If the USIM supports EMM parameters storage, the ME shall mark the stored EPS NAS security context on the USIM as invalid. Otherwise, the ME shall mark the stored EPS NAS security context in its non-volatile memory as invalid.
*** END 1st CHANGE ***
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