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1. Introduction

Common IMS is becoming more and more important for network integration and for carriers at present. TISPAN has provided IMS based IPTV architecture (ETSI TS 182 027 V2.0.0).As IPTV is an important use case for common IMS, it’s proposed to add IPTV use case for common IMS media plane security.

This contribution proposes to add a use case of IPTV for TR 33.828.
2. pCR to TR33.828-v1.2.0
*** Changes ***
4.3
Push-to-talk (PoC)

Push-to-talk systems are in principle store and forward systems with message replication for all intended receivers taking place in the PoC server. PoC systems also often support instant messaging. Furthermore, it should be noted that PoC systems may offer automatic functions for recording of all messages a user cannot receive “on-line”. Thus, for true end-to-end security PoC systems exhibit the same requirements on key management and media protection as the multimedia telephony described above, i.e. a group key management system capable of handling deferred delivery of media. A PoC system doesn’t only handle voice but also handles other media types like e.g. video and text.

4.4
Instant messaging

Instant messaging systems have many similarities with PoC systems, the main difference is that they focus on non-speech media even though they may also carry voice and video messages. 

For peer-to-peer instant messaging, there might be a direct link between the peers but in most cases, due to charging and delivery of different types of system services, the messages are forwarded via one or more intermediary nodes. For multiuser instant messaging, messages are routed to an instant messaging server where they are replicated and sent to all intended receivers. The messages might be carried in the signalling path in e.g. SIP MESSAGEs  or they can be transferred e.g. on MSRP links. To protect messages carried in SIP MESSAGE, application layer security may be used. MSRP links can be protected hop-by hop with TLS or with S/MIME (see clause 4.2.3). Alternatively, SIP MESSAGE messages may rely on the protection mechanisms that are recommended for SIP traffic in general, e.g. TLS or IPsec in the access, or Za/Zb interfaces in the core [19].
4.5
Chat
Chat differs to a certain extent compared to the use cases described above. Here chat messages usually end up in the chat server where they are handled in plaintext. It is difficult to imagine how an efficient chat service based on true end-to-end security could be developed. Thus here the security requirements are mainly to protect the communication between the user and the chat server. This communication may however be over multiple hops and require the same type of protection of media as used to protect IM to achieve terminal to chat server security.
4.6        IPTV

IPTV is multimedia services delivered over IP based networks managed to provide the required level of QoS/QoE. The most common use case of IPTV is that user watch broadcast content or content on demand. The media contents are usually protected for security purpose, user needs to decrypt the secured media contents firstly. 
4.7
Transcoders

Transcoders are devices in the network that need to change the media coding or make other necessary modifications of the media streams. For example RFC 4117 [4117] describes the usage of transcoders in the context of SIP showing examples when media streams are "transcoded" between audio and text as one of the communication endpoints could be deaf or hearing impaired. 

As is described in clause 5.4.1 of TS 23.228 [3], the MGW may support transcoding between a codec used by the UE in the IM CN subsystem and the codec being used in the network of the other party. In general a MRFP may perform transcoding and/or other media stream processing.

In order to support this use case media protection needs to be terminated at the transcoder.

The current IMS architecture as described in TS 23.228 [3] has specified that transcoding function may be present in the TrGW, the MRFP and the CS/IMS-MGW. The local breakout and optimal media routing work in SA2 may define requirements to provide the transcoding service via these Functional Entities to media flows for roaming UE in the Visited packet switching network [18]

Hence it is necessary that the media security architecture shall not prevent a visited network from providing transcoding service on behalf of flows for roaming UE.

4.8
PSTN-GW

PSTN gateway provides interworking between IMS networks and circuit switched PSTN. 

According to clause 5.4.1 of TS 23.228 [3] the IM CN subsystem is also able to interwork with the CS networks (e.g. PSTN, ISDN, CS domain of some PLMN) by supporting, for example, AMR to G.711 transcoding in the IMS MGW element. Furthermore to allow interworking between users of the IM CN subsystem and IP multimedia fixed terminals and other codecs may (this is implementation dependent) be supported by the MGW. I.e. MGW is expected to act as a PSTN-GW. 
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In order to support this use case media protection needs to be terminated at the PSTN-GW.
Figure 2: A simplified view of PSTN – IMS interworking

4.9
Termination of media security in an AS

An IMS session is not always setup between two UEs. It may also be terminated in an Application Server (AS). 

In order to support this use case media protection needs to be terminated at the AS.
***  End of changes ***
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