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7.2.2.3
H(e)NB Authentication  

H(e)NB authentication consists of:

a) H(e)NB identity authentication refers to device authentication as described in section 7.6.2.;

b) TrE identity authentication;
c) H(e)NB device identity and TrE identity binding;
d) The H(e)NB integrity verification
This refers to the H(e)NB validation, more specifically, it refers to either verification of the signaling message that H(e)NB may send to the SeGW regarding the outcome or an aspect of an Autonomous Validation it has performed, as described in section 7.5.2.2, or the Remote Validation described in section 7.5.2.3, or the Semi-Autonomous Validation described in section 7.5.2.4.
NOTE 1: the H(e)NB identity and the TrE identity can be used interchangeable when needed.

NOTE 2: the authentication we described here is for some specific scenarios when TrE has a separate identity. Whether it can be optimized depends on the specific policy of the operator.

There could be two broad categories of H(e)NB authentication scenarios:

· Initial authentication
· Re-authentication.
During the H(e)NB re-authentication, the authentication process is similar to the initial authentication except that the H(e)NB related authentications performed by the TrE against the authentication data it stored as a result of the initial authentication.
Editor’s Note: Inclusion of this section depends on definition of TrE identity. Definition of all authentication terms needs to be clarified. Use of initial and re-authentication needs to be clarified. Title will need to be changed later.
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