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1. Introduction

This contribution proposes the addition of an editor’s note to clause 4.4 of the TS.

2. Background
With respect to management of H(e)NBs some new specifications of SA5 appeared. TS 32.581/2/3/4 for HNBs now have substantial content. TS 32.591/2/3/4 on HeNBs are still in skeleton phase, but are expected to follow the content of their HNB counterparts.

In the scope of this contribution two issues are handled:

· SA5 specified in TS 32.583 the direct connection between HNB and HMS accessible over the public Internet as mandatory. The same specification is expected for TS 32.593 for HeNBs.

· SA5 did not mention any hosting party (HP) identity in its specifications.

SA3 introduced the hosting party identity together with the hosting party authentication in SA3#52 for TR 33.820. At that time it was mentioned, that the HP identity should be used for management purposes. In particular it should allow an MNO to base the management of H(e)NBs on the hosting party and a UICC containing the related credentials. This would e.g. allow the hosting party to swap the H(e)NB device, insert the existing UICC into the new device, and to use the new device without any management effort of the MNO.
At time of SA3#52 only the connection between H(e)NB and SeGW was under discussion. Thus the TR 33.820 and also current work on the TS 33.xyz only consider this connection for HP authentication.

For the direct connection up to now only certificate based device authentication (mutual authentication within TLS) is discussed. Given this, the HMS would not receive any authenticated HP identity from a H(e)NB connected to HMS via public Internet. As this connection does not pass through the SeGW, the HMS can also not rely on HP authentication performed by SeGW.

Given the mentioned specifications of SA5, the following new issues arise:

· Does SA5 consider the HP identity for management of H(e)NBs? Clarification with SA5 is necessary to the following extent:

· If SA5 considers the usage of HP identity, then usage of HP identity in SA5 and in SA3 should be aligned.
· If on the other hand SA5 does not consider the usage of HP identity for H(e)NB management, then the whole effort of SA3 to introduce and authenticate the HP identity becomes questionable. In this case it is unclear how the HP identity is related to H(e)NB management as specified by SA5.
· If SA5 supports the usage of HP identity, then SA3 has to care for authentication of the HP identity over the direct link between H(e)NB and HMS accessible over the Internet. The current requirements and procedural descriptions for HP authentication only cover the backhaul link between H(e)NB and SeGW.
In addition, without specification of HP authentication for the direct link also the HP authentication on backhaul link becomes questionable, as the TS would be incomplete.
Thus it is proposed to introduce an editor’s note into the requirements clause of TS 33.xyz, that the requirements on HP authentication have to be revisited, once the above issues are clarified.
3. pCR


The following pCR is against 3GPP TS 33.xyz V0.0.1 (2009-03).
************************************ start of first change ************************************
4.4
Security Requirements and Principles

Editor’s Note: Due to the specification of the HMS accessible over public Internet, the requirements and use cases for hosting party identity and authentication have to be clarified. This may lead to adaptations of the following requirements with respect to hosting party authentication.
************************************ end of first change ************************************
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