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This contribution provides the flow chart of How to change to a new operator in alternative 1 in TR33.812.
1 Introduction

In order to enhance the readability of this TR, we propose to add the flow chart of How to change to a new operator in alternative 1. 

2 Proposal
We kindly ask SA3 to agree the following P-CR into TR33.812

**Start of the 1st changes**
5.1.3.8.4.2 
Re-provisioning using connectivity provided by old SHO
One way of doing this is by conducting the re-provisioning using connectivity provided by the old SHO. In this section, an example of steps for re-provisioning of a new MCIM due to a change of SHO is described as in the following: 

1) The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters.

2) The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning.

3) The new SHO requests the PVA to validate the M2ME. 

4) The PVA validates the M2ME. 

5) If the validation is successful, the PVA indicates to the new SHO the successful status of the validation. 

6) The new SHO sends its MCIM to the RO (DPF function).

7) The RO securely sends the new MCIM to the M2ME using the connectivity provided by the old SHO. This should be an atomic step in the sense that the whole MCIM is downloaded before any other steps are initiated. 

8) Before installing the new MCIM originating from the new SHO, the M2ME discards the current AVs and other MCIM credentials corresponding to the old SHO

9) The M2ME sends a message to the old SHO indicating that the M2ME has discarded the current AVs and other MCIM credentials corresponding to the old SHO.

10) The old SHO sends an acknowledgment to the M2ME regarding the receipt of the above message. 

11) The M2ME sends the acknowledgement message to the RO (DPF function), which relays it to the new SHO. Some privacy filtering may be applied here, to filter out and shield any sensitive information about the old SHO from the view of the new SHO.

12) The M2ME provisions, with the aid of the RO (DPF function), the new MCIM from the new SHO into the TRE.  

13) The RO (DPF function) reports the success/failure status of the provisioning back to the new SHO.
14) The new SHO sends a message to the RO to register the M2ME as ‘subscribing to’ the new SHO, for future discovery queries. 

The procedure of re-provisioning of a new MCIM due to a change of SHO is executed as depicted in figure 5.1.3.8.4.2-X.
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Figure 5.1.3.8.4.2-X  Re-provisioning using connectivity provided by old SHO procedure
In another variant of the above steps, the MCIM credentials for the old SHO and that for the new SHO may be pre-provisioned already in the USIM before the subscription change takes place. In this case, these two separate sets of credentials need to be strictly separated, and neither of the two HO’s involved in the subscription change shall be allowed to obtain each other’s MCIM credentials. Appropriate HW or SW isolation techniques must be used.
** end of the 1st changes**
**Start of the 2nd changes**

5.1.3.8.4.3 
Going back to the pristine state

In this section we describe how the device could change to a new operator by being rolled back to the pristine state, and then re-do the initial provisioning phase. The basic idea here is that some entity contacts the M2ME and instructs it to perform a re-provisioning. This some entity may be the owner or someone with similar management rights of the device. A description of the method now follows:

1) The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters.

2) The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning.

3) The M2ME removes the old SHO’s MCIM and returns to the pristine state.

4) The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends its PCID to the VNO. 

5) The VNO contacts an RO (ICF function). The RO transfers Authentication Vectors (AV’s) claimed for the PCID to the VNO, which the VNO uses to authenticate the PCID/M2ME. Note that in some cases the ICF may be co-located with the VNO.

6) If authentication of the PCID/M2ME by the VNO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. This also requires that the subscription data stored at the ICF and related to the PCID must allow access to an APN and the corresponding GGSN which allows connectivity to the DRF of the RO
7) The M2ME connects to the DRF of the RO. 

8) The RO (DRF function) aids the M2ME to find the new SHO. 


Editor’s note: Exactly how the RO will aid the M2ME to discover the new SHO is FFS.


9) The new SHO requests a PVA to validate the authenticity and integrity of the M2ME. 

10) The PVA validates the authenticity and integrity of the M2ME.

11) The PVA sends the validation results back to the new SHO.

12) The new SHO, upon receiving a positive validation, authorises RO (DRF function) to authorize its DPF to provision the MCIM to the M2ME.

13) The RO (DPF function) downloads a MCIM object to the M2ME.

14) The M2ME provisions the downloaded MCIM into the TRE and reports the success/failure status of the provisioning to the RO. 

15) The RO reports the success/failure status of the provisioning back to the new SHO.

The procedure of re-provisioning of a new MCIM due to a change of SHO is executed as depicted in figure 5.1.3.8.4.2-X.
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Figure 5.1.3.8.4.2-X  Re-provisioning by being rolled back to the pristine state procedure
Note: The step 4 to 15 describes the procedure of initial provisioning the MCIM to the M2ME.
For future enhancements, the M2ME may also be able to download, install and use a new credential for the initial network access. Once an M2ME has been provisioned, an updated value for the initial network access credential could be delivered as a MCIM to the M2ME for future use in assisting with a SHO re-provisioning process. This way, the credential would be extracted, stored, and used exclusively in the TRE of the M2ME. 

The initial network access credential could have a lifetime associated with it. When, during a MCIM re-provisioning process due to change of SHO, the M2ME senses that its existing initial network access credential is about to expire, the M2ME may request and receive a new initial network access credential from a network entity (e.g. the DPF function of the RO or the CCI function of a M2MES, etc). Alternatively, an appropriate network entity could initiate the replacement of the initial network access credential. 

** end of the 2nd changes**
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