Page 1
-


3GPP TSG SA WG3 Security - S3#55
S3-090905
Shanghai, China –11-15 May 2009
Source:
Huawei
Title:
PCR on TR 33.812 section 5.1.3.7.3 Details for Network Interactions
Document for:
Discussion and Approval
Agenda Item:
7.3
Work Item / Release:
M2M/Release 8
Abstract of the contribution:

This contribution provides the description of the procedure of initially provision the MCIM in detail in TR33.812.
1 Introduction

Section 5.1.3.7.3 should describe the procedure of the network interactions in detail, but there is no MCIM Initially Provision Procedure described in this section. In order to complete the content of this section and enhance the readability of this TR, 
We propose to add a new section 5.1.3.7.3.4 MCIM Initially Provision Procedure in section 5.1.3.7.3. Section 5.1.3.7.3.X gives the flow chart of How to initially provision the MCIM to the M2ME and describes the process in detail. 
2 Proposal
We kindly ask SA3 to agree the following P-CR into TR33.812.
**Start of the 1st changes**
5.1.3.7.3.X
MCIM Initially Provision Procedure
Based on the content of the sections in the TR, the procedure of How to initially provision the MCIM to the M2ME is described as follow:

1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 
NOTE : The PCID follows the same format as the IMSI. The “MCC” and “MNC” fields in the PCID will indicate to the VNO which entity it should contact to obtain authentication vectors to authenticate the PCID with.
2. The VNO contacts the RO (ICF function) and sends the PCID to the ICF.

3. Upon receiving the PCID, the ICF query the temporary-access credential associated with the PCID in its database. According to the credential, the ICF can generate AVs.

NOTE : If the ICF is not already in possession of the temporary-access credential, it can obtain it from the CCIF.
4. The RO transfers AVs for the claimed PCID to the VNO.

5. The VNO uses the AV to authenticate the M2ME through the AKA.
6. If authentication of the M2ME by the VNO is successful, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF function) using such connection. The VNO assigns an IP address to the M2ME.
The step 1 to 6 describes the phase of initial attach.
7. The M2ME connects to the RO using IP connectivity provided by the VNO’s network.
8. The ICF request the DRF to bootstrap. Internally, the RO forwards the PCID and the IP address of the M2ME from its ICF to its DRF function.
9. According to the PCID, the DRF query the address of the DPF and the SHO which has contract with the M2ME in its database. Then it generates the Bootstrap message.
10. The DRF sends the Bootstrap message to the M2ME. In the message it concludes the address of the DPF, the address of the SHO, the context of the MCIM application provision and the context of the M2M application provision.
11. After receiving the Bootstrap message, the M2ME perform Bootstrap procedure and move to a state where it is able to initiate a management session with the management server (e.g. the DPF function).

12. The RO (DRF function) connects to the SHO and registers the M2ME for connection to the SHO’s network.
The step 7 to 12 describes the phase of discovery and registration.
13. The SHO sends the PfC and M2ME identity to a PVA and requests a PVA to validate the authenticity and integrity of the M2ME. 
Editor’s note: The SHO retrieved the PfC from the M2ME.
14. The PVA validates the authenticity and integrity of the M2ME.
15. The PVA sends the validation results back to the SHO. 
16. The SHO encrypt the MCIM by using the PfC and generate the the OMA DM management object for M2M (M2MSIMMobj).

17. The SHO delivers the M2MSIMMobj to the RO (DPF function) and authorizes provisioning of the MCIM application to the M2ME.

18. The RO (DPF function) downloads a MCIM object to the M2ME.

19. The M2ME decrypt M2MSIMMobj by using the TRE Platform Key to obtain the MCIM, Then it provisions the downloaded MCIM into the TRE.
20. The M2ME reports the success/failure status of the provisioning to the RO (DPF function).
21. The RO (DPF function) reports the success/failure status of the provisioning back to the SHO
The step 13 to 21 describes the phase of MCIM application provision,
Thus the M2ME can attach to the network of the SHO by using the MCIM. Then the SHO provides the M2ME with operational service.
NOTE: The procedure above is just an example of How to initially provision the MCIM to the M2ME.
The procedure of How to initially provision the MCIM to the M2ME is executed as depicted in figure 5.1.3.7.3.X-1.
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Figure 5.1.3.7.3.X-X the procedure of initially provision the MCIM
** end of the 1st changes**
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