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Decision/action requested

Disscusion and Agreement to incorporate the proposed text into the TR H(e)NB security
2
Clarification and Disscusion 

Currently there are three validation methods described in the TR: Autonomous Validation (AV) / Semi-Autonomous Validation (SAV) / Remote Validation (RV). Since each validation method has its own merits and pitfalls we would like to propose an improvement that can be used to take advantages of the methods and to avoid the pitfalls.We name it hybrid-validation（HV）.
AV offers some advantages in that the given reference metrics are in the H(e)NB TrE.  But in the SAV, the reference metrics need to be conveyed to PVE so that PVE can perform the validation process. 
In the HV method ，the reference metrics used in the integrity validation process are divided into three categories, and are stored in three locations respectively:

a) Inside TrE in H(e)NB protected by higher security level mechanism ,like hardware storeage;

b) Inside TrE in H(e)NB but protected be cryptographical method,like software sotreage. 

c) Inside PVE protected by secure method chosen by operator.

The reference metrics are all produced by the vonder.

As for a), they are provide before H(e)NB deliverd to operator,  operator need not manage nor update them.

As for b), they are provided before H(e)NB deliverd to operator. But they could and shall be updated by CN, possibly by OAM operation.

As for c), they are provide when H(e)NB deliverd to operator and before H(e)NB implemention. 

How the category be defined is up to requirement of operator and the design of vendor. Anyhow, the result of this category is reflected by the pre-difined ’policy’ (or call it ‘rule’). In another words, the policy rules what measurements should be validated locally  and what measurements should be sent to the network for romote validation. In order to distinguish from the word ‘Policy for H(e)NB Validation’ agreed in S3-090636 Adhoc meeting, we name it ‘rule’ .This rule is securely stored in TrE .If operator requires it changeable, it shall be renewed from CN. In that case, content of the two later categories could be exchangeable with each other, and the reference metrics should be re-obtained .The source of the reference metrics are both from CN, probably HMS server. 
The reference metrics held in PVE are provided by the H(e)NB vendor  and they should have already been configured before the H(e)NB powers on . So when H(e)NB is requested to access network , the reference metrics need not  be conveyed to PVE to verify the OS/ upper layer software /configuration data that potentially need to be upgraded. If and when these components are upgraded,  the matching reference metrics come from the CN, so that there is no need to convey the reference metrics to the PVE.
This improvement reduces the network traffic load and the local storage capability requiement.  Additionally, it improves the security level because the check values exist in its source.
The two steps of this validation method are as follows:
1. During secure start-up, AV is performed so that the basic trustworthy state, (i.e, some core components) is measured and verified one by one locally. Because validation is done locally, the validation is implicit to CN and there is no need not convey anything to the CN. Basic trustworthy state may contain core components such as BIOS/OS loader that are usually static and do not change.If any one of them is tampered with, H(e)NB will not start-up correctly, following loss of connectivity to CN. This kind of compromise is an irrecoverable security breach that can not be remotely recovered.Service technician must be sent out to provide recovery. The list of core components is not strictly mapped to the components checked by root trust of the TrE and may differ from vendor to vendor and operator to operator.However,the content of the list is ruled by the locally pre-difined ‘Policy’.

This step differs from the SAV method where the secure start-up results, i.e. the outcome checks performed by root trust of the TrE obtained in this time need to be conveyed to CN explicitly.(step 1 in IDC’s contribution )

2. The other additional components outside of the core are measured when they are loaded. These measurements are not verified until H(e)NB requests to access CN.When the connection is initialized, the TrE  handles the actual measurements. Also, based the pre-difined policy, the measurements may be separated into two groups to be processed by local validation and RV respectively. .

The data conveyed to CN is the local validation result and the RV original actual measurements.Before sending, the data should be signed by TrE.
This step differs from SAV method, the result of additional components of the rest of the H(e)NB that are checked by the measuring component is sent to CN,optionally together with the indicators to the reference metrics.
In general, this method has the equivalent network traffic load and complexity with the SAV. In SAV method, one component may be checked twice against the same reference value by H(e)NB itself and by PVE.Only the policy should be pre-configured in H(e)NB.Secure storage is needed in TrE.
3
Proposal 

The proposed method is described in another contribution in detail. It is proposed the contribution ‘CR to TR33.820 H(e)NB validation’ approved.
