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1. Introduction

This contribution proposes some content for the current empty subsection 8.3 “Protection of HMS traffic between HMS and H(e)NB” of the TS 33.xyz V0.0.1. It provides the security mechanisms to protect H(e)MS traffic when the connection is to H(e)MS accessible on MNO Intranet and the connection is to H(e)MS accessible on public Internet.

In addition, HMS in subsection title is changed to H(e)MS since SA5 specification said that HMS is for HNB while HeMS is for HeNB.
It is proposed that SA3 agree with the text in the following pCR against the TS. 
2. Proposed pCR
The following pCR is against 3GPP TS 33.xyz V0.0.1 (2009-03).
************************************ start of first change ************************************
8.3 
Protection of H(e)MS traffic between H(e)MS and H(e)NB 

8.3.1 Connection to H(e)MS accessible on MNO Intranet
In case that the H(e)MS is accessible on MNO Intranet, H(e)MS traffic shall be protected through the support of one of the three security mechanisms determined by the Network Operator’s Security Policies:
· H(e)MS traffic is protected in hop-by-hop way. H(e)MS traffic is protected by IPsec tunnel between H(e)NB and SeGW. Network security mechanisms should be used to protect H(e)MS traffic between SeGW and H(e)MS when the path from SeGW to H(e)MS is considered as insecure.

· H(e)MS traffic is protected in end-to-end way. A SSL/TLS tunnel is established between H(e)NB and H(e)MS. H(e)MS traffic should be protected by such a security tunnel. 

· H(e)MS traffic is protected by the IPsec Tunnel between H(e)NB and SeGW. And SSL/TLS tunnel also should be utilized within the IPsec Tunnel for additional end-to-end security.
When SSL/TLS is performed between H(e)NB and H(e)MS, mutual authentication between H(e)NB and H(e)MS

shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS. .
8.3.2 Connection to H(e)MS accessible on public Internet
In case that the H(e)MS is accessible on the public Internet, the H(e)MS is exposed to attackers located in insecure network. H(e)MS traffic shall be protected by SSL/TLS tunnel established between H(e)NB and H(e)MS. In this case, mutual authentication between H(e)NB and H(e)MS shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS.
************************************ end of first change ************************************
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